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Abstract

Exchangeof digitally signedcertificatess oftenusedto establishmutual
trust betweenstrangershat wish to shareresource®r to conductbusiness
transactionsAutomatedTrustNegotiation(ATN) is anapproacho regulate
theflow of sensitve informationduringsuchanexchange Previouswork on
ATN arebasedn accesgontroltechniquesandcannothandlecyclic policy
interdependencsatishctorily. We shav thattheproblemcanbemodelledas
a 2-party securefunction evaluation(SFE) problem,and proposea scheme
calledoblivious signature-baseenvelope(OSBE)for efficiently solvingthe
SFEproblem.We developa provably secureandefficient OSBEprotocolfor
certificatessignedusingRSA signaturesWe alsobuild provably secureand
efficient one-roundOSBE for Rabinand BLS signaturefrom recentcon-
structionsfor identity-basedencryption. We alsodiscussotherapplications
of OSBE.

*Invited submissionto the journal Distributed Computing specialissueof selectedpapersof
PODC2003.Preliminaryversionappearedn Proceedingsf PODC’2003underthe sametitle.




1 Intr oduction

Considerthe following scenario:userAlice hasa certificateshaving thatshehas
top-secretlearance.To protectherself,Alice will only presenthe certificateto
otherpartieswho alsohave a top-secretlearanceertificate. Similarly, userBob
hasatop-secretertificateandhewill only revealhis certificateto otherswho have
top-secretclearance. Now imaginewhat happenswvhen Alice and Bob wish to
establisha securesessionusing automatedrust negotiationtechniques.Neither
oneis willing to presenttheir certificatefirst. Consequentlythey are stuckand
cannotestablishthe session.We describeefficient cryptographicsolutionsto this
problem.Our solutionswork with standarctertificateformats.

Exchangingdigitally signedcertificatesis an increasinglypopularapproach
for authenticatiorand authorizationin distributedsystems.Thesecertificatesas-
sociatepublic keys with key holders’identity and/orattributessuchasemployer,
membershipf associationssreditcardinformation,securityclearanceandsoon.
Often,theattributeinformationcontainedn certificateds sensitve. Thegoalof a
growing bodyof work on automatedrust negotiation (ATN) [16, 12,15, 17,7, 19|
is to protectthis information. In ATN, eachparty establishesccessontrol (AC)
policiesto regulatenot only the grantingof resourcesbut alsothe disclosureof
certificatesto opponents.(Engagingin a discussioraboutsecretinformationcan
be viewed asan abstractresourceprotectedoy the AC policy thatrequiressecret
clearanceertificates.)A negotiationbeginswhenarequesterequestdo accessa
resourceprotectedoy anAC policy. Thenggotiationprocessonsistf asequence
of exchange®f certificatesandpossiblyAC policies.In thebeginning, certificates
that are not sensitve are disclosed. As certificatesflow, higherlevels of mutual
trustare establishedand AC policiesfor more sensitve certificatesare satisfied,
enablingthesecertificatesalsoto flow. In successfuhegotiations certificatesven-
tually flow to satisfythe AC policy of thedesiredresourceA securityrequirement
on ATN is that no certificateshouldflow to a party who doesnot satisfythe AC
policy establishedor thecertificate.

In the scenariowve describedn the beginning of this paper currentATN pro-
tocolswould concludenegotiationfailure,becauséhereis cyclic interdependenc
betweentwo negotiators’ AC policies. Existing ATN protocolsrequireonenego-
tiator to revealits certificatefirst; however, if therecevver doesnot have top-secret
clearancethe AC policy is violated. Reportingnegotiationfailurein this scenario
is notvery satistictory sincebothpartieshave top-secretlearancendit would be
moreproductive for themto proceed How to breakthis policy cycle? Obsenrethat,
in mary casesthesecreinformationin acertificateis the signaturecreatedoy the
certificateauthority For example,Alice’s certificatemay containher public key
andsomestring representingtop-secretclearance”theseare often public infor-



mation,but thefactthata trustedauthoritysignedthecertificateis sensitve. Using

this obsenation, the cycle canbe broken asfollows: First, Bob sendghe content,
including the CertificateAuthority’s (CA) public key but not the signature pf his

certificateto Alice.l Alice verifiesthatthe contentsatisfiesherrequirementthen
conductsa joint computationwith Bob suchthatin the endBob seesAlice’s cer

tificateif andonly if Bob hasthe CA's signatureonthecontenthesentearlier Bob

concludesggotiationsuccesandproceedswvith Alice if he hasthe signatureand
successfullyerifiesthatAlice hastheright certificate.Bob abortsthe negotiation
processvhenhedoesnot have the signatureor whenAlice doesnot have theright

certificate. Bob learnswhetherAlice hasthe certificateonly whenhe hasthere-

quiredcertificate andvice versa.This approacHor breakingpolicy cyclesrequires
solvingthefollowing 2-partySecurd-unctionEvaluation(SFE)problem.

Problem1 Let PK bea public key (the CA's public key). Let M and P betwo
messages(M is the contentof Bob’s certificatewithout the CA's signature;P is
Alice’scompletecertificate.)Let Verify betheverificationalgorithmof asignature
schemesuchthat Verify pi (M, o) = true wheno is PK’s signatureon M. Alice
andBobwantto computeafamily F' of functions parameterizely Verify, M and
PK. Both partieshave M and PK . Alice hasprivateinput P (Alice’s certificate).
Bob hasprivateinput o (the CA's signatureon M). Thefunction F' is definedas
follows.

F[Verify, M, PK] ajice(P,o) = L

F[Verify, M, PK|gop(P,0) =

P if Verifypg (M, o) = true;
{ 1 otherwise

whereF [Verify, M, PK| 41, representdlice’s output, F'[Verify, M, PK| g, rep-
resentBob’s output,and | is a specialsymbol. In otherwords,our goalis that
Alice learnsnothingandBob learnsF'[Verify, M, PK| g, (P, o) without learning
arything else.

The SFE problemcanbe solved usinggeneralsolutionsto 2-party SFE[18];
however, thegenerakolutionsarenot efficient, sincesignatureverificationis done
within the SFE. We proposethe Oblivious Signature-Basedtnvelope (OSBE)
schemehatsolvestheabove 2-partySFEproblemefficiently. Formaldefinitionof
OSBEwill begivenin Section3. Informally, an OSBE schemeenablesa sender
to sendanervelope(encryptednessagefo arecever, andhasthefollowing prop-
erties: therecever canopenthe ervelopeif andonly if it hasathird party’s (e.qg.

1To preventAlice from guessingvhetherBob hastop-secretlearancer not, Bob shouldfollow
theprotocolto sendthe samething evenif hedoesnot have thetop-secretlearanceertificate.This
is possiblebecausehe contentof certificateis not secret.



certificationauthority)signatureonanagreed-upomessagé/. An OSBEscheme
is secue againstthereceiverif areceverwho doesnot have thethird party’s sig-
natureon M cannotopentheenvelope.An OSBEschemas obliviousif attheend
of the protocolthe sendercannottell whetherthe recever hasthe signatureon M
or not.

In this paper ourfocusis to find efficient OSBEconstructiongor existing sig-
natureschemesratherthanto develop new signatureschemeghat make OSBE
easy In addition,we look for protocolsthat do not involve ary interactionwith
(trustedor semi-trusted}hird parties,exceptfor the generatiorof signatureson
certificates. We presentOSBE protocolsfor three existing signatureschemes:
RSA[11], Rabin[10], andBLS [6]. The RSA-OSBEprotocolis two-round: one
messagérom therecever followed by onemessagérom the senderTherecever
andthe senderachcomputegwo exponentiationsWe prove in the RandomOr-
acleModel [3] thatour RSA-OSBEprotocolis assecureasRSA signatures We
alsoshaw thatary Identity Basedpublic key Encryption(IBE) [13, 5, 8] scheme
givesriseto an OSBE scheméor the signatureschemecorrespondingo the IBE
schemeWe uselBE to build one-roundDSBEprotocolsfor RabinandBLS. These
two protocolsinvolve only onemessagéom the sendetto therecever.

Therestof this paperis organizedasfollows. We discussotherapplicationsof
OSBEandrelatedwork in Section2, andgive formal definition of OSBE andits
securityrequirementsn Section3. In Section4, we describean OSBE protocol
for RSAsignaturesndproveits security In Section5 we build aoneroundOSBE
for Rabinand BLS signatures.In Section6, we discusshow to extend OSBEto
casesvheremorethanonecertificatesarerequired.We concludein Section?.

2 Other Applications and Related Conceptsof OSBE

Our original motivation for OSBE comesfrom automatedrust negotiation; how-
ever, OSBEcanbe usedfor otherpurposesAn OSBEschemesnableghe sender
to senda messagevith the assurance¢hatit canbe seenonly by the recever if it
hasappropriatecertificatesvhile atthe sametime protectingtherecever’s privacy
suchthat the senderdoesnot know whetherthe recever hasthe requiredcertifi-
catesor not. In otherwords, OSBE performsaccessontrol on a messagén an
oblivious (or privagy preserving)ashion. We ervision that OSBE could be used
in other contets (possiblyin conjunctionwith other protocols)to provide such
obliviousaccesgontrol.

Oneapplicationof OSBEis Oblivious Subscription.Consideran online pub-
lishing servicethatgivesacces®f variousdocumentso memberf severalorga-
nizations.Usersneedmembershigertificatedo gainaccesso specificdocuments.



OSBEenablesisergo gainaccessvithoutdisclosingwhich organizationghey are
memberof. To do so,the publishingserviceencryptsall documentsvith distinct
keys. Whenauserrequestso access documentjt sendscontentsof somemem-
bershipcertificatest may or may not possessandrunsmultiple roundsof OSBE
protocolwith the publishingservice. The publishingservicedelivers decryption
keys of the documentsn correspondingernvelopes. Only a userthat hasthe re-
quired certificatecan openthe envelope and obtain keys to decryptdocuments.
Thepublishingservicedoesnot know whatmembershipghe userhas.

OSBEmightalsobeusedn thecontet of PrivatelnformationRetrieval (PIR)[?,
?,?,?,?] to provide accessontrolon theinformationbeingretrieved.

A problemrelatedto OSBEthat hasbeenstudiedin the literatureis Fair Ex-
changeof Signature{FES)[1, 2], which enableswo partiesto exchangesigna-
turessuchthat either both partiesobtainthe other parties’ signatureor no party
obtainsthe otherparty’s signature. FES protocolsare usefulin contractsigning
andothere-commercdransactionsA commonapproacho FESis verifiableen-
cryptionof signaturesi.e., asignatureencryptedn away suchthatonecanverify
thattheright signatureis beingencryptedponecanalsogo to a trustedthird party
(TTP) to obtainthe signaturewhen necessarybut one cannotretrieve the signa-
turewithoutthe TTP. The TTP is involved only if onepartytriesto cheat. There
are several differencesetweenOSBE and FES. First, the signaturesnvolvedin
OSBE are not generatedy the two partiesinvolved in the protocols,but rather
generatedby certificationauthoritiesbeforethe OSBEprotocolis used.Secondin
FESprotocols,at somestage oneparty learnsthatthe otherparty hasa signature
without obtainingthatsignature This doesnot satisfythe securityrequirementsf
OSBE.Becausef the abore two reasonsFES protocolscannotbe useddirectly
to achiere OSBE.Third, OSBEdoesnot requirea fair exchangeof signatureslt
is allowedthattherecever getsthe senders signaturewithout sendingts own sig-
nature,aslong asthe recever hasthe requiredsignature.In this sense OSBE s
wealerthanfair exchangeof signaturesThis wealer requiremenenablesfficient
OSBEprotocolsthatdo notinvolve third parties.

Another pieceof relatedwork is Brands’ private certificates[7]. There,the
main goal is that certificatescanbe usedanorymously Our goal is different; we
wantasimultaneousxchangeof attributeinformationthatworkswith currentstan-
dards.e.g.,X.509 attribute certificatesvith RSA signatures.

3 ObliviousSignature-BasedEnvelope(OSBE): Definition

In thissectionwe give formal definitionof OSBE.Wewill usethefollowing termi-
nology A functionis negligible in the securityparametet if, for every polynomial



p, f(t) is smallerthan1/|p(k)| for k large enough;otherwise,it is nonngligible.
An advesaryis a probabilisticinteractive Turing Machine.

In thefollowing definitionof OSBE,we useonesendelS andtwo recevers Ry
and R». Recever R; hasathird party’'s signatureon somemessagel/. Recever
R, doesnot have the signature.In eachprotocolrun, the senderS interactswith
eitherR; or Rs.

Definition 1 ObliviousSignatue-BasedEnvelope(OSBE)

An Oblivious Signature-Basetnvelope (OSBE) schemeis parameterizedy a
signhatureschemeSig. It involvesa senderS andtwo receivers R; and R;. An
OSBEschemeéhasthefollowing threephases:

Setup TheSetupalgorithmtakesa securityparametet andcreatesystenparam-
eterswhichincludeasigningkey whosepublickey is denotedby PK. Two
messaged/ and P arechosen. PK and M aregivento all threeparties,
namely S, Ri1, andR». In addition,thesendels is given P andtherecever
R, is giventhesignatures = Sig pg (M).

Interaction Oneof R; andR» is chosermas R, without S knowing which one. S
and R run aninteractve protocol.

Open After the interactionphase,if R = Ry, i.e., Ry waschosenin the inter-
action phase,R outputsthe messageP. (R cando thatbecauset knows
Sigpi (M).) OtherwisewhenR = R», R doesnothing.

An OSBEmustsatisfythreepropertiedefinedbelow. It mustbesound obliv-
ious,andsemanticallysecureagainsttherecever.

Sound. An OSBEschemas soundif in theopenphase,R; canoutputthe mes-
sageP with overwhelmingprobability, thatis, the probabilitythat R; cannotout-
put P is negligible.

Oblivious. An OSBEschemas obliviousif thesenderS doesnotlearnwhether
it is communicatingvith Ry or Rs. More precisely no adwersarialsendet4 hasa
nonngligible advantageagainstthe Challengeiin the following game: The Chal-
lengerfinishesthe setupphaseandsendsPK, M, P to theadwersary The Chal-
lengerpicksrandomb € {0, 1}, theninteractswith theadwersaryby emulatingR;,.

Finally, theadwersaryoutputst’ € {0, 1}. Theadwersarywins thegameif b = ¢'.

In otherwords,an OSBE schemas obliviousif for every probabilisticinteractve
Turing Machine A, |Pr[A winstheabove gamég — 1| < f(t), where f is a neg-

ligible functionin ¢. (The adwersarycannotdo substantiallybetterthanrandom
guessing.)



Semanticallysecur againstthe recevver. An OSBEschemas semanticallyse-
cure againstthereceiverf R, learnsnothingaboutP. More precisely no polyno-

mially boundedadwersary.A hasa nonngligible advantageagainstthe Challenger
in the following game: The Challengerfinishesthe setupphase,and sendsPK

and M to the adwersary The adwersaryrespondswith two message$’ and P;.

The Challengemicks a randomb € {0, 1}, theninteractswith the adwersaryby

emulatingthe senderS usingmessage® = P,. Finally, the adwersaryoutputs
b € {0,1}. Theadwersarywinsthegameif b = ¥'. In otherwords,evenif we give

theadwersarythepowerto pick two message$), and P; of its choice,it still cannot
distinguishanenvelopecontainingF, from onecontainingP;. Thisformalizesthe

intuitive notionthatthe ervelopeleaksno informationaboutits content.

We now aguethat OSBEis an adequatesolutionto the 2-party SFE problem
in Problem1, by shawing intuitively thatthe abore securitypropertiedefinedfor
OSBE suffice to prove thatthe schemeprotectsthe privagy of the participantsn
the maliciousmodel[?]. Obsenre thatour definitionsallow arbitraryadwersaries,
ratherthanjust thosefollowing the protocol. The oblivious propertyguarantees
thatthe senders view of ary protocolrun canbe simulatedusingjust the senders
input, becausene can simulatea protocolrun betweenS and R, who hasno
privateinput. Soundnesandsemanticsecurityagainstthe recever guaranteg¢hat
therecever’s view canbe simulatedusingjust the recever’s input andoutput. If
thereceverhasthesignaturethenthemessagé is in theoutput,onecantherefore
simulateghesenderS. If thereceverdoesnothavethesignaturepnecansimulate
the senderS with a arbitrary message”’ andno polynomially boundedrecever
cantell thedifference.

We assumehat OSBEis executedon top of a securecommunicatiorchannel
thatthe senderandthe recever hasalreadyestablishedThis assumptions com-
monin securemultiparty computationiterature.In the contet of automatedrust
negotiation, this assumptioris alsovalid, sincesecurecommunications already
requiredto protectagninstearesdroppersTechnically an SSL connectioncanbe
establishedetweenthe senderAlice and recever Bob using self-signedcertifi-
cates.WhenAlice andBob wantsto useOSBEto breaka policy cycle, Bob first
sendsM (thecontentof Bob's certificate)to Alice. At thistime, Alice verifiesthat
the public key in M is the sameasthe one Bob usedto establishthe communi-
cationchannelandthenrunsthe OSBE protocolto sendP (Alice’s certificate)to
Boh. At theendof the OSBE,Bob verifiesthatthe publickey in P is the sameas
the oneAlice usedto establisithe communicatiorchannel.A man-in-the-middle
attackduringthe OSBEwill notbeaproblem.

In our proofs, we often usethe randomoraclemodel, which is an idealized
securitymodelintroducedby Bellareand Rogaway [3] to analyzethe securityof



certainnaturalcryptographiaonstructionsRoughlyspeakingarandomoracleis

afunctionH : X — Y choseruniformly at randomfrom the setof all functions
{h : X — Y} (weassume&¥ is afinite set). An algorithmcanquerytherandom
oracleatary pointz € X andrecevethevalue H (x) in responseRandonoracles
areusedto modelcryptographichashfunctionssuchasSHA-1. Notethatsecurity
in the randomoraclemodeldoesnot imply securityin the realworld. Neverthe-
less,the randomoraclemodelis a usefultool for validatingnaturalcryptographic
constructions.Securityproofsin this modelprove securityagainstattaclersthat
areconfinedto therandomoracleworld.

4 An OSBE Schemefor RSA Signatures

In this section,we presentan OSBE schemefor RSA signatureqi.e. whenuser
certificatesaresignedusingRSA). The RSA signatureschemg11] is asfollows.
Thekey spacel is definedto be thefollowing set:

{(n,e,d) | n = pgq, p,qequalsizeprimes,ed =1 (mod ¢(n))}

Thevaluesn ande arepublic,andthevalued is secret.
For K = (n,e,d), messagé/, anda messageligestfunction 4 : {0,1}* — Z,,
define
Sigp (M) = H(M)? mod n
and \Verifyy (M, o) = true <= H(M) = 0° (mod n)

Our RSA-OSBEschemeunsa Diffie-Hellmanstyle key agreemenprotocol.
If it is run betweenS and R, then R; canderive the sharedsecret. If it is run
betweenS and R», then R» cannotderive thesharedsecret.Leth = H (M), then
the signatureon the messagé\/ is ¢ = (h? mod n). R; sendsto S a blinded
versionof the signaturey = (oh” mod n) for somerandomz. S thencomputes
n°h =t mod n, which shouldbe 4°® mod n. S now holds (h¢)* suchthatonly
R1 knows the value z. This achieres half of the Diffie-Hellmankey agreement
protocol,with h¢ asthe base.S thendoesthe otherhalf andcreateghe ervelope
usinga symmetrickey derivedfrom the sharedsecret.

Definition 2 RSA-OSBELet H bethe messageligestfunctionusedin the signa-
ture. Let £ be a semanticallysecuresymmetricencryptionscheme.Let H' bea
function(e.g.,acryptographidhashfunction)thatextractsa key for the symmetric
encryptionschemdrom a sharedsecret.

Setup The setupalgorithm takes a security parameter: and runs the RSA key
generatioralgorithmto createanRSAkey (n, e, d); in addition,it generates

8



two securityparameters; andt,, which arelinearin ¢. In practice,t; =
ty = 128 suffices. Two messaged/ and P arechosen.Party S is given
(n,e), M, andP. Party Ry is given (n,e), M, ando = (H(M)? mod n).
Party R is given(n, e) and M.

Interaction We usex « [1..2!tn] to denotethat = is randomly chosenfrom
[1..2%17n]. In thefollowing protocol,we describeactionsfor S, Ry, and Ry.
However, duringeachprotocolrun,only oneof R; andR» is involvedasthe
recever R.

e Ry sendgo S: n = (oh® mod n), in whichz « [1..2"1n].
Ry sendgo S: n = (h* mod n), in whichz’ « [1..2!1n)].

e S recevesn, checksthatn ¢ {0,1,n — 1}, picksy « [1..2%2n],
computes: = (n°Y A=Y mod n) andthensendsto R the pair: (¢ =
(hye mod n), C= gH’(r) [P]>

Open R; receies(¢, C) fromtheinteractionphaseijt computes’ = ({* mod n),
anddecryptsC using H'(r').

To seethatthis schemds sound,obsere that{ = (h¥¢ mod n) andwhenR
is Ry, n = (h™* mod n); therefore:

r=nyeh Y = pld+to)ey py — pdey prey py
= h"¢ = (* =1 (mod n)

ThusS and R; sharethe samesymmetrickey.

The key ideaof the RSA-OSBEschemss thatit corverts R;’s knowledgeof
the e’th root of h to the knowledgeof a discretelog with baseh®. The senderS
thenuseshisfactto do a Diffie-Hellmanstyle key agreementvith R;.

Beforeproving theobliviouspropertyof RSA-OSBE we introducethefollow-
ing terminology Two distribution families¢®(¢) andé(¢) arestatisticallyindis-
tinguishableif

>y IPraeso [z = y| — Proesiplz = yl| is negligible in ¢.

If two distribution families are statisticallyindistinguishablethenthereexists no
algorithmthatcandistinguishthe two distribution familieswith nonneligible ad-
vantageby samplingfrom them.

Theorem1l RSA-OSBES oblivious.



Proof. It suficesto shav thatwhat R; and R, sendin the first steparedravn
from two distribution familiesthatarestatisticallyindistinguishablei.e., for all A,
n, andd, the two distribution familiesé®(t;) = {h%® mod n | z « [1..251n]}
andd'(t1) = {h* mod n | 2’ — [1..211n]} arestatisticallyindistinguishable.
Let o betheorderof A, i.e., the smallestnumber; suchthath’/ = 1(mod n).
For ary fixed t1, both distributions have o points. The probability differenceon
ary pointis atmost1/(2%n); thetotal differenceis thusat mosto/(2!*n). Since
o < ¢(n) < n, the statisticaldifferencebetweerthe two distributionsis lessthan
1/2“, whichis negligible in ¢1. Sincet; is linearin ¢, the statisticaldifferenceis
alsongyligiblein ¢. |

Theorem 2 Assuminghatthere existsno polynomialalgorithmthat canforge an
RSAsignatue onamessge M with nonngjligible probability, and F’ is modelled
asarandomoracle, RSA-OSBEs secue againstthereceiver

Proof. RSA-OSBEusesa semanticallysecuresymmetricencryptionalgorithm.
WhenH' is modelledasarandomoracle RSA-OSBEs secureacpinsttherecever
whenno recever who doesnot have the signaturecancomputewith nonneligi-
ble probability the secretthat the senderusesto derive the encryptionkey. More
preciselyRSA-OSBESs secureagainstthereceverif nopolynomiallyboundedad-
versarywins the following gameagainstthe Challengemith nonngligible prob-
ability: The Challengerrandomly picks a public key (n,e) and a messageV/,
andgivesthemto the adwersary The adwersaryrespondswith an suchthatrn ¢
{0,1,n — 1}. The Challengerthenpick arandomy from [1..2¢2n] andsendsthe
adwersaryH (M )¥¢ mod n. Theadwersarythenoutputsr, andthe adwersarywins
thegameif » = n®?h~Y mod n.

Givenanattacler A thatwins theabove gamewith probabilitye. We construct
anotherattacler B that cansuccessfullyforge the RSA signatureH (M)? mod n
with probability€’, where|e — €’| is negligible. B doesthefollowing (all arithmetic
is mod n):

1. B, whengiven (n,e) andM, gives(n, e) and M to A andgetsn back.

2. B thencomputesh = H (M), picks arandomz from [1..2!2n] and sends
h'tez to A. Notethath'te? = pedtez — peld+2) ThenB cangetr =
ne(d+z)h—(d+z) from A.

3. Notethatr = n””h—dh—z. Since B knows 7, h, e, and z, then B can
computeh?.

B succeed forging anRSA signaturdf andonly if A winstheabore game,i.e.,
successfullycompute(n®hA~Y mod n). What.4 recevesfrom the Challengeiin
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the gameis dravn from thedistribution family {r°(4+2) | 2z — [1..n22]}. What A
recevesfrom B aredrawvn from {h% | y « [1..n2%2]}. Usinganargumentsimilar
to thatin the proof of Theoreml, it is easyto showv that thesetwo distribution
familiesare statisticallyindistinguishable . Therefore the differencebetweend’s
succesprobabilitiesin thetwo casess ngjligible. |

RSA-OSBEdoesaDiffie-Hellmanstylekey agreementhathastheaddedwist
thatoneparty canrecover the sharedkey only whenknowing the signature.This
constructionmay be usefulfor otherpurposesin which casethe following prop-
erty of the RSA-OSBEschemecould be useful: no eavesdroppingattacler against
RSA-OSBEcanrecover the sharedsecretwith nonngligible probability, even if
the eavesdroppeknows the signatureh?. (This propertyis notrequiredfor OSBE
becauseve assumesecurecommunicatiorchannels.We basethe securityon the
CDH (ComputationaDiffie-Hellman)problemin Z;. The CDH problemis the
following: givena finite cyclic group G, ageneratory € G, andgroupelements
g%, ¢°, find g°°. Thedifficulty of this problemis the securityfoundationof Diffie-
Hellmankey agreemenprotocolandmary otherprotocols.The CDH assumption
is that thereexists no polynomial probabilisticalgorithmthat cansolve the CDH
problem. It is known thatif the CDH problemin Z} canbesolvedin polynomial
time for a nonngligible portion of all basesy € Z;, thenn canbe factoredin
expectedpolynomialtime [4].

Theorem 3 UndertheCDH assumptioonZ; , no eavesdoppingattadker against
RSA-OSBEanrecorerthesharedsecetwith nonngligible probability.

Proof. We prove thatthereexistsno polynomialboundedalgorithmthatcansolve
thefollowing problemwith non-negligible probability (all arithmeticis mod n):
givenan RSA public key (n, e), which hascorrespondingrivatekey d, andthe
following tuple (h, A%, h®+=  heY), computeh®.

Given an algorithm A that solves the above problem, we constructanother
algorithm3 thatcansolve the CDH problemin Z? . B, whengiven(g, g%, ¢°), picks
asmallprimee andoutputsA((n. e), (h = ¢¢, g, ha = gg°, hz = (¢*)°)). Letx
denote(ad mod ¢(n)) andy denote(bd mod ¢(n)). Obserethathy = (h)4+2,

hs = heY; therefore peey = ge’d*ab — gab, .

5 One-round OSBE Using ldentity BasedEncryption
Next, we shav how to implementa one-roundOSBE using ary Identity Based

public key EncryptionschemgIBE). The one-roundrefersto the factthatduring
theinteractionphasethereis only onemessage— the sendeisendsa ciphertext to

11



therecipient.As usual therecipientis only ableto decryptif shehasathird party’s
signatureon somepredefinednessagéd/. UsingIBE we build a one-roundOSBE
whereusercertificatesaresignedusinga Rabin[10] or BLS [6] signature.

Beforewe describeheone-roundDSBEwe briefly review theconcepbf Iden-
tity BasedEncryption.IBE wasfirst proposedy Shamir[13], but thefirst usable
IBE systemswverefoundonly very recently[5, 8]. An IBE public key encryption
schemeis a standardpublic key systemwith the addedtwist that ary string can
functionasa public key. In sucha systemthereis a third party that hasa secret
master-key thatenabledt to generatehe privatekey correspondindo ary pub-
lic key string. This third party playstherole of a CertificateAuthority (CA) in a
standardPKI. Therearealsoglobal IBE systenmparametergivento all usersasis
the CA's root certificatein a standardPKI. Shamirs ideawasthatuserAlice uses
her name(or email addressihasa public key, thusavoiding the needfor a public
key certificate.Alice obtainsher privatekey from the third party More detailson
usingIBE canbefoundin [5].

Any securelBE systemgivesrise to a signaturescheme[5]: to sign a mes-
sageM we view M asanIBE public key; the signatureon M is the private key
correspondingo the public key M. Herethe signerhasthe IBE master-key that
enablest to generatéhe signatureon ary messagé//. Themainpointis thatthis
signatureon M canalsofunctionasan IBE decryptionkey. For thetwo recently
proposedBE systemdhe associatedignatureschemesre Rabinsignaturesand
BLS signatures.

We shav how to build an OSBE from ary IBE system. As usual,both the
senderS andtherecever R have a certainmessageél/. The sendemwantsto send
anencryptedmessagéd’ to therecever R sothat R is ableto recover P only if R
hasthe third party’s signatureon M. The OSBEbasedon a genericlBE system
worksasfollows:

Setup. Run the setupalgorithm of the IBE systemto generatethe third party’s
master-key andthe global IBE systemparametersyhich are viewed as
PK. Let M and P betwo messageandlet Sig (M) bethe IBE private
key correspondindgo M when M is viewed asa public key. The sendelis
given M andP. Thereceveris givenSigpg (M).

Interaction. The sendemwantsto sendP to the recever sothatthe recever can
only obtain P if shehasthesignatureSigpx- (M) on M. Thesendeencrypts
P using M asanIBE public key andsendgheresultingciphertet C' to the
recever.

Open. Therecever, usingthe privatekey Sigpx (M) candecryptC' to obtain P.
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TheOSBEdescribediboreis clearlyoblivioussinceS recevesnoinformation
from R. Thesemanticsecurityof this OSBEfollows from the securityof the IBE
system.We summarizethis in the following theorem. The theoremrefersto the
standardhotionof securityfor IBE systemgIND-ID-CCA) definedin [5].

Theorem4 Let&;pp beanIBE systenthatis semanticallysecue undera chosen
ciphertetattad (IND-ID-CCA). ThentheresultingOSBEs sound oblivious,and
secue againstthereceiver

Proof. The oblivious propertyis trivial, asthe senderreceivesno informationat
all during the interactionphase andthuscannottell whetherthe recever hasthe
signatureor not.

SinceSigpy (M) is the privatekey correspondingo M. The soundnesgrop-
erty of theresultingOSBEschemas immediatefrom thesoundnespropertyof the
IBE schemdgivenaprivatekey andamessagencryptecdunderthecorresponding
public key, onecandecryptthemessage).

In addition, if the resultingOSBE is not semanticallysecureagainstthe re-
ceiver, thenthereexists an adwersary.4 thatwins the following gameagainstthe
Challengemith nonngligible probability: TheChallengegives PK and M to the
adwersary Theadwersaryrespondsvith two message$,; and ;. The Challenger
picksarandomb € {0, 1} andgivestheadwersaryC, whichis the IBE encryption
of P, with M asthe public key. The adwersaryoutputsd’ € {0, 1} andwins if
b = b. Ais adirectattacler againstthe semanticsecurityof the IBE scheme.
Therefore the OSBEis semanticallysecurewhenthe IBE systemis semantically
secure. |

In AppendixA, we describean OSBEfor RabinsignaturesusingCocks’'IBE
system[8]. In this OSBE,communicationduring the interactionphaseis quite
large. Thisis becausencryptionin Cocks’IBE is donebit by bit, andthe cipher
text for eachbit is anumberin Z,, (about1024bitsin atypical setting).In therest
of this section we describean OSBEfor BLS signature$6], usinganIBE system
dueto BonehandFranklin [5]. With this OSBE, the amountof communication
duringtheinteractionphases small.

The BLS shortsignatureschemd6] is basedon bilinear maps. A numberof
recentcryptographicconstructionsnake useof suchmapsl9, 5, 14]. Let G1, G2
be two groupsof prime orderq. A bilinearmape : G; x G; — G- satisfies
e(g®,g¥) = e(g,g)*¥ forary g € G; andz, y € Z,. Usingelliptic curvesonecan
give examplesof bilinearmapse : G1 x G1 — G2 wherethe ComputationaDiffie-
Hellmanproblem(CDH) in GG, is believedto be hard. Throughouthis sectionwe
let g beageneratoof G;.

13



The BLS signatureschemeworks asfollows: the publickey is h = ¢* € G
andthe privatekey is = € Z;. Let H beahashfunctionfrom {0,1}* to G;. To
signamessagé\/ the signercomputesr = H(M)* € G;. To verify asignature
on M testthate(g,o0) = e(h, H(M)). When H is modelledasa randomoracle
the systemis existentially unforgeableundera chosenmessageattackassuming
CDHin (G1 is hard[6]. Notethata BLS signaturds asingleelemenif GG1. Using
certainelliptic curves,elementsn GG; arerepresentedsshortstrings,resultingin
very shortsignatures.

To build an OSBEusingBLS signaturesve usethe Boneh-FranklinBE sys-
tem[5]. We do not describethe systemhere,but notethatin this IBE systemthe
private key correspondingdo a publickey M € {0,1}* is exactly a BLS signa-
tureon M. Thuswe canbuild a one-roundOSBE out of this systemaswe did in
the previous section. The advantageof this IBE systemis thatthe encryptionof
a 128-bitmessagdey resultsin ashortciphertet (two elementsn afinite field).
Encryptionanddecryptionarealsomoreefficientthanin Cocks’system.
Givenabilinearmape : G1 x G1 — G-, theOSBEworksasfollows:

Setup. Pickarandomz € Z; andcomputeh = g* € (1. Thethird partyis given
x. Let M and P betwo messagesLet Sig()M) be the BLS signatureon
M,i.e. Sig(M) = H(M)* € G;. Thesendeis givenh, M and P. The
receveris givenh andSig(M).

Interaction. ThesendetencryptsP using M asthe public key andsendshere-
sulting ciphertext C'T" to the recever. The public key M is only usedto
encryptamessagéey k whichis thenusedto encryptP.

Open. Therecever, usingthe privatekey Sig(M), decryptsthe ciphertext CT' to
obtainP.

The securityof this OSBEfollows from the securityof BLS signature$3] and
the securityof the Boneh-FranklinIBE [8]. We summarizethis in the following
corollary of Theoremy.

Corollary 5 TheOSBEaboveis sound,oblivious,andsecue againstthereceiver
assuminghatthe bilinear Diffie-Hellmanproblemis hard for e : G; x G1 — Go.

6 GeneralizedOSBE

OSBEguaranteeshat, for the recever to receve a messageit mustposses®ne
specificcertificate. This enforcesa policy that requiresthe recever to have one
attribute documentedby the certificate. However, in mary scenariosa policy can
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be more complicated requiring simultaneougpossessionf multiple attributesor

allowing multiple waysof satisfyingthe policy. For example,a policy mayrequire
that the recever is eithera studentin a university or a memberof a club, and,
at the sametime, is olderthan21. This requiremenitnvolvesthreecertificates:
1 (student) ¢, (clubmembership)andes (age> 21). Bobmustsatisfy(ci Vea) A

c3.

We introduceanotioncalledGeneralizedblivious Signature-BaseHrnvelope
(GOSBE)to handlemoresophisticategolicy requirementsin GOSBE thesender
andthereceversharethedescriptiorof apolicy, whichis specifiedusingaboolean
circuit. Thecircuit has? inputsandoneoutput,eachinputi is associatewith apair
(PK;, M;), where PK ; is apublic key and M; is amessageThe circuit consists
of AND gatesand OR gates;eachgate hastwo or more inputs and one output.
Intuitively, arecever makesaninputtrueif it possesseSigpy. (M;). A recever
satisfieghepolicy if it makesthe outputof the circuit true.

We now describea GOSBEprotocolthatusesOSBEasa sub-protocolln this
protocol,the sendelassociatea symmetricencryptionkey with eachcircuit input
andeachgateoutput. Thekey associatedvith the circuit outputis usedto encrypt
themessageP to be sentto therecever. Therecever recosersthekey associated
with thecircuit outputif andonly if it satisfieghe policy specifiedoy the circuit.

Definition 3 (A GOSBE Protocol) Thesenderdoesthefollowing steps.

1. For eachi = 1..¢, the senderchoosesa randomkey k; andrun an OSBE
protocolwithe recever, sendingk; in theenvelopeprotectedoy (PK ;, M;).

2. The sendercomputeghe keys associatedavith (the outputof) eachgateas
follows, startingfrom the bottom.

For anAND gate,let k), @ ..., k(™) bethekeys associateavith them

inputs,thenthe key correspondingo theoutputis k = k() @ k2 @ ... @
k),

ForanORgate,let kD), k2, ..., k(™ bethekeysassociatesvith them in-
puts. Thesenderchoosearandomkey k astheoutputkey. Thesendethen
encryptsk undereachof k1), k(2 ..., k(™) andsendghem ciphertetsto
therecever.

3. Thesendeencryptshe messagé’ usingthekey associatedvith thecircuit
outputandsendgheciphertext C' to therecever.

Therecever runs/ instancef the OSBE protocol,onefor eachinput. The
receveralsoreceves,for eachOR gate,m ciphertet. Finally, thereceveralsore-
cewvesC, aciphertet of P. Therecevertriesto recoverthe outputkey asfollows.
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1. Foreachi = 1..¢, if thereceverhasSig ., (M;), thentherecever recosers
k;, whichwassentusingOSBE.

2. Therecevertriesto recoverthekeysassociatewith eachgate,startingfrom
thebottom.

For an AND gate, if the keys associatedvith all the inputsare known, let
thembe k), k@, ... k(™) thenthe key correspondingo the outputis
k=kVaok@go.. . 0k,

For an OR gate, if the key associatedvith the j'th inputis known, thenlet
k() betheinputandc;; bethe ciphertet. Usek) to decrypte;; to obtain
thekey correspondingo the output.

3. If therecever successfullyecorersthe outputkey, it decryptsC' to get P.

By the property of OSBE, the recever recovers the key associatedvith an
inputif andonly if it hasthe correspondingertificate. Furthermorethe recever
recoversthe key associateavith an AND gateif andonly if it recosersthe keys
associateavith all of thegatesinputs,andthereceverrecoversthekey associated
with an OR gateif andonly if it recoversthe key associatedvith any oneof the
gatesinputs. Thustherecever recoversthe key associateavith the circuit output
if andonly if it satisfieghe policy.

Given a policy expressedusing a circuit, the costof GOSBEIs linearin the
sizeof thecircuit. GOSBErequires? OSBE', where/ is the numberof inputsto
thecircuit, i.e., thenumberof certificatesmentionedn the policy. In addition,the
sendeisendgheciphertet of P andtheciphertetsof N intermediatekeys, where
N is the sumof the numberof inputsof the OR gates.Clearly, N is boundedoy
thenumberof edgedn thecircuit.

We usean exampleto illustratethe entire procedure. We use OSBE (k, ¢) to
denotethe OSBE protocolin which the sendersendsk suchthatthe recever can
recover k only if it possessethe certificatec. In theexample,Alice wantsto send
P to Bob while ensuringthatBob canread P only if hesatisfies(c; V ¢2) A c3 A
(cy V c5 V cg), Wheree;, fori = 1...6, representsertificates.Fig. 1 depictsthe
entireprocedure.

First, Alice generateshreesecretkeys k, k1, ko; shealsogeneratethreeother
keys k™, k®), andk®), suchthatk = k) @ k) @ k). SecondAlice sends
Ey, (KW and By, (k®)) to Bob. ThenAlice usesthe following OSBEprotocolto
sendk;, ke, and k(2 to Bob usingthe correspondingertificates;.e. Alice and
Bob conductOSBE(ky,¢1), OSBE(ki,c2), OSBE(E®, c3), OSBE(ka, c4),
OSBE(/{JQ, 05), andOSBE(kg, CG).
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(a) OSBE(ky, 1) (d) OSBE(ky, ¢4
(b) OSBE(ky, ¢s) (e) OSBE(ks, cs
(c) OSBE(k® c3) (f) OSBE(ky, cs

-

Figurel: An Example

From the procedurewe can seethat when Bob haseitherc; or ¢;, he can
learn k1, thus £(1); whenBob hasecs, he canlearn k(2 whenBob hascy, cs,
or ¢g, he canlearnk,, thusk®). Therefore,if he satisfythe entirerequirement
(c1Vea) Aes A(eq Vs Veg), hecanlearnk = k(D) & k2 g kB,

7 Conclusion

AutomatedTrust Negotiation (ATN) is an approachto regulatethe flow of sen-
sitive information. Previous work on ATN, which only usesaccessontroltech-
niques,cannotdealwith cyclic policy interdependencsatishctorily. We shaved
that cyclic policy interdependencin ATN canbe handledby solving a particu-
lar 2-party SecureFunctionEvaluation(SFE) problem. We introducedoblivious
signature-basednvelope(OSBE)asa solutionto the SFEproblemandmentioned
that OSBE canbe usedin otherprivagy sensitve applicationsaswell. We devel-
opedan OSBEprotocolfor RSA signaturesThe protocoldoesnotinvolve athird
party, is provably secureand quite efficient. We also shaved that identity-based
encryptioncanbe usedto build efficientone-roundOSBEfor RabinandBLS sig-
natures.

An openproblemis to find an efficient andprovably secureOSBE schemdor
DSA signaturesWe arealsoinvestigating otherapplicationsf the OSBEconcept.
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A One-round OSBE with Rabin Signatures

The Rabin signatureschemeis similar to RSA, but one usesa public exponent
e = 2, i.e. asignatureonamessagé/ is H(M)'/2 mod N. Onejusthasto make
surethatthe squareroot exists.

To defineRabinsignatureg10], let n = pqg beanRSA moduluswith p = ¢ =
3 mod 4. The public key is n andthe signingkey is p,q. Let Q C Z; bethe
subsebf Z; containingall elementswith Jacobisymboll. We know thatthe size
of @ is approximatelyn /2. Let H beahashfunctionfrom {0, 1}* to Q. Thenfor
ary M € {0,1}* exactlyoneof H (M) or —H (M) arequadraticresiduesn Z.
To signamessagé/ the signercomputesSig(M) = (£H(M))Y/? mod n where
thesignof H (M) is chosersothatthe squareroot exists. To verify the signature,
testthat (Sig(M))? = £H (M) mod n. When H is modelledasarandomoracle
the systemis existentially unforgeableundera chosenmessagettackassuming
factoringRSA moduliis hard[3].

To build an OSBE using Rabinsignaturesve useCocks’ IBE system[8]. A
private key in this systemcan be viewed as a Rabin signatureof the public key.
Cocks’IBE worksasfollows: theglobalparameteraresimply “n” wheren = pq
is an RSA moduluswith p = ¢ = 3 mod 4. Themaster-key is p, q. The private
key correspondingdo a publickey M € {0,1}* iss = (H(M))*/? mod n (the
signof H (M) is chosensothatthe squareroot exists). To encrypta plaintext bit
b € {0, 1} usingthe public key M one picks two randomnumberszg, z; € Z;
suchthat the Jacobisymbols (£2) = () = (—1)’. The ciphertet is a pair
(Cp, C1) whereC; = x; + ((—1)*H(M)/x;) mod nfori = 0, 1. Suppose (M)
is a quadraticresiduein Z. Thento decrypta ciphertet (Cy, C1), onecomputes
the Jacobisymbol (%) which onecanshaw is equalto (—1)" asrequired.If
—H (M) is aquadraticesiduewe useC instead.The systemcanbe shavn to be
semanticallysecureundera choserciphertet attack(IND-ID-CCA) in therandom
oraclemodelassuminghatthe problemof distinguishingquadraticesiduedrom
non-residue# Q is hard.

Note thatin this systemencryptionof a plaintext P is donebit-by-bit. Thus,
encryptinga 128-bitmessagéey resultsin along ciphertet — the ciphertext con-
tains256elementsn Z; . Neverthelessthis systemgivesaone-roundOSBEusing
Rabinsignatures.

The OSBEworksasfollows:

Setup. Generatean RSA modulusn = pg wherep = ¢ = 3 mod 4. Thethird
partyis giventhe factorizationof N. Let M and P betwo messagesLet
Sig(M) betheRabinsignatureon M, i.e. Sig(M) = (£H(M)"/?) mod n.
Thesendeis givenn, M and P. Thereceveris givenn andSig(M ).
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Interaction. ThesendeencryptsP bit-by-bitusingM asthepublickey in Cocks’
IBE andsendsthe resultingciphertext C'T" to the recever. For efficiency,
one could pick a randomblock ciphermessagéey k, encrypt P using k,
andthenencryptk bit-by-bit usingM asthepublic key.

Open. Therecever, usingthe privatekey Sig(/), decryptsthe ciphertext CT' to
obtain P.

The securityof this OSBE follows from the securityof Rabin signatureq3]
andthe securityof Cocks’ IBE [8]. We summarizehis in the following corollary
of Theorend.

Corollary 6 TheOSBEaboveis soundoblivious,andsecue againstthereceiveyr

assuminghat the problemof distinguishingquaduatic residuefrom non-residues
in Q is hard.
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