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Abstract

Exchangeof digitally signedcertificatesis oftenusedto establishmutual
trust betweenstrangersthat wish to shareresourcesor to conductbusiness
transactions.AutomatedTrustNegotiation(ATN) is anapproachto regulate
theflow of sensitive informationduringsuchanexchange.Previouswork on
ATN arebasedonaccesscontroltechniques,andcannothandlecyclic policy
interdependency satisfactorily. Weshow thattheproblemcanbemodelledas
a 2-partysecurefunction evaluation(SFE)problem,andproposea scheme
calledoblivioussignature-basedenvelope(OSBE)for efficiently solvingthe
SFEproblem.WedevelopaprovablysecureandefficientOSBEprotocolfor
certificatessignedusingRSA signatures.We alsobuild provably secureand
efficient one-roundOSBEfor RabinandBLS signaturesfrom recentcon-
structionsfor identity-basedencryption.We alsodiscussotherapplications
of OSBE.�
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PODC2003.Preliminaryversionappearedin Proceedingsof PODC’2003underthesametitle.
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1 Intr oduction

Considerthefollowing scenario:userAlice hasa certificateshowing thatshehas
top-secretclearance.To protectherself,Alice will only presentthe certificateto
otherpartieswho alsohave a top-secretclearancecertificate.Similarly, userBob
hasatop-secretcertificateandhewill only revealhiscertificateto otherswhohave
top-secretclearance.Now imaginewhat happenswhen Alice and Bob wish to
establisha securesessionusingautomatedtrust negotiation techniques.Neither
one is willing to presenttheir certificatefirst. Consequently, they arestuckand
cannotestablishthesession.We describeefficient cryptographicsolutionsto this
problem.Oursolutionswork with standardcertificateformats.

Exchangingdigitally signedcertificatesis an increasinglypopularapproach
for authenticationandauthorizationin distributedsystems.Thesecertificatesas-
sociatepublic keys with key holders’identity and/orattributessuchasemployer,
membershipof associations,creditcardinformation,securityclearance,andsoon.
Often,theattributeinformationcontainedin certificatesis sensitive. Thegoalof a
growing bodyof work onautomatedtrustnegotiation(ATN) [16, 12,15, 17,?, 19]
is to protectthis information. In ATN, eachpartyestablishesaccesscontrol (AC)
policiesto regulatenot only the grantingof resources,but alsothe disclosureof
certificatesto opponents.(Engagingin a discussionaboutsecretinformationcan
beviewedasanabstractresourceprotectedby theAC policy that requiressecret
clearancecertificates.)A negotiationbeginswhena requesterrequeststo accessa
resourceprotectedby anAC policy. Thenegotiationprocessconsistsof asequence
of exchangesof certificatesandpossiblyAC policies.In thebeginning,certificates
that arenot sensitive aredisclosed.As certificatesflow, higher levels of mutual
trust areestablished,andAC policiesfor moresensitive certificatesaresatisfied,
enablingthesecertificatesalsoto flow. In successfulnegotiations,certificateseven-
tually flow to satisfytheAC policy of thedesiredresource.A securityrequirement
on ATN is that no certificateshouldflow to a party who doesnot satisfythe AC
policy establishedfor thecertificate.

In thescenariowe describedin thebeginningof this paper, currentATN pro-
tocolswouldconcludenegotiationfailure,becausethereis cyclic interdependency
betweentwo negotiators’AC policies. ExistingATN protocolsrequireonenego-
tiator to revealits certificatefirst; however, if thereceiver doesnot have top-secret
clearance,theAC policy is violated.Reportingnegotiationfailurein this scenario
is notverysatisfactory, sincebothpartieshavetop-secretclearanceandit wouldbe
moreproductivefor themto proceed.How to breakthispolicy cycle?Observethat,
in many cases,thesecretinformationin acertificateis thesignaturecreatedby the
certificateauthority. For example,Alice’s certificatemay containher public key
andsomestring representing“top-secretclearance”;theseareoften public infor-
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mation,but thefactthata trustedauthoritysignedthecertificateis sensitive. Using
this observation,thecycle canbebrokenasfollows: First, Bob sendsthecontent,
including theCertificateAuthority’s (CA) public key but not thesignature,of his
certificateto Alice.1 Alice verifiesthat thecontentsatisfiesher requirement,then
conductsa joint computationwith Bob suchthat in theendBob seesAlice’s cer-
tificateif andonly if BobhastheCA’ssignatureonthecontenthesentearlier. Bob
concludesnegotiationsuccessandproceedswith Alice if hehasthesignatureand
successfullyverifiesthatAlice hastheright certificate.Bob abortsthenegotiation
processwhenhedoesnothave thesignatureor whenAlice doesnothave theright
certificate.Bob learnswhetherAlice hasthe certificateonly whenhe hasthe re-
quiredcertificate,andviceversa.Thisapproachfor breakingpolicy cyclesrequires
solvingthefollowing 2-partySecureFunctionEvaluation(SFE)problem.

Problem1 Let
���

bea public key (theCA’s public key). Let � and � be two
messages.( � is thecontentof Bob’s certificatewithout theCA’s signature;� is
Alice’scompletecertificate.)Let �	��
����� betheverificationalgorithmof asignature
schemesuchthat �	��
��������������������! #"$
&%'� when � is

���
’s signatureon � . Alice

andBobwantto computeafamily ( of functions,parameterizedby �)��
������ , � and���
. Both partieshave � and

���
. Alice hasprivateinput � (Alice’s certificate).

Bob hasprivateinput � (theCA’s signatureon � ). The function ( is definedas
follows. (+* �	��
������,���-� ���/.�021436587 �9�:�'���; <

(+* �	��
������,���-� ���/.�=?>A@ ���:�����  B � if �)��
������ ��� �9�-�����: �"$
&%'�DC
< otherwiseE

where(+* �)��
������,����� ���F. 021436587 representsAlice’soutput, (G* �	��
��4���,�'��� ���F.H=?>A@ rep-
resentsBob’s output,and < is a specialsymbol. In otherwords,our goal is that
Alice learnsnothingandBob learns(+* �)��
����I�J����� ���F.H=?>A@ ���:����� without learning
anythingelse.

The SFEproblemcanbe solved usinggeneralsolutionsto 2-partySFE[18];
however, thegeneralsolutionsarenotefficient,sincesignatureverificationis done
within the SFE. We proposethe Oblivious Signature-BasedEnvelope (OSBE)
schemethatsolvestheabove2-partySFEproblemefficiently. Formaldefinitionof
OSBEwill begiven in Section3. Informally, anOSBEschemeenablesa sender
to sendanenvelope(encryptedmessage)to a receiver, andhasthefollowing prop-
erties: thereceiver canopentheenvelopeif andonly if it hasa third party’s (e.g.

1To preventAlice from guessingwhetherBobhastop-secretclearanceor not,Bobshouldfollow
theprotocolto sendthesamethingevenif hedoesnothave thetop-secretclearancecertificate.This
is possiblebecausethecontentof certificateis not secret.
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certificationauthority)signatureonanagreed-uponmessage� . An OSBEscheme
is secure againstthereceiverif a receiver who doesnot have thethird party’s sig-
natureon � cannotopentheenvelope.An OSBEschemeis obliviousif at theend
of theprotocolthesendercannottell whetherthereceiver hasthesignatureon �
or not.

In thispaper, our focusis to find efficientOSBEconstructionsfor existingsig-
natureschemes,ratherthan to develop new signatureschemesthat make OSBE
easy. In addition,we look for protocolsthat do not involve any interactionwith
(trustedor semi-trusted)third parties,except for the generationof signatureson
certificates. We presentOSBE protocolsfor threeexisting signatureschemes:
RSA [11], Rabin[10], andBLS [6]. TheRSA-OSBEprotocolis two-round:one
messagefrom thereceiver followedby onemessagefrom thesender. Thereceiver
andthesendereachcomputestwo exponentiations.We prove in theRandomOr-
acleModel [3] thatour RSA-OSBEprotocolis assecureasRSA signatures.We
alsoshow thatany Identity Basedpublic key Encryption(IBE) [13, 5, 8] scheme
givesrise to anOSBEschemefor thesignatureschemecorrespondingto theIBE
scheme.WeuseIBE to build one-roundOSBEprotocolsfor RabinandBLS.These
two protocolsinvolveonly onemessagefrom thesenderto thereceiver.

Therestof thispaperis organizedasfollows. Wediscussotherapplicationsof
OSBEandrelatedwork in Section2, andgive formal definitionof OSBEandits
securityrequirementsin Section3. In Section4, we describean OSBEprotocol
for RSAsignaturesandproveits security. In Section5 webuild aoneroundOSBE
for RabinandBLS signatures.In Section6, we discusshow to extendOSBEto
caseswheremorethanonecertificatesarerequired.Weconcludein Section7.

2 Other Applications and RelatedConceptsof OSBE

Our original motivation for OSBEcomesfrom automatedtrustnegotiation;how-
ever, OSBEcanbeusedfor otherpurposes.An OSBEschemeenablesthesender
to senda messagewith theassurancethat it canbeseenonly by the receiver if it
hasappropriatecertificateswhile at thesametimeprotectingthereceiver’sprivacy
suchthat the senderdoesnot know whetherthe receiver hasthe requiredcertifi-
catesor not. In otherwords,OSBEperformsaccesscontrol on a messagein an
oblivious (or privacy preserving)fashion.We envision that OSBEcould be used
in other contexts (possiblyin conjunctionwith other protocols)to provide such
obliviousaccesscontrol.

Oneapplicationof OSBEis ObliviousSubscription.Consideranonlinepub-
lishingservicethatgivesaccessof variousdocumentsto membersof severalorga-
nizations.Usersneedmembershipcertificatesto gainaccessto specificdocuments.
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OSBEenablesusersto gainaccesswithoutdisclosingwhichorganizationsthey are
membersof. To do so,thepublishingserviceencryptsall documentswith distinct
keys. Whena userrequeststo accessa document,it sendscontentsof somemem-
bershipcertificatesit mayor maynot possess,andrunsmultiple roundsof OSBE
protocolwith the publishingservice. The publishingservicedeliversdecryption
keys of the documentsin correspondingenvelopes. Only a userthat hasthe re-
quired certificatecan openthe envelopeand obtain keys to decryptdocuments.
Thepublishingservicedoesnot know whatmembershipstheuserhas.

OSBEmightalsobeusedin thecontext of PrivateInformationRetrieval (PIR)[?,
?, ?, ?, ?] to provideaccesscontrolon theinformationbeingretrieved.

A problemrelatedto OSBEthathasbeenstudiedin the literatureis Fair Ex-
changeof Signatures(FES)[1, 2], which enablestwo partiesto exchangesigna-
turessuchthat eitherboth partiesobtain the otherparties’signatureor no party
obtainsthe otherparty’s signature.FESprotocolsareuseful in contractsigning
andothere-commercetransactions.A commonapproachto FESis verifiableen-
cryptionof signatures,i.e.,asignatureencryptedin awaysuchthatonecanverify
that theright signatureis beingencrypted,onecanalsogo to a trustedthird party
(TTP) to obtainthe signaturewhennecessary, but onecannotretrieve the signa-
turewithout theTTP. TheTTP is involvedonly if oneparty tries to cheat.There
areseveral differencesbetweenOSBEandFES.First, the signaturesinvolved in
OSBEarenot generatedby the two partiesinvolved in the protocols,but rather
generatedby certificationauthoritiesbeforetheOSBEprotocolis used.Second,in
FESprotocols,at somestage,oneparty learnsthat theotherpartyhasa signature
withoutobtainingthatsignature.Thisdoesnotsatisfythesecurityrequirementsof
OSBE.Becauseof theabove two reasons,FESprotocolscannotbeuseddirectly
to achieve OSBE.Third, OSBEdoesnot requirea fair exchangeof signatures.It
is allowedthatthereceivergetsthesender’ssignaturewithoutsendingits own sig-
nature,aslong asthe receiver hasthe requiredsignature.In this sense,OSBEis
weakerthanfair exchangeof signatures.Thisweakerrequirementenablesefficient
OSBEprotocolsthatdonot involve third parties.

Anotherpieceof relatedwork is Brands’privatecertificates[7]. There,the
maingoal is that certificatescanbeusedanonymously. Our goal is different;we
wantasimultaneousexchangeof attributeinformationthatworkswith currentstan-
dards,e.g.,X.509attributecertificateswith RSAsignatures.

3 ObliviousSignature-BasedEnvelope(OSBE):Definition

In thissection,wegiveformaldefinitionof OSBE.Wewill usethefollowing termi-
nology. A functionis negligible in thesecurityparameterK if, for everypolynomial
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L , MN�IK$� is smallerthan O,PRQ L �9ST�UQ for S largeenough;otherwise,it is nonnegligible.
An adversary is aprobabilisticinteractiveTuringMachine.

In thefollowing definitionof OSBE,weuseonesenderV andtwo receivers WYX
and W!Z . Receiver W X hasa third party’s signatureon somemessage� . Receiver
W Z doesnot have thesignature.In eachprotocolrun, thesenderV interactswith
either W X or W!Z .
Definition 1 ObliviousSignature-BasedEnvelope(OSBE)
An Oblivious Signature-BasedEnvelope(OSBE) schemeis parameterizedby a
signaturescheme[T��\ . It involvesa senderV andtwo receivers W X and W!Z . An
OSBEschemehasthefollowing threephases:

Setup TheSetupalgorithmtakesasecurityparameterK andcreatessystemparam-
eters,which includeasigningkey whosepublickey is denotedby

���
. Two

messages� and � arechosen.
���

and � aregiven to all threeparties,
namely, V , W X , and W!Z . In addition,thesenderV is given � andthereceiver
WYX is giventhesignature�] �[^��\T�������_� .

Interaction Oneof W X and W!Z is chosenas W , without V knowing which one. V
and W runaninteractiveprotocol.

Open After the interactionphase,if W` aWYX , i.e., WbX waschosenin the inter-
actionphase,W outputsthe message� . ( W cando that becauseit knows
[T��\ ��� �9�_� .) Otherwise,when Wc dW Z , W doesnothing.

An OSBEmustsatisfythreepropertiesdefinedbelow. It mustbesound,obliv-
ious,andsemanticallysecureagainstthereceiver.

Sound. An OSBEschemeis soundif in theopenphase,W X canoutputthemes-
sage� with overwhelmingprobability, that is, theprobabilitythat W X cannotout-
put � is negligible.

Oblivious. An OSBEschemeis obliviousif thesenderV doesnot learnwhether
it is communicatingwith W X or W!Z . More precisely, no adversarialsendere hasa
nonnegligible advantageagainsttheChallengerin thefollowing game:TheChal-
lengerfinishesthesetupphase,andsends

���
, � , � to theadversary. TheChal-

lengerpicksrandomfhg B,i �'O,j , theninteractswith theadversaryby emulatingW @ .
Finally, theadversaryoutputsflk)g B,i ��OJj . Theadversarywins thegameif f� mflk .
In otherwords,anOSBEschemeis obliviousif for every probabilisticinteractive
Turing Machine e , Q4n	
$* e wins theabovegame

.?o XZ QqprMN�sK$� , where M is a neg-
ligible function in K . (The adversarycannotdo substantiallybetterthanrandom
guessing.)
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Semanticallysecureagainstthe receiver. An OSBEschemeis semanticallyse-
cureagainstthereceiverif W!Z learnsnothingabout� . Moreprecisely, nopolyno-
mially boundedadversarye hasanonnegligible advantageagainsttheChallenger
in the following game: The Challengerfinishesthe setupphase,andsends

���
and � to the adversary. The adversaryrespondswith two messages�2t and �uX .
The Challengerpicks a random fGg BJi ��OJj , theninteractswith the adversaryby
emulatingthe senderV using message�v v� @ . Finally, the adversaryoutputs
flkNg B,i ��OJj . Theadversarywins thegameif fw dfxk . In otherwords,evenif wegive
theadversarythepowerto pick two messages�2t and �uX of its choice,it still cannot
distinguishanenvelopecontaining� t from onecontaining� X . This formalizesthe
intuitivenotionthattheenvelopeleaksno informationaboutits content.

We now arguethatOSBEis anadequatesolutionto the2-partySFEproblem
in Problem1, by showing intuitively thattheabove securitypropertiesdefinedfor
OSBEsuffice to prove that the schemeprotectsthe privacy of the participantsin
themaliciousmodel[?]. Observe thatour definitionsallow arbitraryadversaries,
ratherthan just thosefollowing the protocol. The oblivious propertyguarantees
thatthesender’s view of any protocolrun canbesimulatedusingjust thesender’s
input, becauseonecansimulatea protocol run betweenV and W Z , who hasno
privateinput. Soundnessandsemanticsecurityagainstthereceiver guaranteethat
the receiver’s view canbesimulatedusingjust the receiver’s input andoutput. If
thereceiverhasthesignature,thenthemessage� is in theoutput,onecantherefore
simulatesthesenderV . If thereceiverdoesnothavethesignature,onecansimulate
the senderV with a arbitrarymessage�wk andno polynomially boundedreceiver
cantell thedifference.

We assumethatOSBEis executedon top of a securecommunicationchannel
that thesenderandthereceiver hasalreadyestablished.This assumptionis com-
monin securemultipartycomputationliterature.In thecontext of automatedtrust
negotiation,this assumptionis alsovalid, sincesecurecommunicationis already
requiredto protectagainsteavesdroppers.Technically, anSSLconnectioncanbe
establishedbetweenthe senderAlice and receiver Bob usingself-signedcertifi-
cates.WhenAlice andBob wantsto useOSBEto breaka policy cycle, Bob first
sends� (thecontentof Bob’scertificate)to Alice. At this time,Alice verifiesthat
the public key in � is the sameasthe oneBob usedto establishthe communi-
cationchannelandthenrunstheOSBEprotocolto send� (Alice’s certificate)to
Bob. At theendof theOSBE,Bob verifiesthatthepublic key in � is thesameas
theoneAlice usedto establishthecommunicationchannel.A man-in-the-middle
attackduringtheOSBEwill notbeaproblem.

In our proofs,we often usethe randomoraclemodel,which is an idealized
securitymodelintroducedby BellareandRogaway [3] to analyzethesecurityof
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certainnaturalcryptographicconstructions.Roughlyspeaking,a randomoracleis
a function yvzT{}|�~ chosenuniformly at randomfrom thesetof all functionsB,� zT{�|�~�j (we assume~ is a finite set). An algorithmcanquerytherandom
oracleatany point ��g�{ andreceivethevalue y��s�	� in response.Randomoracles
areusedto modelcryptographichashfunctionssuchasSHA-1. Notethatsecurity
in the randomoraclemodeldoesnot imply securityin the real world. Neverthe-
less,therandomoraclemodelis a usefultool for validatingnaturalcryptographic
constructions.Securityproofsin this modelprove securityagainstattackersthat
areconfinedto therandomoracleworld.

4 An OSBE Schemefor RSA Signatures

In this section,we presentan OSBEschemefor RSA signatures(i.e. whenuser
certificatesaresignedusingRSA). TheRSA signaturescheme[11] is asfollows.
Thekey space� is definedto bethefollowing set:

B �s�:�����'����Q��� L2� � L � � equalsizeprimes,�U���dOw�9�b�N���N�s�:�9��j
Thevalues� and � arepublic,andthevalue � is secret.
For �� #�s�:�����'��� , message� , anda messagedigestfunction ��z B,i ��OJj��w| � ,
define

[^��\����9���: ��]�9���8� �b�N�b�
and �	��
����������9�-�����: �"$
&%'�¢¡�£¤�]���_�:�d�

7
���b���b�:�

Our RSA-OSBEschemerunsa Diffie-Hellmanstylekey agreementprotocol.
If it is run betweenV and WYX , then WYX canderive the sharedsecret. If it is run
betweenV and W!Z , then W!Z cannotderive thesharedsecret.Let

�  ¥�]���_� , then
the signatureon the message� is �c �� � � �b�N�¦�:� . WYX sendsto V a blinded
versionof thesignature§¨ ©�9� ��ª �b���/��� for somerandom� . V thencomputes
§
7 �¬« X �b���� , which shouldbe

� 7 ª �b�N�� . V now holds � �
7
� ª suchthat only

W X knows the value � . This achieveshalf of the Diffie-Hellmankey agreement
protocol,with

� 7
asthebase. V thendoestheotherhalf andcreatestheenvelope

usingasymmetrickey derivedfrom thesharedsecret.

Definition 2 RSA-OSBELet y bethemessagedigestfunctionusedin thesigna-
ture. Let ® be a semanticallysecuresymmetricencryptionscheme.Let y¯k be a
function(e.g.,acryptographichashfunction)thatextractsakey for thesymmetric
encryptionschemefrom asharedsecret.

Setup The setupalgorithm takes a securityparameterK and runs the RSA key
generationalgorithmto createanRSAkey �s�:�����'��� ; in addition,it generates
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two securityparametersK'X and K Z , which arelinear in K . In practice,K�X¯ 
KlZ� �O,°J± suffices. Two messages� and � arechosen.Party V is given
�I���'��� , � , and � . Party WYX is given �I���'��� , � , and �² ¥��y����_� � �b���³��� .
Party W´Z is given �s�:����� and � .

Interaction We use ��µ * OJEE¶°'·l¸s� . to denotethat � is randomlychosenfrom
* O,EE°�· ¸ � . . In thefollowing protocol,we describeactionsfor V , W X , and W!Z .
However, duringeachprotocolrun,only oneof W X and W!Z is involvedasthe
receiver W .

¹ W X sendsto V : §] d��� ��ª �b���b�:� , in which �¦µ�* OJEE¶°'· ¸ � . .
W!Z sendsto V : §] d� ��ª�º �b�N�b��� , in which �2kNµ»* O,EE°�· ¸ � . .

¹ V receives § , checksthat §a¼g B,i ��OJ�A� o O,j , picks ½¾µ * OJE¶E° ·&¿ � . ,
computesÀ¨ Á�s§

7xÂ � « Â �b�N�Ã�:� andthensendsto W the pair: ÄIÅ� 
� �
ÂÆ7
�b���b�:�9�'Ç# È®TÉ ºHÊ�Ë'Ì * � .xÍ .

Open WYX receives ÄIÅ��'Ç Í fromtheinteractionphase;it computesÀ k  d��Å ª �b���b�:� ,
anddecryptsÇ using y+ks�IÀ�ks� .

To seethat this schemeis sound,observe that ÅG Î� �
ÂÆ7
�b�N���:� andwhen W

is WYX , §Ã d� � ��Ï ª �b�N�b��� ; therefore:

ÀF È§
ÂÆ7 � « Â  � Ê ��Ï ª Ì

7xÂ � « Â  � �
7lÂ ��ª 7lÂ � « Â

 ��ª
ÂÆ7
 dÅ ª  ÈÀ�k����b���¢���

Thus V and WbX sharethesamesymmetrickey.
Thekey ideaof theRSA-OSBEschemeis that it converts W X ’s knowledgeof

the � ’ th root of
�

to the knowledgeof a discretelog with base
� 7

. The senderV
thenusesthis factto doaDiffie-Hellmanstylekey agreementwith W X .

Beforeproving theobliviouspropertyof RSA-OSBE,weintroducethefollow-
ing terminology. Two distribution families Ð t �sK$� and Ð X �IK'� arestatisticallyindis-
tinguishableif

Â Q4n	
 ªJÑUÒÆÓ Ê · Ì * �� È½
.Ro n	
 ª,Ñ�Ò ¸ Ê · Ì * �� Ô½

. Q is negligible in K .
If two distribution familiesarestatisticallyindistinguishable,thenthereexists no
algorithmthatcandistinguishthetwo distribution familieswith nonnegligible ad-
vantageby samplingfrom them.

Theorem1 RSA-OSBEis oblivious.
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Proof. It suffices to show that what W X and W!Z sendin the first steparedrawn
from two distribution familiesthatarestatisticallyindistinguishable,i.e., for all

�
,

� , and � , the two distribution families Ð t �IK X �Y BJ� ��Ï ª �b���G�ÕQ,��µ * O,EE¶°'· ¸ � . j
and Ð X �IK'X$�: BJ� ª�º �b�N�b��QÆ� k µ»* O,EE° · ¸Ö� . j arestatisticallyindistinguishable.

Let × betheorderof
�
, i.e., thesmallestnumberØ suchthat

��Ù �©OJ�9�b�N�/��� .
For any fixed K�X , both distributionshave × points. The probability differenceon
any point is at most OJP,��°�· ¸ ��� ; the total differenceis thusat most ×�P,��°�· ¸ �:� . Since
×�p©�N�I���wÚ�� , thestatisticaldifferencebetweenthetwo distributionsis lessthan
O,PJ°�· ¸ , which is negligible in K X . SinceK X is linear in K , thestatisticaldifferenceis
alsonegligible in K .
Theorem2 Assumingthat there existsno polynomialalgorithmthat canforge an
RSAsignatureona message � with nonnegligible probability, and y¯k is modelled
asa randomoracle, RSA-OSBEis secureagainstthereceiver.

Proof. RSA-OSBEusesa semanticallysecuresymmetricencryptionalgorithm.
When y k is modelledasarandomoracle,RSA-OSBEis secureagainstthereceiver
whenno receiver who doesnot have the signaturecancomputewith nonnegligi-
ble probability thesecretthat thesenderusesto derive theencryptionkey. More
precisely, RSA-OSBEissecureagainstthereceiverif nopolynomiallyboundedad-
versarywins the following gameagainsttheChallengerwith nonnegligible prob-
ability: The Challengerrandomlypicks a public key �s�:����� and a message� ,
andgivesthemto the adversary. The adversaryrespondswith a § suchthat §_¼gB,i ��OJ�A� o OJj . TheChallengerthenpick a random½ from * O,EE¶°'·&¿8� . andsendsthe
adversary�]���_�

ÂÆ7
�b���Û� . TheadversarythenoutputsÀ , andtheadversarywins

thegameif ÀF È§
7lÂ � « Â �b���¢� .

Givenanattacker e thatwins theabovegamewith probability Ü . Weconstruct
anotherattacker Ý thatcansuccessfullyforge theRSA signature�]���_�Ö�+�b�����
with probability Ü k , where Q Ü o Ü k Q is negligible. Ý doesthefollowing (all arithmetic
is �b���¢� ):

1. Ý , whengiven �I���'��� and � , gives �s�:���U� and � to e andgets§ back.

2. Ý thencomputes
�  a�]���_� , picks a random Þ from * O,EE¶° ·&¿ � . andsends� X Ï

7xß
to e . Note that

� X Ï
7xß
 � 7 ��Ï

7xß
 � 7 Ê ��Ï

ß Ì
. Then Ý canget Àà 

§
7 Ê ��Ï

ß Ì �¬« Ê �UÏ
ß Ì

from e .

3. Note that Àá �§ X Ï
7xß �2« � �¬«

ß
. Since Ý knows § ,

�
, � , and Þ , then Ý can

compute
� � .

Ý succeedsin forginganRSAsignatureif andonly if e wins theabovegame,i.e.,
successfullycompute�I§

7xÂ � « Â �b������� . What e receivesfrom theChallengerin
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thegameis drawn from thedistribution family
BJ� 7 Ê ��Ï

ß Ì Q�Þ µ»* O,EE ��° ·&¿ . j . What e
receivesfrom Ý aredrawn from

BJ� 7xÂ QÆ½Ãµ�* OJEE �:°�·8¿ . j . Usinganargumentsimilar
to that in the proof of Theorem1, it is easyto show that thesetwo distribution
familiesarestatisticallyindistinguishable.Therefore,thedifferencebetweene ’s
successprobabilitiesin thetwo casesis negligible.

RSA-OSBEdoesaDiffie-Hellmanstylekey agreementthathastheaddedtwist
thatonepartycanrecover thesharedkey only whenknowing thesignature.This
constructionmaybeusefulfor otherpurposes,in which casethe following prop-
ertyof theRSA-OSBEschemecouldbeuseful:noeavesdroppingattackeragainst
RSA-OSBEcanrecover the sharedsecretwith nonnegligible probability, even if
theeavesdropperknows thesignature

� � . (This propertyis not requiredfor OSBE
becausewe assumesecurecommunicationchannels.)We basethesecurityon the
CDH (ComputationalDiffie-Hellman)problemin �� . The CDH problemis the
following: givena finite cyclic group â , a generatorãägcâ , andgroupelements
ã�å��lã

@
, find ã�å

@
. Thedifficulty of this problemis thesecurityfoundationof Diffie-

Hellmankey agreementprotocolandmany otherprotocols.TheCDH assumption
is that thereexists no polynomialprobabilisticalgorithmthat cansolve theCDH
problem.It is known that if theCDH problemin �� canbesolvedin polynomial
time for a nonnegligible portion of all basesãcg �� , then � canbe factoredin
expectedpolynomialtime [4].

Theorem3 UndertheCDH assumptionon �� , noeavesdroppingattacker against
RSA-OSBEcanrecover thesharedsecretwith nonnegligible probability.

Proof. Weprove thatthereexistsnopolynomialboundedalgorithmthatcansolve
the following problemwith non-negligible probability (all arithmeticis �b���F� ):
given an RSA public key �s�:���U� , which hascorrespondingprivatekey � , andthe
following tuple Ä � � � �,� � ��Ï ª � �

7xÂ Í
, compute

� 7 ª Â
.

Given an algorithm e that solves the above problem,we constructanother
algorithmÝ thatcansolvetheCDH problemin �� . Ý , whengiven(ã , ã�å , ã

@
), picks

asmallprime � andoutputse��9�I���'������Ä �  Èã
7
�uã¬� � Z  Èã�ã�å�� ��æ  d�Iã

@
�
7 Í � . Let �

denote��ç��+�b�N�Ã�N�s�:�9� and ½ denote��f$�+�¢���Ã�N�s�:�9� . Observe that
� ZF ¥� � �Ö��Ï ª ,��æ  �

7lÂ
; therefore,

� 7 ª Â  Èã
7 ¿ � ¿ å

@
 Èã�å

@
.

5 One-round OSBE Using Identity BasedEncryption

Next, we show how to implementa one-roundOSBE using any Identity Based
public key Encryptionscheme(IBE). Theone-roundrefersto the fact thatduring
theinteractionphasethereis only onemessage— thesendersendsa ciphertext to
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therecipient.As usual,therecipientis only ableto decryptif shehasathird party’s
signatureonsomepredefinedmessage� . UsingIBE webuild aone-roundOSBE
whereusercertificatesaresignedusingaRabin[10] or BLS [6] signature.

Beforewedescribetheone-roundOSBEwebriefly review theconceptof Iden-
tity BasedEncryption.IBE wasfirst proposedby Shamir[13], but thefirst usable
IBE systemswerefoundonly very recently[5, 8]. An IBE public key encryption
schemeis a standardpublic key systemwith the addedtwist that any string can
function asa public key. In sucha systemthereis a third party that hasa secret
master-key thatenablesit to generatetheprivatekey correspondingto any pub-
lic key string. This third partyplaysthe role of a CertificateAuthority (CA) in a
standardPKI. TherearealsoglobalIBE systemparametersgivento all users,asis
theCA’s root certificatein a standardPKI. Shamir’s ideawasthatuserAlice uses
her name(or email address)asa public key, thusavoiding the needfor a public
key certificate.Alice obtainsherprivatekey from thethird party. More detailson
usingIBE canbefoundin [5].

Any secureIBE systemgivesrise to a signaturescheme[5]: to sign a mes-
sage� we view � asan IBE public key; the signatureon � is the privatekey
correspondingto thepublic key � . HerethesignerhastheIBE master-key that
enablesit to generatethesignatureon any message� . Themainpoint is thatthis
signatureon � canalsofunctionasan IBE decryptionkey. For the two recently
proposedIBE systemstheassociatedsignatureschemesareRabinsignaturesand
BLS signatures.

We show how to build an OSBE from any IBE system. As usual,both the
senderV andthereceiver W have a certainmessage� . Thesenderwantsto send
anencryptedmessage� to thereceiver W sothat W is ableto recover � only if W
hasthe third party’s signatureon � . The OSBEbasedon a genericIBE system
worksasfollows:

Setup. Run the setupalgorithm of the IBE systemto generatethe third party’s
master-key and the global IBE systemparameters,which are viewed as���

. Let � and � be two messagesandlet [T��\T�����9�_� be the IBE private
key correspondingto � when � is viewedasa public key. Thesenderis
given � and � . Thereceiver is given [^��\T�����9��� .

Interaction. The senderwantsto send � to the receiver so that the receiver can
only obtain � if shehasthesignature[T�4\ ��� ���_� on � . Thesenderencrypts
� using � asanIBE public key andsendstheresultingciphertext Ç to the
receiver.

Open. Thereceiver, usingtheprivatekey [^��\ ��� �9��� candecrypt Ç to obtain � .
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TheOSBEdescribedaboveis clearlyoblivioussinceV receivesnoinformation
from W . Thesemanticsecurityof this OSBEfollows from thesecurityof theIBE
system.We summarizethis in the following theorem.The theoremrefersto the
standardnotionof securityfor IBE systems(IND-ID-CCA) definedin [5].

Theorem4 Let ®Tè =?é beanIBE systemthat is semanticallysecureundera chosen
ciphertext attack (IND-ID-CCA). ThentheresultingOSBEis sound,oblivious,and
secureagainstthereceiver.

Proof. The oblivious propertyis trivial, asthe senderreceivesno informationat
all during the interactionphase,andthuscannottell whetherthe receiver hasthe
signatureor not.

Since[^��\T�������_� is theprivatekey correspondingto � . Thesoundnessprop-
ertyof theresultingOSBEschemeis immediatefrom thesoundnesspropertyof the
IBE scheme(givenaprivatekey andamessageencryptedunderthecorresponding
public key, onecandecryptthemessage).

In addition, if the resultingOSBE is not semanticallysecureagainst the re-
ceiver, thenthereexists anadversarye thatwins the following gameagainstthe
Challengerwith nonnegligible probability:TheChallengergives

���
and � to the

adversary. Theadversaryrespondswith two messages� t and � X . TheChallenger
picksa randomfwg B,i ��OJj andgivestheadversaryÇ , which is theIBE encryption
of � @ with � asthe public key. The adversaryoutputs fxkYg B,i ��OJj andwins if
f k  af . e is a direct attacker against the semanticsecurityof the IBE scheme.
Therefore,theOSBEis semanticallysecurewhentheIBE systemis semantically
secure.

In AppendixA, we describeanOSBEfor Rabinsignatures,usingCocks’IBE
system[8]. In this OSBE,communicationduring the interactionphaseis quite
large. This is becauseencryptionin Cocks’ IBE is donebit by bit, andthecipher-
text for eachbit is anumberin � (about1024bits in a typical setting).In therest
of this section,we describeanOSBEfor BLS signatures[6], usinganIBE system
dueto BonehandFranklin [5]. With this OSBE,the amountof communication
duringtheinteractionphaseis small.

TheBLS shortsignaturescheme[6] is basedon bilinearmaps.A numberof
recentcryptographicconstructionsmake useof suchmaps[9, 5, 14]. Let â X �'âêZ
be two groupsof prime order � . A bilinear map ��zbâ X�ë â X | âêZ satisfies
���Iã ª �lã

Â
�: #�U�sã¬�lã¬� ª

Â
for any ã�g¨â X and�	�A½Ãg ì . Usingelliptic curvesonecan

giveexamplesof bilinearmaps��z^â Xíë â X |îâêZ wheretheComputationalDiffie-
Hellmanproblem(CDH) in âÛX is believedto behard.Throughoutthis sectionwe
let ã beageneratorof â X .
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TheBLS signatureschemeworksasfollows: thepublic key is
�  dã ª g-â³X

andtheprivatekey is �-g �ì . Let y bea hashfunction from
B,i ��OJj � to â X . To

signa message� thesignercomputes�² ©y����_� ª gïâ³X . To verify a signature
on � testthat �U�sã¬�'���Y ¾��� � ��y��9�_��� . When y is modelledasa randomoracle
the systemis existentially unforgeableundera chosenmessageattackassuming
CDH in â X is hard[6]. NotethataBLS signatureis asingleelementof â X . Using
certainelliptic curves,elementsin â³X arerepresentedasshortstrings,resultingin
veryshortsignatures.

To build anOSBEusingBLS signatureswe usetheBoneh-FranklinIBE sys-
tem[5]. We do not describethesystemhere,but notethat in this IBE system,the
privatekey correspondingto a public key � g B,i ��OJj�� is exactly a BLS signa-
tureon � . Thuswe canbuild a one-roundOSBEout of this systemaswe did in
the previous section. The advantageof this IBE systemis that the encryptionof
a 128-bitmessagekey resultsin a shortciphertext (two elementsin a finite field).
Encryptionanddecryptionarealsomoreefficient thanin Cocks’system.
Givenabilinearmap ��z^â Xêë â X |ðâêZ , theOSBEworksasfollows:

Setup. Pickarandom��g �ì andcompute
�  Èã ª g¨â X . Thethird partyis given

� . Let � and � be two messages.Let [^��\¬���_� be the BLS signatureon
� , i.e. [T��\¬�9�_�  ñy����_� ª g#â X . The senderis given

� ��� and � . The
receiver is given

�
and [^��\¬���_� .

Interaction. Thesenderencrypts� using � asthepublic key andsendsthere-
sulting ciphertext Çwò to the receiver. The public key � is only usedto
encryptamessagekey S which is thenusedto encrypt � .

Open. Thereceiver, usingtheprivatekey [T��\¬�9��� , decryptstheciphertext Çhò to
obtain � .

Thesecurityof thisOSBEfollows from thesecurityof BLS signatures[3] and
the securityof the Boneh-FranklinIBE [8]. We summarizethis in the following
corollaryof Theorem4.

Corollary 5 TheOSBEaboveis sound,oblivious,andsecureagainstthereceiver,
assumingthat thebilinear Diffie-Hellmanproblemis hard for ��z^â Xhë â X |îâêZ .

6 GeneralizedOSBE

OSBEguaranteesthat, for the receiver to receive a message,it mustpossessone
specificcertificate. This enforcesa policy that requiresthe receiver to have one
attributedocumentedby thecertificate.However, in many scenarios,a policy can
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be morecomplicated,requiringsimultaneouspossessionof multiple attributesor
allowing multiplewaysof satisfyingthepolicy. For example,apolicy mayrequire
that the receiver is either a studentin a university or a memberof a club, and,
at the sametime, is older than21. This requirementinvolves threecertificates:ó X (student),ó Z (clubmembership),and ó æ (ageô 21). Bobmustsatisfy � ó X�õ ó Z �,öó æ .

WeintroduceanotioncalledGeneralizedObliviousSignature-BasedEnvelope
(GOSBE)to handlemoresophisticatedpolicy requirements.In GOSBE,thesender
andthereceiversharethedescriptionof apolicy, whichis specifiedusingaboolean
circuit. Thecircuit has÷ inputsandoneoutput,eachinput ø is associatedwith apair
Ä ���¯3 �'� 3lÍ , where

���¯3
is a public key and � 3 is a message.Thecircuit consists

of AND gatesandOR gates;eachgatehastwo or more inputsandoneoutput.
Intuitively, a receiver makesan input true if it possesses[^��\T���´ù&��� 3 � . A receiver
satisfiesthepolicy if it makestheoutputof thecircuit true.

Wenow describeaGOSBEprotocolthatusesOSBEasasub-protocol.In this
protocol,thesenderassociatesa symmetricencryptionkey with eachcircuit input
andeachgateoutput.Thekey associatedwith thecircuit outputis usedto encrypt
themessage� to besentto thereceiver. Thereceiver recoversthekey associated
with thecircuit outputif andonly if it satisfiesthepolicy specifiedby thecircuit.

Definition 3 (A GOSBE Protocol) Thesenderdoesthefollowing steps.

1. For eachøG �OJE¶E ÷ , the senderchoosesa randomkey S 3 andrun an OSBE
protocolwithe receiver, sendingS 3 in theenvelopeprotectedby Ä ��� 3 ��� 3 Í .

2. The sendercomputesthe keys associatedwith (the outputof) eachgateas
follows,startingfrom thebottom.

For anAND gate,let S Ê X Ì , S Ê Z Ì , E'E�E , S Ê�ú¢Ì bethekeys associatedwith the û
inputs,thenthekey correspondingto theoutputis SÃ ©S Ê X Ì¬ü S Ê Z Ì¬ü E�E'E ü
S Ê�ú¢Ì .
For anORgate,let S Ê X Ì , S Ê Z Ì , E�E'E , S Ê�ú�Ì bethekeysassociatedwith the û in-
puts.Thesenderchoosesa randomkey S astheoutputkey. Thesenderthen
encryptsS undereachof S Ê X Ì , S Ê Z Ì , E�E'E , S Ê�ú¢Ì , andsendsthe û ciphertexts to
thereceiver.

3. Thesenderencryptsthemessage� usingthekey associatedwith thecircuit
outputandsendstheciphertext Ç to thereceiver.

The receiver runs ÷ instancesof the OSBEprotocol,onefor eachinput. The
receiveralsoreceives,for eachORgate,û ciphertext. Finally, thereceiveralsore-
ceives Ç , aciphertext of � . Thereceiver triesto recover theoutputkey asfollows.
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1. For eachø! dO,EE ÷ , if thereceiverhas[T�4\T���´ù8�9� 3 � , thenthereceiver recovers
S 3 , whichwassentusingOSBE.

2. Thereceivertriesto recoverthekeysassociatedwith eachgate,startingfrom
thebottom.

For an AND gate, if the keys associatedwith all the inputsareknown, let
them be S Ê X Ì , S Ê Z Ì , E'E�E , S Ê�ú¢Ì , then the key correspondingto the output is
SF dS Ê X Ì^ü S Ê Z Ì^ü E'E�E ü S Ê�ú�Ì .
For anOR gate,if thekey associatedwith the Ø ’ th input is known, thenlet
S Ê Ù Ì bethe input and ó 3 Ù betheciphertext. Use S Ê Ù Ì to decrypt ó 3 Ù to obtain
thekey correspondingto theoutput.

3. If thereceiver successfullyrecoverstheoutputkey, it decryptsÇ to get � .

By the propertyof OSBE, the receiver recovers the key associatedwith an
input if andonly if it hasthecorrespondingcertificate.Furthermore,the receiver
recoversthe key associatedwith an AND gateif andonly if it recoversthe keys
associatedwith all of thegate’s inputs,andthereceiver recoversthekey associated
with an OR gateif andonly if it recoversthe key associatedwith any oneof the
gate’s inputs.Thusthereceiver recoversthekey associatedwith thecircuit output
if andonly if it satisfiesthepolicy.

Given a policy expressedusinga circuit, the costof GOSBEis linear in the
sizeof thecircuit. GOSBErequires÷ OSBE’s, where÷ is thenumberof inputsto
thecircuit, i.e., thenumberof certificatesmentionedin thepolicy. In addition,the
sendersendstheciphertext of � andtheciphertextsof ý intermediatekeys,where
ý is thesumof thenumberof inputsof theOR gates.Clearly, ý is boundedby
thenumberof edgesin thecircuit.

We usean exampleto illustratethe entireprocedure.We use þ!ÿ���� �9ST� ó � to
denotetheOSBEprotocolin which thesendersendsS suchthat the receiver can
recover S only if it possessesthecertificateó . In theexample,Alice wantsto send
� to Bob while ensuringthatBob canread � only if hesatisfies� ó X:õ ó Z �)ö ó æ ö
� ó�� õ ó�� õ ó�� � , where ó 3 , for øb ÎO:E'E�E
	 , representscertificates.Fig. 1 depictsthe
entireprocedure.

First,Alice generatesthreesecretkeys S , S X , SUZ ; shealsogeneratesthreeother
keys S Ê X Ì , S Ê Z Ì , and S Ê

æ Ì
, suchthat S� ñS Ê X Ì ü S Ê Z Ì ü S Ê

æ Ì
. Second,Alice sends��

¸ ��S
Ê X Ì � and

���
¿ ��S
Ê æ Ì � to Bob. ThenAlice usesthefollowing OSBEprotocolto

send S�X , S Z , and S Ê Z Ì to Bob usingthe correspondingcertificates,i.e. Alice and
Bob conduct �ÛV�� � ��S X � ó X � , �³V�� � ��S X � ó ZJ� , �³V�� � ��S Ê Z Ì � ó æ � , �ÛV�� � �9SUZJ� ó�� � ,�ÛV�� � ��S Z � ó � � , and �ÛV�� � �9S Z � ó � � .

16



������� ��� � � �
� �

!�"�#%$'&)('*�! � �,+.-./ #
! 01#2$'&)('*3! � �,+.-,4 #!�56#2$'&)('*�! � � +.-,7 #!�89#%$:&
(:*�! �9;1+.-<; #!�=�#2$'&)('*�! �9;1+.-1� #!�>6#2$'&)('*�! ��? �A@ +.-,B #

!�89#

!�>6#
�9;

CED C9F
! 01#!�"�#G!�56#

C9HC I C J

C K L F

L

M
!�=N#

O%P<Q R S1T U VXW

Y[Z\Y
] D_^2` Y)] F,^2` Y)] K1^

L D a a

M M

Figure1: An Example

From the procedure,we can seethat when Bob haseither ó X or ó Z , he can
learn S�X , thus S Ê X Ì ; when Bob has ó æ , he can learn S Ê Z Ì ; when Bob has ó � , ó � ,
or ó�� , he can learn SUZ , thus S Ê

æ Ì
. Therefore,if he satisfy the entire requirement

� ó X	õ ó Z ��ö ó æ ö]� ó � õ ó � õ ó � � , hecanlearn SF dS Ê X Ì ü S Ê Z Ì ü S Ê
æ Ì

.

7 Conclusion

AutomatedTrust Negotiation (ATN) is an approachto regulatethe flow of sen-
sitive information. Previous work on ATN, which only usesaccesscontrol tech-
niques,cannotdealwith cyclic policy interdependency satisfactorily. We showed
that cyclic policy interdependency in ATN canbe handledby solving a particu-
lar 2-partySecureFunctionEvaluation(SFE)problem. We introducedoblivious
signature-basedenvelope(OSBE)asasolutionto theSFEproblemandmentioned
thatOSBEcanbeusedin otherprivacy sensitive applicationsaswell. We devel-
opedanOSBEprotocolfor RSA signatures.Theprotocoldoesnot involve a third
party, is provably secureandquite efficient. We alsoshowed that identity-based
encryptioncanbeusedto build efficient one-roundOSBEfor RabinandBLS sig-
natures.

An openproblemis to find anefficient andprovably secureOSBEschemefor
DSA signatures.Wearealsoinvestigatingotherapplicationsof theOSBEconcept.
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A One-round OSBE with Rabin Signatures

The Rabin signatureschemeis similar to RSA, but one usesa public exponent
�� d° , i.e. asignatureonamessage� is y����_� Xcb Z �b�N��ý . Onejusthasto make
surethatthesquarerootexists.

To defineRabinsignatures[10], let �ä L2� beanRSA moduluswith L  �  d �b�N�fe . The public key is � and the signingkey is L � � . Let gih �� be the
subsetof �� containingall elementswith Jacobisymbol1. We know thatthesize
of g is approximately��PJ° . Let y bea hashfunctionfrom

B,i ��OJj � to g . Thenfor
any � g BJi �'O,j,� exactly oneof y��9��� or

o y����_� arequadraticresiduesin �� .
To signamessage� thesignercomputes[^��\¬���_�  #�Nj y��9�_��� X b Z �b�N�b� where
thesignof y����_� is chosensothatthesquareroot exists. To verify thesignature,
testthat �l[T��\¬�9�_��� Z  kj y��9�_� �b���b� . When y is modelledasa randomoracle
the systemis existentially unforgeableundera chosenmessageattackassuming
factoringRSA moduli is hard[3].

To build an OSBEusingRabinsignatureswe useCocks’ IBE system[8]. A
privatekey in this systemcanbe viewed asa Rabinsignatureof the public key.
Cocks’IBE worksasfollows: theglobalparametersaresimply “ � ” where�� L2�
is anRSA moduluswith L  �  d �¢���fe . Themaster-key is L � � . Theprivate
key correspondingto a public key � g BJi ��OJj�� is l� Î�Nj y����_��� Xcb Z �b���b� (the
signof y��9��� is chosensothat thesquareroot exists). To encrypta plaintext bit
f�g B,i ��OJj usingthe public key � onepicks two randomnumbers�2t,�l� XFg ��
suchthat the Jacobisymbols

ª Ó�  ª ¸�  ð� o O,�
@
. The ciphertext is a pair

��Çut,�'ÇêX � whereÇ 3  È� 3'm ��� o OJ� 3 y����_��P$� 3 �:�b�N�b� for ø! i ��O . Supposey����_�
is a quadraticresiduein �� . Thento decrypta ciphertext ��Ç t �'Ç X � , onecomputes
theJacobisymbol n Ó Ï Z�o� which onecanshow is equalto � o O,�

@
asrequired.Ifo y��9�_� is a quadraticresiduewe use Ç X instead.Thesystemcanbeshown to be

semanticallysecureunderachosenciphertext attack(IND-ID-CCA) in therandom
oraclemodelassumingthattheproblemof distinguishingquadraticresiduesfrom
non-residuesin g is hard.

Note that in this systemencryptionof a plaintext � is donebit-by-bit. Thus,
encryptinga 128-bitmessagekey resultsin a long ciphertext – theciphertext con-
tains256elementsin �� . Nevertheless,thissystemgivesaone-roundOSBEusing
Rabinsignatures.
TheOSBEworksasfollows:

Setup. Generatean RSA modulus�_ L2� where L  �  d �¢���fe . The third
party is given the factorizationof ý . Let � and � be two messages.Let
[T��\¬�9�_� betheRabinsignatureon � , i.e. [T��\¬�9���: d��j y����_� Xcb Z � �b���b� .
Thesenderis given �:��� and � . Thereceiver is given � and [T�4\¬���_� .
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Interaction. Thesenderencrypts� bit-by-bit using � asthepublickey in Cocks’
IBE andsendsthe resultingciphertext Çwò to the receiver. For efficiency,
onecould pick a randomblock ciphermessagekey S , encrypt � using S ,
andthenencrypt S bit-by-bit using � asthepublic key.

Open. Thereceiver, usingtheprivatekey [T��\¬�9��� , decryptstheciphertext Çhò to
obtain � .

The securityof this OSBEfollows from the securityof Rabinsignatures[3]
andthesecurityof Cocks’ IBE [8]. We summarizethis in thefollowing corollary
of Theorem4.

Corollary 6 TheOSBEaboveis sound,oblivious,andsecureagainstthereceiver,
assumingthat the problemof distinguishingquadratic residuefrom non-residues
in g is hard.
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