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execution of code
change the target resource
access the target resource
denial of service

spurious entity
missing entity
misplaced entity
incorrect entity

validation error
authentication error
serialization/aliasing error

domain error
weak/incorrect design error
other exploitable logic error

boundary checking error

Cause Impact Fix
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@form_variables = keys (%form_data);

foreach $variable (@form_variables)
  {
  foreach $word (@bad_words)
     {
     $form_data{$variable} =~ s/\b$word\b/censored/gi;
     }
  if ($allow_html != "yes")
     ......

@form_variables = keys (%form_data);

foreach $variable (@form_variables)
  {

# Strip non-negotiable HTML.
# Un-Webify plus signs and %-encoding
$form_data{$variable} =~ tr/+/ /;
$form_data{$variable} =~ s/%([a-fA-F0-9][a-fA-F0-9])/pack("C", hex($1))/eg;

$form_data{$variable} =~ $value =~ s/<!--(.|\n)*-->//g;

# Replace bad words.
foreach $word (@bad_words)
   {
   $form_data($variable} =~ s/\b$word\b/censored/gi;
   }
if ($allow_html != "yes")
   ......

Original Code

Modified Code (is highlighted)
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if (sk2->num != snum)
              continue;                   /*more than one */
if (sk2->rcv_saddr != sk->crv_saddr)
              continue;      /* socket per slot ! -FB */
              if (!sk2->reuse || sk2->state == TCP_LISTEN)

              continue;                   /*more than one */
if (sk2->num != snum)

              current->euid != sk2->socket->inode->i_uid)
{
                                sti();
                                return(-EADDRINUSE);
}
if (sk2->rcv_saddr != sk->rcv_saddr)
                     continue;      /* socket per slot ! -FB */
              if (!sk2->reuse || sk2->state == TCP_LISTEN)

Original Code

if ((sk2->rcv_saddr == 0 || sk->rcv_saddr == 0) &&
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