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Abstract

Privagy is animportantissuein datamining andknowledgediscovery. In this paper we describea
specificprivagy preservingdatamining problem:Compary C wantsto collectdatafrom its customerso
form a datasetfor datamining purpose For thedatacollection,C sendsouta surwey containinga setof
questionseachcustomeneedgo answetthosequestionandsenddacktheanswersHowever, because
the suney containssensitve questionsnot every userfeelscomfortableto disclosehis/heranswergo
thosequestions;how could we develop a methodsuchthat C cannotfind out ary customers actual
answerswhile still beingableto derive reasonablyaccuratedatamining results?

We proposeo usetherandomizedesponseechnigues$o conducthedatacollection. Suchamethod
addscertaindegreeof randomness$o the answergo prevent the datacollectorfrom learningthe true
information. In orderto enhancethe privagy level, we proposea multi-group schemein which the
customergartitionall their answersnto multiple groupsandfor differentgroupsthey randomizedata
separatelyWe thenpresenta methodto build decisiontreeclassifierdrom the disguiseddatabasedon
the multi-group scheme.Finally we comparethe accurag of our decisiontreewith the onebuilt from
the original undisguiseddata. Our resultsshowv that althoughthe dataare disguised,our methodcan
still achieve fairly high accurag. We alsoshav how the parametersisedin our randomizedesponse
techniquesffecttheaccurag of theresults.
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1 INTRODUCTION

Datamining hasemepedasa meandfor identifying patternsandtrendsfrom a large amountof data[10].
To conductdatamining computationsye needto collectdatafirst. Without privacy concernsdatacanbe
directly collected.However, becausef privacy concernssomepeoplemight decideto selectvely divulge
information, or give falseinformation, or simply refuseto discloseary informationat all. A survey was
conductedn 1999]5] to understandnternetusers’attitudestowardsprivacy. The resultshovs 17% of
respondentsre privacy fundamentalistsywho are extremely concernedaboutary use of their dataand
generallyunwilling to provide their data,evenwhenprivacy protectionmeasuresverein place. However,
56% of respondentarea pragmatianajority, who arealsoconcernedboutdatause,but arelessconcerned
thanthefundamentalistgheir concernsareoftensignificantlyreducedy thepresencef privacy protection
measures.The remaining27% are mamginally concernedand are generallywilling to provide dataunder
almostary condition,althoughthey oftenexpressedmild generakoncermaboutprivagy. Accordingto this
suney, providing privacy protectionmeasuress akey to the succes®f datacollection.
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1.1 Privacy-Presening Data Mining Problem

Thereare mary waysto collectdata. Oneway is to collect datausingtransactiorrecordsof users. This
canbe donewithout users’knowledge,andthey have no control over whatinformation canbe collected.
Anotherway to collect datais to solicit users’responsesia suneys, for example,usersmight be asled
to rate certainproducts,or they might be asked whetherthey have alcoholaddictionproblem,andso on.

The collecteddatawill be putinto a databaseAlthough the secondapproactgivesusersthe control over
whetherthey wantto disclosetheirinformationor not, privagy concernsnight hinderthe usersfrom telling

thetruthor respondingatall. How can we improve the chance to collect more truthful data that are useful for

data mining while preserving users' privacy? How can users contribute their personal information without

compromising their privacy?

Oneway to achieve privagy is to useanorymoustechniquegl, 12, 13], which allow usersto disclose
their personalinformation without disclosingtheir identities. The biggestproblemof using anorymous
techniquess thatthereis no guaranteen the quality of the dataset. A malicioususer(e.g.,a competing
compaiy) couldsenda greatdealof randominformationto the databas@ndrenderthe database@selessor
acompaly couldsenda lot of made-ugnformationto the databasevith the goal of makingtheir products
themostfavorableones.Thesepotentialattackscouldall renderthedatabaseselesslf thecommunication
is really anorymousi,it is difficult for thedatabasewnerto controlthe quality of thedata.To guarante¢he
quality, it is importantfor the databasewnerto verify theidentitiesof the datacontritutors.

Anotherway to achieve privagy is to let eachuserdisguiseor randomizetheir data,suchthatthe data
collectorcannotderive the truthful informationaboutan users privateinformation. The challengeis how
to conductdatamining from the disguiseddata? To addressghis challenge we first proposethe following
computingmodel: Themodelconsistof adatacollectionstepanda computatiorstep.In thedatacollection
step,eachuserutilizescertaintechniqueso disguisehis/herdata thensendghedisguisediatato thecentral
place;the centralplaceshouldnot be ableto find out ary users actualdatawith probabilitiesbetterthana
pre-definedhreshold.In the computationstep,the centralplaceconstructsa databaseisingthe disguised
data,and conductsdatamining computationon this database.The goal of the centralplaceis to derive
usefulinformation (or knowledge)out of this disguiseddatabaseln this paper we particularlyfocuson a
specificdatamining computationthe decision-tredvasedclassificationnamelywe wantto find out how to
build decisiontreeclassifiersvhenthe datain the databasaredisguised.
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1.2 Outline of Our Solution

We proposeto usethe Randomized Response techniquego solve the privagy-preservingdatamining prob-
lem. The basicideaof randomizedresponseés to scramblethe datain sucha way thatthe centralplace
cannottell with probabilitiesbetterthana pre-definedhresholdwhetherthe datafrom a customercontain
truthful informationor falseinformation. Althoughinformationfrom eachindividual useris scrambledif
the numberof usersis significantlylarge, the aggreate information of theseuserscan be estimatedwith
decentaccurag. Suchpropertyis usefulfor decision-tredvasectlassificatiorsinceit is basedn aggr@ate
valuesof adataset,ratherthanindividual dataitems.

Onesolutionwasproposedo solve the privagy-preservingdatamining problemusingthe Randomized
Responsetechnique$7]. We call this solutiontheone-groupschemein which, userseithersendthetruthful
answergo all thosequestionsr sendthe answerghatareexactly oppositeto their truthful answerdor all
thequestionsNamely if thevaluefor oneattributein arecordis true,thenthevaluesfor the otherattributes
in thesamerecordarealsotrue. Thus,onceanadwersarysomehav knows whetherdataprovidertells atruth
or notfor only oneattribute for somerecord,he/shecanobtainall thetrue valuesaboutthis record. This is
notadesirablepropertybecausén practice dueto the hintsfrom othersourcesthe probability of obtaining
the valuesof someattributesis very high. For example,somepublic universitiespublish the statistical
informationabouttheirfaculty’sannualsalary Fromthe publisheddata theadwersaryknows thatthesalary
of all the professorsn theseuniversitiesis greatethansomevalue (e.g.,$40,000). We assumehat some
suneyeescomefrom theseuniversitiesandoneof the sensitve questionds to askwhetherthe suneyee’s
annualsalaryis morethan$40,000.If someprofessors responses no, the adversaryimmediatelyknows
thathe/shds telling alie, sothetrueanswerdor otherattributescanbe easilyderived.

To furtherpresere datas privagy, we proposea multi-groupschemein which we partitionthe setof the
attributesinto a numberof groups(the modelis depictedin Fig. 1.); we thenusethe randomizedesponse
techniquego randomizeeachgroup independently. For example, we can partition N attributesinto N
groups(we call this schemeN-group scheme)with eachgroup containingonly one attribute. For each
group (or eachattribute in this situation),usersrandomlydecidewhetherto discloseits true value (with
probability #) or to disclosethe falsevalue (with probability 1 — 8). The usersrepeatthis procesdor all
groups;therandomdecisionsareindependentor eachgroup.

This N-groupschemas very securebecausehe valueof eachattributeis independentlyisguised An
adwersarycannotguessan users correctanswerto ary specificquestionwith a probability betterthan6.
Evenif onevalueis disclosedpthervaluesarestill hidden.To correctlyguessall thevaluesfor eachrecord,
theprobabilityis 8 (whereN is thenumberof attributes).WhenN is big, the probabilitybecomeslmost
zero.Howeverwhen is large,theaccurag of the datamining computationsnight becometo low.

A compromisebetweerthe one-groupschemeandthe N-groupschemas to partitionthe attributesto
M (1 < M < N) groups.For eachgroup,usersselecta randomnumberf, thenbasedon 6, they decide
whetherto disclosethetruevaluesor falsevaluesfor all theattributesin this group(thedecisionis the same
for the attributesin the samegroup, but decisionsfor differentgroupsareindependent).By selectingan
appropriatevalueof M, we canachieve a balancebetweerprivagy andaccurag.

Therestof thepapelis organizedasthefollowing: we discusselatedwork in Sectiorn2. In Section3, we
briefly describehow randomizedesponseechniqueworks. Thenin section4, we describenow to modify
the ID3 algorithmto build decisiontreeson randomizeddata. In Section5, we describeour experimental
results.We give our conclusionin Section6.

2 RelatedWork

Agrawal andSrikantproposed schemdor privagy-preservingdatamining usingrandomperturbation2].
In their schemea randomnumberis addedto the value of a sensitve attribute. For example,if z; is the
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valueof a sensitve attribute, z; + r, ratherthanz;, will appeaiin the databasewherer is arandomvalue
drawvn from somedistribution. The papershaws thatif the randomnumberis generatedvith someknown
distribution (e.g.,uniform or Gaussiardistribution), it is possibleto recover thedistribution of the valuesof
thatsensitve attribute. Assumingindependencef the attributes,the paperthenshaws thata decisiontree
classifiercanbe built with the knowledgeof distribution of eachattribute.

Ourwork is actuallymotivatedby this paper Thedifferencebetweerourwork and[2] is thatthescheme
in [2] works only whenthe attributesareindependentif someattributesaredependentdistribution is not
sufficient for building a decisiontree classifierbecausehe distribution of eachattribute doesnot capture
the correlationamongattributes. Our proposedapproachtakesthis into considerationwe usea different
approachtherandomizedesponsdechniqueg$l7], to disguisedata.

Evfimievski etal. proposedinapproacho conductprivagy preservingassociatiomule mining basecdn
randomizedesponseechnique$8]. Althoughourwork is alsobasedon randomizedesponsgechniques,
therearetwo significantdifferencesetweerour work andtheir work: first, our work dealswith classifica-
tion, insteadof associatiomule mining. Secondin their solution,eachattributeis independentlyisguised.
Whenthe numberof attributesbecomedarge, the dataquality will degradevery significantly To address
this problem,we proposea group-orientedandomizatiorschemejn which we divide all the attributesto
a numberof groups,andattributesin a grouparedisguisedn the sameway, but attributesfrom different
groupsaredisguisedndependentlyOur goalis to achieve abetterbalancdetweerdataquality andprivagy.

Anotherapproacho achiere privacy-preservingdatamining is to useSecureMulti-party Computation
(SMC) techniqued9, 18, 19]. Several SMC-basedprivagy-preservingdatamining schemeshave been
proposed6, 11, 15, 16]. Thesestudiesmainly focusedon two-partydistributedcomputing,andeachparty
usuallycontributesa setof records.Althoughsomeof the solutionscanbeextendedo solve our problem(n
partyproblem),the performances notdesirablevhenn becomedarge. In our proposedesearchwe focus
on centralizedcomputing,andeachparticipantonly hasonerecordto contrikute. All recordsarecombined
togetherinto a centraldatabaséeforethe computation®ccur In ourwork, thelargerthevalueof n is, the
moreaccuratdheresultswill be.

Interestinglythesolutionsfrom ourwork canbe easilyextendedo solve thetwo-party(or evenn-party)
privagy preservingdatamining problemsusing the following scheme:one party A usesthe randomized
responseechniquego disguiseits data,thensendghe disguiseddatasetto the otherparty B. B combines
A's disguiseddatasetsandhis own datasetinto a hybrid one,part of which consistsof disguiseddataand
theotherpartconsistof truedata. B thenconductdatamining usingthis dataset. Our proposedwo-group
schemeanbe easilyappliedto this situation.

SMC-basedsolutionsgenerateexactly the sameresultsas their correspondingnon-securesolutions
(thosewithout consideringprivacy concerns)but with a degradationin performancenvhereasour work
achievesanacceptabldalancebetweeraccurayg andperformance.

3 RandomizedResponse

Randomized Response (RR) techniquesveredevelopedin the statisticscommunityfor the purposeof pro-
tectingsuneyees’privagy. We briefly describehow RR techniquesareusedfor single-attrilute databases.
In the next sectionwe proposea multi-groupschemeo useRR techniguegor multiple-attribute databases.

Randomized Response techniquesverefirst introducedby Warner[17] in 1965asa techniqueto solve
the following surwey problem: to estimatethe percentagef peoplein a populationthat hasattribute A,
gueriesaresentto agroupof people.Sincetheattribute A is relatedto someconfidentialaspect®f human
life, respondentsnay decidenot to reply at all or to reply with incorrectanswers.Two models,Related-
Question Model and Unrelated-Question Model, have beenproposedo solve this surwey problem. In this
paperwe only describethefirst one.



In Related-Question Model, insteadof askingeachrespondentvhetherhe/shehasattribute A, the in-
terviever askseachrespondentwo relatedquestionsthe answergo which areoppositeto eachother[17].
For example,the questionscould be like the following. If the statements correct,the respondenanswers
“yes”; otherwisehe/sheanswersno”.

1. | havethesensitve attribute A.

2. | donothave thesensitve attribute A.

Respondentsisea randomizingdevice to decidewhich questionto answey without letting the inter-
viewer know which questionis answered. The randomizingdevice is designedin sucha way that the
probability of choosingthefirst questionis 8, andthe probability of choosingthe secondjuestionis 1 — 6.
Althoughthe interviewer learnsthe responsege.g.,“yes” or “no”), he/shedoesnot know which question
wasansweredy the respondentsThusthe respondentsprivagy is presered. Sincetheinterviewer’s in-
terestis to gettheanswetto thefirst questionandthe answertto the secondquestionis exactly the opposite
to the answerfor the first one,if the respondenthoosedo answerthefirst questionwe saythathe/sheis
telling thetruth; if therespondenthoosedo answelthe secondquestionwe saythathe/shds telling alie.

To estimatethe percentagef peoplewho hasthe attribute A, we canusethefollowing equations:

P*(A=yes) = P(A=vyes)-0+ P(A=mno)-(1—-0) (1)
P*(A=no) = P(A=mno) -0+ P(A=uyes)-(1—-0)

whereP*(A = yes) (resp.P*(A = no)) istheproportionof the“yes” (resp.“no”) responsesbtainedrom
the suney data,and P(A = yes) (resp. P(A = no)) is the estimatedoroportionof the “yes” (resp.“no”)
responseso the sensitve questions.Getting P(A = yes) and P(A = no) is the goal of the suney. By
solvingtheabore equationswe canget P(A = yes) andP(A = no) if 6 # ;. Forthecasesvhered = 3,
we canapply Unrelated-Question Model wheretwo unrelatedquestionsare asked with the probability for
oneof thequestiongs known.

4 Building Decision Tree classifiers Using Multi-Gr oup Randomized Re-
sponseTechniques

Therandomizedesponsdechniquegliscussedn Section3 consideronly oneattribute. However, in data
mining, datasetsusually consistof multiple attributes; finding the relationshipamongtheseattributesis
oneof the major goalsfor datamining. Therefore we needthe randomized-esponsdechniqueghat can
handlemultiple attributeswhile supportingvariousdatamining computations Work hasbeenproposedo
dealwith surweys that containmultiple questiong3, 14]. However, their solutionscanonly handlevery
low dimensionakituation(e.g.,dimension= 2), andcannotbe extendedto solve datamining problems,n
which the numberof dimensionss usually high. We have developeda multi-grouprandomizedesponse
techniqug MRR) to dealwith multiple attributes.

4.1 Notations

In this work, we assumeadataare binary, but the techniqguesanbe extendedto cateyorical data. Suppose
thereare N attributes(A44, ..., Ay) in adataset. Let I/ representiry logical expressionbasedon those
attributes(e.g., F = (A1 = 1) A (A2 = 0)); let E denotethe logical expressionthat reversesthe 1's in

E to 0'sand0’'sto 1's; we call £ the oppositeof E. For example,for the E in the previous example,
E:(Al :0)/\(142:1)



Let P*(F) be the proportionof the recordsin the whole disguised datasetthat satisfy £ = true.
Let P(F) bethe proportionof the recordsin the whole undisguised datasetthat satisfy £ = true (the
undisguiseddataset containsthe true data, but it doesnot exist). P*(F) canbe obsered directly from
the disguiseddata,but P(F), the actualproportionthatwe areinterestedn, cannotbe obsened from the
disguiseddatabecaus¢he undisguisediatasetis not availableto arybody; we have to estimateP(E). The
goalof MRRis to find away to estimateP ( F) from P*(E).

In our multi-groupschemeywe alsodivide eachexpressionF to multiple sub-epressionsFor example,
in athree-groupschemewe write &/ = E4 s B3, whereE; containsonly the attributesin thegroup:.

4.2 One-Group Scheme

In theone-groupschemeall theattributesareputin thesamegroup,andall the attributesareeitherreversed
togetheror keepingthe samevalues.In otherwords,whensendingthe privatedatato the centraldatabase,
userseithertell the truth aboutall their answersto the sensitve questionsor tell the lie aboutall their
answers. The probability for the first eventis ¢, andthe probability for the secondeventis 1 — 6. For
example,assumean users truthful valuesfor attributes A;, Ao, and A; are 110. The usergeneratesa
randomnumberfrom 0 to 1; if thenumberis lessthand, he/shesendsl 10 to the datacollector(i.e., telling
the truth); if the numberis biggerthan®, he/shesend901 to the datacollector (i.e., telling lies aboutall
the questions).Becauseahe datacollectordoesnot know the randomnumbergeneratedy usersthe data
collectorcannotknow whetherdataprovider tells the truth or alie. To simplify our presentationye use
P(110) torepresen’(A; = 1 A Ay = 1 A A3 = 0), P(001) torepresenP(A; = 0N Ay =0A A3 =1) 1

Becausethe contributionsto P*(110) and P*(001) partially comefrom P(110), and partially come
from P(001), we canderive thefollowing equations:

P*(110) = P(110) -0+ P(001) - (1 — 6) 2
P*(001) = P(001) -6+ P(110) - (1 — 6)

By solvingtheabove equationsye canget P(110), theinformationneededo build adecisiontree. The
generamodelfor the one-groupschemas describedn thefollowing:

P*(E) = P(E)-0+P(E)-(1-0)

P*(E) = P(E)-0+P(E)-(1—0) @)
Usingthe matrix form, let //; denotethe coeficiency matrix of the above equationsthen
P*(E) \ _ P(E) _ 6 (1-20)
< P*(E) ) = M, ( PE) ) where M; = (1-0) 9 4)

4.3 Two-Group Scheme

In the one-groupschemejf the interviewer someha knows whetherthe respondentsell a truth or a lie
for oneattribute, he/shecanimmediatelyobtainall the true valuesof a respondensg responsdor all other
attributes. To improve datas privagy level, dataprovidersdivide all the attributesinto two groups?. They
thenapplytherandomizedesponsgechniquegor eachgroupindependently. For example theuserscantell
thetruth for onegroupwhile telling thelie for the othergroup. With this schemegvenif theintervievers
know information aboutone group, they will not be able to derive the information for the other group
because¢hey aredisguisedndependently

A" isthelogicaland operator
2All thedataprovidersshouldgrouptheattributesin the sameways(e.g.,oneuserletsattribute A; and A to bein thegroup1,
thenotherusersalsolet attribute A; and A, to bein thegroupl).
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To shav how to estimateP (F E»), we look at all the contritutionsto P*( E1 E»). Therearefour parts
thatcontrituteto P*(F; E»):

1. P(E1E»): userstell the truth aboutall the answerdor both groups;the probability for this eventis
62

2. P(E1E»): userstell thetruth aboutall the answergor group1 andtell the lie aboutall the answers
for group2; the probability for this eventis 6(1 — ).

3. P(E_lEg): userstell thelie aboutall the answerdor group1 andtell the truth aboutall the answers
for group2; the probability for this eventis (1 — 6)6.

4. P(E1E»): userstell the lie aboutall the answersfor both groups;the probability of this eventis
(1—6)2

We thenhave thefollowing equation:

Therearefour unknavn variablesin the above equation(P(E E»), P(E 1 Es), P(EEs), P(E1E»)).
To solve the abore equationwe needthreemoreequations We canderive themusingthe similar method.
Thefinal equationsaredescribedn thefollowing:

P*EElﬁg PEE1_2;
P*(E,E5 P(E1Eo
P*(ELE) P(E1Es)

62 0(1—0) 6(1—0) (1—0)>

9(1 —6) 0> (1-60)% 0(1—-0)
M 0(1-0) (1-0) 602 0(1—0) (6)
(1-6)2 6(1—0) 0(1—0) 62

By solvingtheabove equationsye canget P(E E»).

4.4 Three-Group Scheme

To further presere the datas privagy, we canpartitionthe attributesinto threegroups,anddisguisedeach
groupindependently The modelcanbe derived usingthe similar way aswe did for the two-groupmodel.
Themodelfor thethree-grougschemaes asfollows:

P*(EyEyF3) P(E,F,Fj)
P*(E\E,Es) P(E,EyEs)
P*(E\EyF3) P(E\F3F;3
P*(E\EBs) |~ 70| P(ELE;E;) |
P*(EEyF3) P(E,\ B>y F5)
P*(E EyF3) P(E\ELE3)
P*(EEyF3) P(E\F>Fs5)

wherel; is the coeficienoy matrixand



0 02(1—0) 62(1—0) 0(1—0)> >(1—0) 0(1—-0)> (1 -6 (1-6)3]
0%(1 —0) 0 0(1—-0)2 62(1—-0) 0(1—-0)*> (1 -0 (1-0)> 6(1—0)>
6%2(1—-0) 0(1—6) 0 0*(1-6) 01 —-0)% (1-0)% 6(1—-0) 0(1—06)>
Ve — (1 —6)% 021 —0) 6%(1—0) > (1-0) 01 —-0)2 0(1—-0)% 6%(1—-0)
ST 02(1-60) 6(1—60)2 6(1—-60)2 (1-6)3 62 0%(1—6) 6%(1—-0) 0(1—0)>
(1 —0)2 0*(1—-0) (1—-0) 6(1-0)*> 6%*(1—0) 03 0(1—-0)% 6%(1—0)
(1 —-0)2 (1-6)* 62(1—-0) 0(1—-6)> 6*(1—-0) 0(1—06)? 6% 0%(1—0)
L (1-0)® 6(1—6)* 6(1—0)* 6*(1—0) 6(1—6)* 62(1—0) 6*(1—10) 93

(8)

Similar techniquescan be employed to extend the abore schemego four-group scheme five-group
schemeandsoon. In this paper we only describeour resultsfor up to three-groupschemebecausehe
undesirablgerformancdor schemedeyondthethree-groupchememakesthemnot very useful. We will
comparethe performancef variousschemeén Sectionb.

4.5 Building DecisionTrees

Classificationis one of the forms of dataanalysisthat canbe usedto extract modelsdescribingimportant
dataclasse®r to predictfuturedata.lt hasbeenstudiedextensiely by the communityin machingearning,
expert system,and statisticsas a possiblesolutionto knowledgediscovery problems. Classificationis a
two-stepprocess. First, a modelis built given the input of training datasetwhich is composef data
tuplesdescribedby attributes. Eachtuple is assumedo belongto a predefinedclassdescribedoy one of
the attributes,calledthe classlabel attribute. Secondthe predictive accurag of the model(or classifier)
is estimated.A testsetof class-labeledampless usuallyappliedto the model. For eachtestsample the
known classlabelis comparedvith predictive resultof the model.

The decisiontree is one of the classificationmethods. A decisiontreeis a classdiscriminatorthat
recursvely partitionsthe training setuntil eachpartition entirely or dominantlyconsistsof examplesfrom
oneclass. A well known algorithm for building decisiontree classifiersis ID3 [10]. We describethe
algorithmbelow whereS representghetrainingsamplesand A L representgheattributelist:

ID3(S, AL)

CreateanodeV.

If S consistof sampleswith all thesameclassC then returnV asaleaf nodelabeledwith classC.
If AL is empty thenreturnV asaleaf-nodewith the majority classin S.

Selecttestattribute (1'A) amongthe AL with the highestinformationgain.

LabelnodeV with T'A.

For eachknown valuea; of T A

onkrwnpE

(a) Grow abranchfrom nodeV for theconditionT A = a;.
(b) Lets; bethesetof samplesn S for whichT A = a;.
(c) If s; is emptythen attacha leaflabeledwith the majority classin S.
(d) Elseattachthenodereturnedoy ID3(s;, AL — T A).
Accordingto ID3 algorithm,eachnon-leafnodeof thetreecontainsa splitting point, andthe maintask
for building a decisiontreeis to identify an attribute for the splitting point basedon the informationgain.

Informationgain canbe computedusingentropy. In the following, we assumeaherearem classesn the
wholetrainingdataset. Entropy(S) is definedasfollows:



Entropy(S) = —>_ Q;log Q;, 9)
j=1

where(Q); is therelative frequeng of class;j in S. Basedon the entrogy, we cancomputethe information
gainfor ary candidateattribute A if it is usedto partition S:

Gain(S, A) = Entropy(S) — Z('S ‘Entropy(S ))s (10)
vEA ‘S|
wherev representary possiblevaluesof attribute A; S, is the subsebf S for which attribute A hasvalue
V; |Sy| is thenumberof elementsn S,; | S| is thenumberof elementsn S. To find the bestsplit for atree
node,we computeinformationgain for eachattribute. We thenusethe attribute with thelargestinformation
gainto splitthenode.

Whenthedataarenot disguisedwe caneasilycomputetheinformationgain, but whenthe dataaredis-
guisedusingthe multi-grouprandomizedesponsdechniquescomputingit becomesion-trivial. Because
we do not know whethera recordin thewholetraining datasetis true or falseinformation,andwe cannot
know which recordsin thewholetrainingdatasetbelongto S. Thereforewe cannotdirectly compute|.S|,
|Sy|, Entropy(.S), or Entropy(.S,,) aswhatthe original ID3 algorithmdoes.We have to useestimation.

)

S

[ )
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Figure2: TheCurrentTree

We will shaw, asan example,how to computethe information gain for a tree node V' that satisfies
(A = 1) A (A; = 0) A (A, = 0) A (A, = 1). For simplicity, we only shav how to conductthese
computationsusingthe three-groupscheme.Without loss of generality we assumeA; and A; belongto
groupl, A belongsto group2, and A,,, belongsto group3. Let S bethe training dataset consistingof
the sampleghatbelongto nodeV (i.e., all datasamplesn S satisfy(A4; = 1) A (A; = 0) A (A = 0) A
(A, = 1)). Thepartof thetreethatis alreadybuilt atthis pointis depictedn Figure2.

To computel|S|, thenumberof elementsn S, let



Eq (AZ:1)/\(AJ*0)

Ey = (Ai=0)A(4;=1)

E, = (A=0)

B = (4=1) -
By = (Apm=1)

FB - (Am:())

P*(E\EyE3), P*(E1FyE3), P*(E\EyEs), P*(E1EyE3), P*(E1FoE3), P*(E, EyE3), P*(E, EyFEs),
and P*(FEy F» E3) canbe directly obtainedfrom the (whole) disguiseddataset. Feedingthe above terms
into Eq.(7) (whend # 1), we canobtain P(E; E» E). Hencewe canget|S| = P(E; E>E3) * n, wheren
is the numberof recordsin thewholetrainingdataset.

To computeEntropy(S), we needto compute), and@; first (we assumeheclasslabelis alsobinary
for this example,andtheclasslabelis alsodisguised) Let

Ei = (Ai=1)AN(A; =0) A (Class =0)

E1 = (Ai=0)A(4; =1)A(Class =1)

Ey, = (Ar=0)A(Class =0)

B — (A= 1) A (Class = 1) (12)
Es = (A, =1)A(Class =0)

B3 = (An=0)A(Class=1)

Sometimestheclasslabelis not sensitve information,andis not disguised.Therefore theinformation
of the classlabel is always true information. We can slightly changethe above definition of £ asthe
following:

Ei = (Ai=1)A(4;=0)A(Class =0)(or Class = 1)

E; = (4;,=0)A(A; =1)A(Class = 0)(or Class = 1)

By = (Ag=0)A (Class = 0)(or Class = 1) (13)
Ey = (Ar=1)A(Class =0)(or Class =1)

Es = (A, =1)A(Class =0)(or Class = 1)

E3; = (An=0)A(Class =0)(or Class = 1)

We CancomputeP* (ElEQEg), P (ElEQE_g), P* (ElE_QEg), P (ElEQEg), P* (EEQE‘;), P* (E_lEQE_g),
P*(E1 B B3), and P*( By B E3) directly from the (whole) disguiseddataset. Thenwe solve Eq.(7)andget
P(E1E»E3). ThereforeQo = %, Q1 = 1 — Qo, andEntropy(S) canbe computed Notethat
P(FE, E>E3) we gethereis differentfrom P(E; Es E3) we getwhile computing|S|.

Now supposaeattribute A;, which belongsto group3, is a candidateattribute, andwe wantto compute
Gain(S, 4;). A numberof valuesare needed:|S4,-1], |S4,=0|, Entrop/(S4,=1), and Entrop/(S4,—o).
Thesevaluescanbe similarly computed For example,|.S4,~1| canbe computedoy letting

Ey = (Ai:1)/\(Aj—0)

Ei = (4;=0NA(4=1)

By = (Ay=0)

B, = (A=1) 4
Es = (An=1)A(4=1)

By = (An=0)A(4=0)

We thenapply Eq.(7)to computeP(E; F» F3), andthusobtain|S4, —1| = P(E1E2FE3) * n. [Sa,—ol
canbecomputedsimilarly.
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Themajordifferencebetweerour algorithmandtheoriginal ID3 algorithmis how P(F; EsE3) is com-
puted.In thelD3 algorithm,dataarenot disguised P ( £ E» E's) canbe computedoy simply countinghow
mary recordsn thedatabassatisfy E', E», andE3. In ouralgorithm,suchcounting(onthedisguisediata)
only gives P*(E1 F2 E3), which canbe consideredasthe “disguised” P(Fy F; E3) becauseP* (£ Eo Es)
countsthe recordsin the disguiseddatabasenot in the actual(but non-eisting) database.The proposed
multi-groupschemaeallow usto estimateP ( £y Fs> Es3) from P*(E Es E3).

4.6 Testingand Pruning

To avoid overfitting in decisiontree building, we usually useanotherdatasetdifferentfrom the training
datasetto testtheaccurag of thetree. Treepruningcanbe performedbasedon the testingresults namely
how accuratehe decisiontreeis. An importantstepin testingis to usethe decisiontreeto classifya data
item (arecord)from thetestingdataset,thenthe classificatiorresultis comparedo theactualclasslabel of
therecord.After testingall therecordsin thetestingdataset,anaccurag scorewill becalculated.

Conductingthetestingis straightforvard whendataare not disguisedput it is a non-trivial taskwhen
the testingdatasetis disguised.Imagine,whenwe choosea recordfrom the testingdataset,computea
predictedclasslabel usingthe decisiontree,andfind out thatthe predicatedabel doesnot matchwith the
records actuallabel, canwe saythis recordfails the testing?If the recordis a true one,we canmale that
conclusionput if therecordis afalseone(dueto therandomization)ywe cannot.How canwe computethe
accurag scoreof thedecisiontree?

We alsousetherandomizedesponsgechniqueto computetheaccurag score.For simplicity, we only
describenow to conducttestingusingthethree-groupgchemesinceone-groupandtwo-groupschemesire
specialcase®f three-groupscheme) We usean exampleto illustratehow we computethe accurag score.
Assumethe numberof attributesis 5, andthe probabilityd = 0.8. Totestarecord(A; = 1, A, =0, A3 =
1,A4 = 0,45 = 1) (denotedby 10101), with A; and A» belongingto group 1, As belongingto group
2,and A4 and As belongingto group3, we feed10101, 10110, 10001, 10010, 01101, 01110, 01001, and
01010 to the decisiontree. We know oneof the class-labepredictionresultis true, but don’t exactly know
which one.However, with enoughtestingdata,we canestimatehetotal accurag score gventhoughwe do
notknow which testcaseproduceghe correctpredictionresult.

Using the (disguised)testing dataset S = 515253, we constructother datasetsS; 5253, 515253,
515953, 815953, 515253, 515253, 515253, and 515553 by reversingthe correspondingraluesin S,
S, and S3 (change) to 1 and1 to 0). Notethateachrecordin S; (for i € [1,2,3]) is the oppositeof the
correspondingecordin S;. We saythat.S; is the oppositeof the dataset.S;. Similarly, we definel; asthe
original undisguised testingdataset,andU; asthe oppositeof U;.

Let P*(ccc) bethe proportionof correctpredictionsfrom testingdataset.S; 52 Ss, P*(¢cc) bethe pro-
portionof correctpredictionsrom testingdatasetS; S».Ss, - - -, P*(cee) betheproportionof correctpredic-
tionsfrom testingdatasetS;.52.53. Similarly, let P(cec) bethe proportionof correctpredictionsfrom the
original undisguised datasetU;U,Us, P(ecc) bethe proportionof correctpredictionsfrom U, UsUs, - - -,
P(cce) betheproportionof correctpredictionsfrom U, UsUs. P(ccc) is whatwe wantto estimate.

BecauseP*(ccc), P*(¢ce), --- and P*(cee) consistof contrikutions from P(ccce), P(¢cc), --- and
P(cce), we have thefollowing formula:
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where M3 is definedin EQ.(8). P*(ccc), P*(ccc), --- and P*(ecc) canbe obtainedfrom testingdataset
5155853, 515253, - - - and S7.5,55. By solvingthe above formula, we canget P(ccc), theaccuray scoreof
testing.

4.7 Partial Disguise

It is possiblein somecaseghatonly a subsebf the attributesare sensitve, or maybejust one attribute is

sensitve. In this casedisguisingall of theattributesin eachgrouptogethercanbe dangerouskor example,
if it is fairly easyto find outwhethera subjectis maleor female ,we shouldnot disguisethe gendemattribute
togethemwith the sensitve attributes,becausarnyonecanderive the valuesof the sensitve attributesbased
on the valuesof aninsensitve attribute if they aredisguisedn the sameway. To solwe this problem,we

shouldjust disguisethe sensitve attributes. Our describednethodcanbe easilyadjustedo dealwith this

situation.

4.8 Extension

In this paperwe considerthe casesvhereeachindividual providesasinglerecordto the databasehut there
arecaseswhenanindividual itself is a databasewner, andit cancontribute multiple recordsto the new
databaselor example this couldhapperwhenseseralcompaniesvantto combinetheir databasesgether
to form a muchbiggerdatabasewhich is thenusedfor datamining computations.Whenthe numberof
collaboratorss not big, therearesolutionsthatcanproduceaccuratedatamining results[6, 15]. Although
this problemis not our focus, the solutionto the problemdescribedn this papercanbe easilyextendedto
solve theabove problem.

Thetechniquesiescribedn this papercanbe alsoextendedto otherdatamining computationsyhere
the computationsare basedon aggrejate valuesof data. For example,we can usethe sametechniques
to conductthe associatiorrule mining on the disguiseddata. Furtherstudieson this extensionwill be
conductedn thefuture.

5 Experimental Results

To evaluatethe effectivenessof our multi-group randomizedresponsedechniqueson building a decision
treeclassifier we compareheclassificatioraccurag of our multi-groupschemaewith the original accurag,
whichis definedasthe accurag of the classifieinducedfrom the original data.

5.1 Data Setup

We conductexperimenton threereallife datasets.We obtainthe datasetsfrom the UCI MachineLearning
Repository. The first dataseis called Adult which wasusedin [4]. The original ownersof the dataset

3ftp://ftp.ics.uci.edu/pub/machine-learning-databases
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Tablel: The Summaryof DataSets

DataSetName Adult Breast-Cancer | Congressional-dting
Numberof Attributes 14 10 16
Numberof Records 48,842 786 435

is US CensusBureau. The datasetwasdonatedby Ronry Kohavi andBarry Becler in 1996. It contains
48842instanceswith 14 attributes(6 continuousand 8 nominal) and a label describingthe salarylevel.

Predictiontaskis to determinewhethera persons incomeexceeds$50k/yearbasedon censusdata. We

usedfirst 10,000instancesn our experiment. The seconddatasetis called Breast-Cancer. The original

ownersare National Institute of Diabetesand Digestive andKidney Diseaseslt camefrom University of

WisconsinHospitals. The donorof this datasetis Dr. William H. Wolberg. It has699instanceswith 10

attributes. Predictiontaskis to decidewhethera personis benignor malignant. The third dataset,which

has435instanceswvith 16 attributes,is 1984 United StatesCongressional-\oting Records.It wasdonated
by Jef Schlimmer We summarizedatasetsin tablel.

We modified the ID3 classificaitonalgorithmto handlethe randomizeddatabasedon our proposed
methodsWe run this modifiedalgorithmontherandomizedata,andbuilt a decisiontree.We alsoapplied
the D3 algorithmto the original datasetandbuilt the otherdecisiontree.We thenappliedthe sametesting
datato bothtrees.Our goalis to comparehe classificatioraccurag of thesetwo trees.Obviously we want
theaccuray of the decisiontreebuilt basedon our methodto be closeto the accurag of the decisiontree
built from thelD3 algorithm.

5.2 Experimental Steps

Our experimentsconsistof thefollowing steps:

Preprocessing: Sincewe assumethat the dataset containsonly binary data, we first transformedthe
original non-binarydatato the binary We split the value of eachattribute from the medianpoint of the
rangeof the attribute. After preprocessingye dividedthe datasetsinto atrainingdataset D andatesting
datasetB. Notethat B will beusedfor comparingour resultswith thebenchmarkesults;it is not usedfor
treepruningduringthetreebuilding phase.

We conductthe experimentdor threeschemesin the experimentsfor the one-groupschemeye treat
all thedataasonedataset;for thetwo-groupshcemewe randomlysplit thewhole datasetinto two groups;
andfor thethree-grougschemewe randomlysplit thewhole datasetinto threegroups.

Benchmark: WeuseD andtheoriginal ID3 algorithmto build adecisiontreeT’p; we usethedatasetB to
testthe decisiontree,andgetanaccurayg score.We call this scorethe original accurag (or thebenchmark
score).

0 Selection: For ¢ = 0.0,0.1, 0.2, 0.3, 0.4, 0.45, 0.51, 0.55 0.6, 0.7, 0.8, 0.9, and 1.0, we conductthe
following 4 steps:

1. Randomizationfor the one-groupschemewe createa disguiseddataset. For eachrecordin the
trainingdataset D, we generatea randomnumberr from 0 to 1 usinguniform distribution. If » < 0,
we copy therecordto G without ary change;if » > 6, we copy the oppositeof the recordto G,
namelyeachattribute value of the recordwe put into G is exactly the oppositeof the valuein the
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original record.We performthis randomizatiorstepfor all therecordsin thetrainingdatasetD and
generatehe new datasetG. For the two-groupandthree-groupschemewe randomlysplit D into

two or threegroups,and conductthe above randomizationfor eachgroup, finally obtaindisguised
datasetG. Note that the randomnumbersusedfor differentgroupsshouldbe independento each
other

2. TreeBuilding: We usethe datasetG andour modifiedID3 algorithmto build a decisiontreeT.
3. Testing:We usethedatasetB to testT;, andwe getanaccurag scores.

4. RepeatingWerepeattepsl-3for 50times,andgetSs, . . ., S5o. Wethencomputethe meanandthe
varianceof theseb0 accurag scores.

Plot of Means For Three Schemes-—Adult Dataset Plot of Variance For Three Schemes——Adult Dataset
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Figure3: TheResultsOn The Adult DataSet

5.3 The ResultAnalysis
5.3.1 The Analysis of Mean

Fig. 3(a), 4(a), and 5(a) shavs the meanvaluesof the accurag scoresfor Adult, Breast-Cancer, and
Congression-\Voting datasetsrespectiely. In eachfigure, we combinethree schemedogether We can
seefrom thefiguresthatwhenf = 1 andf = 0, theresultsare exactly the sameasthe rasultswhenthe
original ID3 algorithmis applied. This is becausavhend = 1, the randomizeddatasetsare exactly the
sameas the original dataset D; whend = 0, the randomizeddatasetsare exactly the oppositeof the
original datasetD. In both casespur algorithmproduceghe accurateresults(comparingto the original
algorithm),but privacy is not preseredin eithercasebecausanadwersarycanknow therealvaluesof all
the recordsprovided that he/sheknows the § value. Within the samegroupschemewhenf movesfrom
1 and0 towards0.5, the meanof accurag hasthe trend of decreasinglthoughthereare someoutliers'.
When§ is around0.5, the meandeviatesa lot from the original accurag score. For eachrandomization

“We will furtheranalysethesepointin thefollowing.
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Plot of Variance For Three Schemes—-Cancer Dataset
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Figure4: TheResultsOn The Breast-CancebataSet

level 9, the meanof theaccuray decreasavith the numberof groupincreasing.Fig. 6 provide a snapshot
of therelationshipbetweernthe meanof the accurag andthe numberof groupsandé basedon adult data
set. We canseefrom this figure that with the numberof groupincreasingand é approachingo 0.5, the
meanof accurag decreasesgsndwith the numberof groupsdecreasing@ndé deviating from 0.5, themean
of accurag increases.

We needalsopoint outthatthe resultson the Congressional-\oting datasetis notasgoodastheresults
on the othertwo datasets. The possiblereasonis thatthe numberof recordsin the Congressional-Voting
datasetis only 435, which is notlarge enoughfor achiezing accurateestimations.

5.3.2 The Analysis of Variance

Fig. 3(b), 4(b), 5(b) shavsthevariance®f theaccurag scoredor Adult, Breast-Cancer, andCongression-
\oting datasetsrespectiely. We also combinethe resultsfor three schemegogether Within the same
schemewhen movesfrom 1 and0 towards0.5, the degree of randomnesén the disguiseddatais in-
creasedthevarianceof the estimatiorusedin our methodboecomedarge. Therearetwo sourceswhich may

contributeto thevariance.

1. Thewithin-group variancewhich is contributedby the variancewithin eachgroup. Especiallywhen
the randomizationlevel is different, the within-group variancewill be different. When 9 is near
0.5, therandomizatiorievel is muchhigherandtrue informationaboutthe original datasetis better
disguised,in otherwords, moreinformationis lost; thereforethe varianceis much larger thanthe
casewhen@ is not around0.5. This is actuallywhatwe have predicted. We usea simple example
to illustratewhy this happens Assumewe have just oneattribute, with 90% of 1'sand10% of 0's.
If we choosef = 0.5, accordingto our randomizationrscheme the disguiseddatasetwill contain
90% * 0.5 + 10% = 0.5 = 50% of 1's andanother50% of 0’s. If we changethe distributionto 10%
of 1's and90% of 0’s, we getthe sameresults. This meanswhenfd = 0.5, informationaboutthe
datadistribution is lost. Thatis why whend closesto 0.5 the accuray becomesvery low®, andthe

>Note,0.5is averylow accurag, becauséf onejustrandomlyguessetheclasslabel,1 out2 guessewill becorrectif we have
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Plot of Means For Three Schemes---Voting Dataset
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Figure5: TheResultsOn The Congressional-dting DataSet

variancebecomevery large.

2. The between-groups variancewhich is causedy the variancebetweengroups. As the resultsshow,

with thenumberof groupsincreasingthevarianceancreasesThereasoris thatrandomizatiorprocess
is conductedndependentlyor differentgroups.

5.3.3 PrivacyAnalysis

We conductprivagy analysisfrom two aspects:oneis the casewherewe fix the schemethe otheris the
casewherewe fix 6 value. For thefirst casewhend = 1 , we discloseeverythingaboutthe original data
set.When@ is away from 1 andapproacheto 0.5, the privacy level of the datasetincreasesOur previous
exampleshaws that for a single attribute, when @ is closeto 0.5, the datafor a single attribute become
uniformly distributed. Onthe otherhand,whené = 0, all thetrueinformationaboutthe original datasetis

revealed.When# is moving toward0.5, theprivagy level is enhancingFor thesecondtasewith thenumber

of groupsincreasingtheprivagy level increasesincerandomizatiorprocesss conductedndependentlyor
differentgroups.

5.3.4 Summary

Our resultson the threereal life datasetsindicatethat the multi-group randomizedresponseechniques
canbe utilized for privagy-preservingdecisiontree classification. When 6 is 0 or 1, which providesall
the trueinformation,the accurag of the treeis the highestandthe privacy level of the datais the lowest.
When 6 is away from O(or 1) and approacheso 0.5, the accurag of the tree decreaseandthe privacy
level of the dataincreases.On the otherhand,whenthe numberof groupsincreasesthe privagy level of
dataincreasesut the accurag of treedecreasesln practice,we canadjustthe privacy level andthetree
predictionaccurag level by modifying 6 valueandthe numberof groups.We needto point out thatwhen

justtwo classlabels.Thereforeaventherandomguesscanachieve accurag of 0.5.
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The Relation Between Accuracy and The number of Groups and 8 (Adult Data Set)
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Figure6: TheRelationBetweenAccuragy andThe Numberof Groupsandfd

0 = 0.5, therelatedmodelcannotbe applied,andothertechniquesuchasrandomizedesponséechniques
usingthe Unrelated-Question modelmaybe employed.

6 Conclusionand Futur e Work

In this paperwe have presenteéd multi-groupschemdor building decisiontreeclassifierdasednrandom-
izedresponsgechniquesOur methodconsistof two parts:thefirst partis the multi-groupdatadisguising
techniqueusedfor datacollection;the secondpartis the modified D3 algorithmfor decisiontreebuilding,
which is usedfor building a classifierfrom the disguiseddata,basedon our proposednulti-groupscheme.
We presente@xperimentaresultsthatshav theaccurag of thedecisiontreebuilt usingour algorithm.Our
resultsshav thatwhenwe selectthe randomizatiorparameter) from [0.55, 1] and [0, 0.45] for one-group
scheme0.7, 1] and[0, 0.3] for two andthree-groupschemeswe canobtainfairly accuratedecisiontrees
comparingto thetreesbuilt from the undisguisediata.deally, we cansplit the datasetto N groupswhere
N is the total numberof attributesin the whole dataset. As our experimentsshavs, with the numberof
groupsincreasingtheaccurag level decreaseandthe privagy level increasesin our future work, We will
apply our techniqueto othertypesof datamining. We will alsoextendour solutionto datasetsconsisting
of non-binarydatatypes.
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