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Abstract

Privacy is an importantissuein datamining andknowledgediscovery. In this paper, we describea
specificprivacy preservingdataminingproblem:Company C wantsto collectdatafrom its customersto
form adatasetfor dataminingpurpose.For thedatacollection,C sendsoutasurvey containingasetof
questions;eachcustomerneedsto answerthosequestionsandsendsbacktheanswers.However, because
thesurvey containssensitive questions,not every userfeelscomfortableto disclosehis/heranswersto
thosequestions;how could we develop a methodsuchthat C cannotfind out any customer’s actual
answers,while still beingableto derive reasonablyaccuratedatamining results?

Weproposeto usetherandomizedresponsetechniquesto conductthedatacollection.Suchamethod
addscertaindegreeof randomnessto the answersto prevent the datacollector from learningthe true
information. In order to enhancethe privacy level, we proposea multi-group schemein which the
customerspartitionall their answersinto multiple groups,andfor differentgroups,they randomizedata
separately. We thenpresenta methodto build decisiontreeclassifiersfrom thedisguiseddatabasedon
themulti-groupscheme.Finally we comparetheaccuracy of our decisiontreewith theonebuilt from
the original undisguiseddata. Our resultsshow that althoughthe dataaredisguised,our methodcan
still achieve fairly high accuracy. We alsoshow how the parametersusedin our randomizedresponse
techniquesaffect theaccuracy of theresults.

Keywords: privacy, security, decisiontree,datamining, randomizedresponse

1 INTRODUCTION

Datamining hasemergedasa meansfor identifying patternsandtrendsfrom a largeamountof data[10].
To conductdatamining computations,we needto collectdatafirst. Without privacy concerns,datacanbe
directly collected.However, becauseof privacy concerns,somepeoplemight decideto selectively divulge
information,or give falseinformation,or simply refuseto discloseany informationat all. A survey was
conductedin 1999 [5] to understandInternetusers’attitudestowardsprivacy. The result shows ����� of
respondentsare privacy fundamentalists,who are extremely concernedaboutany useof their dataand
generallyunwilling to provide their data,evenwhenprivacy protectionmeasureswerein place.However,��� � of respondentsareapragmaticmajority, whoarealsoconcernedaboutdatause,but arelessconcerned
thanthefundamentalists;theirconcernsareoftensignificantlyreducedby thepresenceof privacy protection
measures.The remaining 	���� aremarginally concernedandaregenerallywilling to provide dataunder
almostany condition,althoughthey oftenexpressedamild generalconcernaboutprivacy. Accordingto this
survey, providing privacy protectionmeasuresis akey to thesuccessof datacollection.
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1.1 Privacy-Preserving Data Mining Problem

Therearemany waysto collect data. Oneway is to collect datausingtransactionrecordsof users.This
canbe donewithout users’knowledge,andthey have no control over what informationcanbe collected.
Anotherway to collect datais to solicit users’responsesvia surveys, for example,usersmight be asked
to ratecertainproducts,or they might be asked whetherthey have alcoholaddictionproblem,andso on.
Thecollecteddatawill beput into a database.Although thesecondapproachgivesusersthecontrolover
whetherthey wantto disclosetheir informationor not,privacy concernsmighthindertheusersfrom telling
thetruthor respondingatall. How can we improve the chance to collect more truthful data that are useful for
data mining while preserving users’ privacy? How can users contribute their personal information without
compromising their privacy?

Oneway to achieve privacy is to useanonymoustechniques[1, 12, 13], which allow usersto disclose
their personalinformation without disclosingtheir identities. The biggestproblemof using anonymous
techniquesis that thereis no guaranteeon thequality of thedataset. A malicioususer(e.g.,a competing
company) couldsendagreatdealof randominformationto thedatabaseandrenderthedatabaseuseless,or
a company couldsenda lot of made-upinformationto thedatabasewith thegoalof makingtheir products
themostfavorableones.Thesepotentialattackscouldall renderthedatabaseuseless.If thecommunication
is reallyanonymous,it is difficult for thedatabaseownerto controlthequalityof thedata.To guaranteethe
quality, it is importantfor thedatabaseownerto verify theidentitiesof thedatacontributors.

Anotherway to achieve privacy is to let eachuserdisguiseor randomizetheir data,suchthat thedata
collectorcannotderive the truthful informationaboutanuser’s privateinformation. Thechallengeis how
to conductdatamining from thedisguiseddata?To addressthis challenge,we first proposethe following
computingmodel:Themodelconsistsof adatacollectionstepandacomputationstep.In thedatacollection
step,eachuserutilizescertaintechniquesto disguisehis/herdata,thensendsthedisguiseddatato thecentral
place;thecentralplaceshouldnot beableto find out any user’s actualdatawith probabilitiesbetterthana
pre-definedthreshold.In thecomputationstep,thecentralplaceconstructsa databaseusingthedisguised
data,andconductsdatamining computationson this database.The goal of the centralplaceis to derive
usefulinformation(or knowledge)out of this disguiseddatabase.In this paper, we particularlyfocuson a
specificdatamining computation,thedecision-treebasedclassification,namelywe wantto find out how to
build decisiontreeclassifierswhenthedatain thedatabasearedisguised.
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1.2 Outline of Our Solution

We proposeto usetheRandomized Response techniquesto solve theprivacy-preservingdatamining prob-
lem. The basicideaof randomizedresponseis to scramblethe datain sucha way that the centralplace
cannottell with probabilitiesbetterthana pre-definedthresholdwhetherthedatafrom a customercontain
truthful informationor falseinformation. Although informationfrom eachindividual useris scrambled,if
the numberof usersis significantly large, the aggregateinformationof theseuserscanbe estimatedwith
decentaccuracy. Suchpropertyis usefulfor decision-treebasedclassificationsinceit is basedonaggregate
valuesof adataset,ratherthanindividualdataitems.

Onesolutionwasproposedto solve theprivacy-preservingdatamining problemusingtheRandomized
Response techniques[7]. Wecall thissolutiontheone-groupscheme,in which,userseithersendthetruthful
answersto all thosequestionsor sendtheanswersthatareexactly oppositeto their truthful answersfor all
thequestions.Namely, if thevaluefor oneattributein arecordis true,thenthevaluesfor theotherattributes
in thesamerecordarealsotrue.Thus,onceanadversarysomehow knowswhetherdataprovider tellsatruth
or not for only oneattributefor somerecord,he/shecanobtainall thetruevaluesaboutthis record.This is
notadesirablepropertybecausein practice,dueto thehintsfrom othersources,theprobabilityof obtaining
the valuesof someattributesis very high. For example,somepublic universitiespublish the statistical
informationabouttheir faculty’sannualsalary. Fromthepublisheddata,theadversaryknowsthatthesalary
of all theprofessorsin theseuniversitiesis greaterthansomevalue(e.g.,$40,000).We assumethatsome
surveyeescomefrom theseuniversitiesandoneof thesensitive questionsis to askwhetherthesurveyee’s
annualsalaryis morethan$40,000.If someprofessor’s responseis no, theadversaryimmediatelyknows
thathe/sheis telling a lie, sothetrueanswersfor otherattributescanbeeasilyderived.

To furtherpreservedata’sprivacy, weproposeamulti-groupscheme,in whichwepartitionthesetof the
attributesinto a numberof groups(themodelis depictedin Fig. 1.); we thenusetherandomizedresponse
techniquesto randomizeeachgroup independently. For example,we can partition � attributesinto �
groups(we call this scheme� -groupscheme),with eachgroupcontainingonly oneattribute. For each
group(or eachattribute in this situation),usersrandomlydecidewhetherto discloseits true value(with
probability � ) or to disclosethe falsevalue(with probability �! "� ). The usersrepeatthis processfor all
groups;therandomdecisionsareindependentfor eachgroup.

This � -groupschemeis very securebecausethevalueof eachattributeis independentlydisguised.An
adversarycannotguessan user’s correctanswerto any specificquestionwith a probability betterthan � .
Evenif onevalueis disclosed,othervaluesarestill hidden.To correctlyguessall thevaluesfor eachrecord,
theprobabilityis ��# (where� is thenumberof attributes).When � is big, theprobabilitybecomesalmost
zero.Howeverwhen � is large,theaccuracy of thedataminingcomputationsmightbecometo low.

A compromisebetweentheone-groupschemeandthe � -groupschemeis to partitiontheattributesto$
( �&% $ %'� ) groups.For eachgroup,usersselecta randomnumber� , thenbasedon � , they decide

whetherto disclosethetruevaluesor falsevaluesfor all theattributesin thisgroup(thedecisionis thesame
for the attributesin the samegroup,but decisionsfor differentgroupsareindependent).By selectingan
appropriatevalueof

$
, wecanachieveabalancebetweenprivacy andaccuracy.

Therestof thepaperis organizedasthefollowing: wediscussrelatedwork in Section2. In Section3,we
briefly describehow randomizedresponsetechniqueworks. Thenin section4, we describehow to modify
the ID3 algorithmto build decisiontreeson randomizeddata. In Section5, we describeour experimental
results.Wegiveourconclusionin Section6.

2 RelatedWork

Agrawal andSrikantproposeda schemefor privacy-preservingdatamining usingrandomperturbation[2].
In their scheme,a randomnumberis addedto the valueof a sensitive attribute. For example,if (*) is the
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valueof a sensitive attribute, ( ),+.- , ratherthan ( ) , will appearin thedatabase,where- is a randomvalue
drawn from somedistribution. Thepapershows that if therandomnumberis generatedwith someknown
distribution (e.g.,uniformor Gaussiandistribution), it is possibleto recover thedistributionof thevaluesof
thatsensitive attribute. Assumingindependenceof theattributes,thepaperthenshows thata decisiontree
classifiercanbebuilt with theknowledgeof distributionof eachattribute.

Ourwork is actuallymotivatedby thispaper. Thedifferencebetweenourwork and[2] is thatthescheme
in [2] worksonly whentheattributesareindependent;if someattributesaredependent,distribution is not
sufficient for building a decisiontreeclassifierbecausethe distribution of eachattribute doesnot capture
the correlationamongattributes. Our proposedapproachtakesthis into consideration;we usea different
approach,therandomizedresponsetechniques[17], to disguisedata.

Evfimievski etal. proposedanapproachto conductprivacy preservingassociationruleminingbasedon
randomizedresponsetechniques[8]. Althoughour work is alsobasedon randomizedresponsetechniques,
therearetwo significantdifferencesbetweenour work andtheir work: first, our work dealswith classifica-
tion, insteadof associationrulemining. Second,in their solution,eachattributeis independentlydisguised.
Whenthenumberof attributesbecomeslarge, thedataquality will degradevery significantly. To address
this problem,we proposea group-orientedrandomizationscheme,in which we divide all theattributesto
a numberof groups,andattributesin a grouparedisguisedin the sameway, but attributesfrom different
groupsaredisguisedindependently. Ourgoalis to achieveabetterbalancebetweendataqualityandprivacy.

Anotherapproachto achieve privacy-preservingdatamining is to useSecureMulti-party Computation
(SMC) techniques[9, 18, 19]. Several SMC-basedprivacy-preservingdatamining schemeshave been
proposed[6, 11,15,16]. Thesestudiesmainly focusedon two-partydistributedcomputing,andeachparty
usuallycontributesasetof records.Althoughsomeof thesolutionscanbeextendedto solveourproblem(/
partyproblem),theperformanceis notdesirablewhen/ becomeslarge. In ourproposedresearch,wefocus
on centralizedcomputing,andeachparticipantonly hasonerecordto contribute.All recordsarecombined
togetherinto a centraldatabasebeforethecomputationsoccur. In our work, thelargerthevalueof / is, the
moreaccuratetheresultswill be.

Interestingly, thesolutionsfrom ourwork canbeeasilyextendedto solvethetwo-party(or even / -party)
privacy preservingdatamining problemsusing the following scheme:oneparty 0 usesthe randomized
responsetechniquesto disguiseits data,thensendsthedisguiseddatasetto theotherparty 1 . 1 combines
A’s disguiseddatasetsandhis own datasetinto a hybrid one,partof which consistsof disguiseddataand
theotherpartconsistsof truedata. 1 thenconductsdataminingusingthisdataset.Ourproposedtwo-group
schemecanbeeasilyappliedto this situation.

SMC-basedsolutionsgenerateexactly the sameresultsas their correspondingnon-securesolutions
(thosewithout consideringprivacy concerns),but with a degradationin performancewhereasour work
achievesanacceptablebalancebetweenaccuracy andperformance.

3 RandomizedResponse

Randomized Response (RR) techniquesweredevelopedin thestatisticscommunityfor thepurposeof pro-
tectingsurveyees’privacy. We briefly describehow RR techniquesareusedfor single-attributedatabases.
In thenext section,weproposeamulti-groupschemeto useRRtechniquesfor multiple-attributedatabases.

Randomized Response techniqueswerefirst introducedby Warner[17] in 1965asa techniqueto solve
the following survey problem: to estimatethe percentageof peoplein a populationthat hasattribute 0 ,
queriesaresentto a groupof people.Sincetheattribute 0 is relatedto someconfidentialaspectsof human
life, respondentsmay decidenot to reply at all or to reply with incorrectanswers.Two models,Related-
Question Model andUnrelated-Question Model, have beenproposedto solve this survey problem. In this
paper, weonly describethefirst one.
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In Related-Question Model, insteadof askingeachrespondentwhetherhe/shehasattribute 0 , the in-
terviewer askseachrespondenttwo relatedquestions,theanswersto which areoppositeto eachother[17].
For example,thequestionscouldbe like thefollowing. If thestatementis correct,therespondentanswers
“yes”; otherwisehe/sheanswers“no”.

1. I have thesensitiveattribute 0 .

2. I donothave thesensitiveattribute 0 .

Respondentsusea randomizingdevice to decidewhich questionto answer, without letting the inter-
viewer know which questionis answered. The randomizingdevice is designedin sucha way that the
probabilityof choosingthefirst questionis � , andtheprobabilityof choosingthesecondquestionis �2 3� .
Although the interviewer learnsthe responses(e.g.,“yes” or “no”), he/shedoesnot know which question
wasansweredby the respondents.Thusthe respondents’privacy is preserved. Sincethe interviewer’s in-
terestis to gettheanswerto thefirst question,andtheanswerto thesecondquestionis exactly theopposite
to theanswerfor thefirst one,if therespondentchoosesto answerthefirst question,we saythathe/sheis
telling thetruth; if therespondentchoosesto answerthesecondquestion,wesaythathe/sheis telling a lie.

To estimatethepercentageof peoplewhohastheattribute 0 , wecanusethefollowing equations:465�7 098;:=<�>�?@8 4A7 0B8;:=<�>�?DC�� + 4A7 0B8;/FEG?DC 7 �2 H��?465�7 098;/FEG? 8 4A7 0B8;/FEG?DC�� + 4A7 0B8;:=<�>�?DC 7 �2 H��? (1)

where
4 5 7 098;:=<�>�? (resp.

4 5 7 098;/FEG? ) is theproportionof the“yes” (resp.“no”) responsesobtainedfrom
thesurvey data,and

4A7 0I89:,<�>�? (resp.
4A7 0J8B/KEL? ) is theestimatedproportionof the“yes” (resp.“no”)

responsesto the sensitive questions.Getting
4A7 0M8N:=<�>�? and

4A7 0O8N/KEG? is the goal of the survey. By
solvingtheabove equations,we canget

4A7 098P:=<�>�? and
4A7 0B8;/KEG? if �RQ8TSU . For thecaseswhere �A8VSU ,

we canapplyUnrelated-Question Model wheretwo unrelatedquestionsareaskedwith theprobability for
oneof thequestionsis known.

4 Building Decision Tree classifiers Using Multi-Gr oup Randomized Re-
sponseTechniques

Therandomizedresponsetechniquesdiscussedin Section3 consideronly oneattribute. However, in data
mining, datasetsusuallyconsistof multiple attributes;finding the relationshipamongtheseattributesis
oneof the major goalsfor datamining. Therefore,we needthe randomizedresponsetechniquesthat can
handlemultiple attributeswhile supportingvariousdatamining computations.Work hasbeenproposedto
dealwith surveys that containmultiple questions[3, 14]. However, their solutionscanonly handlevery
low dimensionalsituation(e.g.,dimension= 2), andcannotbeextendedto solve datamining problems,in
which the numberof dimensionsis usuallyhigh. We have developeda multi-grouprandomizedresponse
technique(MRR) to dealwith multipleattributes.

4.1 Notations

In this work, we assumedataarebinary, but the techniquescanbe extendedto categorical data. Suppose
thereare � attributes( 0 S , W�W�W , 0 # ) in a dataset. Let X representany logical expressionbasedon those
attributes(e.g., XY8 7 0 S 8Z��?\[ 7 0 U 8T]�? ); let X denotethe logical expressionthat reversesthe 1’s inX to 0’s and0’s to 1’s; we call X the oppositeof X . For example,for the X in the previous example,XJ8 7 0 S 8^]�?,[ 7 0 U 8^��? .
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Let
465�7 X_? be the proportionof the recordsin the whole disguised dataset that satisfy X`8badcdedf .

Let
4A7 X_? be the proportionof the recordsin the whole undisguised dataset that satisfy Xb8Madcgedf (the

undisguiseddatasetcontainsthe true data,but it doesnot exist).
465�7 X_? canbe observed directly from

thedisguiseddata,but
467 X_? , theactualproportionthatwe areinterestedin, cannotbeobserved from the

disguiseddatabecausetheundisguiseddatasetis notavailableto anybody;wehave to estimate
4A7 X_? . The

goalof MRR is to find away to estimate
4A7 X_? from

465�7 X_? .
In ourmulti-groupscheme,wealsodivideeachexpressionX to multiplesub-expressions.For example,

in a three-groupscheme,wewrite XJ8^X S X U XFh , where X ) containsonly theattributesin thegroupi .
4.2 One-Group Scheme

In theone-groupscheme,all theattributesareput in thesamegroup,andall theattributesareeitherreversed
togetheror keepingthesamevalues.In otherwords,whensendingtheprivatedatato thecentraldatabase,
userseither tell the truth aboutall their answersto the sensitive questionsor tell the lie aboutall their
answers.The probability for the first event is � , and the probability for the secondevent is �_ I� . For
example,assumean user’s truthful valuesfor attributes 0 S , 0 U , and 0 h are ����] . The usergeneratesa
randomnumberfrom 0 to 1; if thenumberis lessthan � , he/shesends����] to thedatacollector(i.e., telling
the truth); if thenumberis biggerthan � , he/shesends]�]�� to thedatacollector(i.e., telling lies aboutall
thequestions).Becausethedatacollectordoesnot know therandomnumbergeneratedby users,thedata
collectorcannotknow whetherdataprovider tells the truth or a lie. To simplify our presentation,we use4A7 ����]�? to represent

4A7 0 S 8^�\[j0 U 8^�\[k0lhA8^]�? , 4A7 ]�]���? to represent
4A7 0 S 8^]\[k0 U 8^]m[j0lh!8n��? 1.

Becausethe contributions to
4 5 7 ����]�? and

4 5 7 ]�]���? partially comefrom
4A7 ����]�? , andpartially come

from
4A7 ]�]���? , wecanderive thefollowing equations:465�7 ����]�?@8 4A7 ����]�?DC�� + 4A7 ]�]���?DC 7 �o 3��?4 5 7 ]�]���?@8 4A7 ]�]���?DC�� + 4A7 ����]�?DC 7 �o 3��? (2)

By solvingtheaboveequations,wecanget
4A7 ����]�? , theinformationneededto build adecisiontree.The

generalmodelfor theone-groupschemeis describedin thefollowing:4 5 7 X_?@8 4A7 X_?,C�� + 467 X_?DC 7 �2 H��?465�7 X_?@8 4A7 X_?,C�� + 467 X_?DC 7 �2 H��? (3)

Usingthematrix form, let
$ S denotethecoefficiency matrix of theaboveequations,then465�7 X_?4 5 7 X_? 8 $ S

4A7 X_?4A7 X_? pBqkr < - < $ S 8 � 7 �2 H��?7 �2 H��? � (4)

4.3 Two-Group Scheme

In the one-groupscheme,if the interviewer somehow knows whetherthe respondentstell a truth or a lie
for oneattribute,he/shecanimmediatelyobtainall the truevaluesof a respondent’s responsefor all other
attributes.To improve data’s privacy level, dataprovidersdivide all theattributesinto two groups2. They
thenapplytherandomizedresponsetechniquesfor eachgroupindependently. For example,theuserscantell
the truth for onegroupwhile telling the lie for theothergroup. With this scheme,even if the interviewers
know information aboutone group, they will not be able to derive the information for the other group
becausethey aredisguisedindependently.

1“ s ” is thelogicaland operator.
2All thedataprovidersshouldgrouptheattributesin thesameways(e.g.,oneuserletsattribute t2u andtwv to bein thegroup1,

thenotherusersalsolet attribute t2u andtov to bein thegroup1).
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To show how to estimate
467 X S X U ? , we look at all thecontributionsto

465�7 X S X U ? . Therearefour parts
thatcontributeto

4_5�7 X S X U ? :
1.
4A7 X S X U ? : userstell the truth aboutall theanswersfor bothgroups;theprobability for this event is� U .

2.
4A7 X S X U ? : userstell the truth aboutall theanswersfor group1 andtell the lie aboutall theanswers
for group2; theprobabilityfor this eventis � 7 �2 H��? .

3.
4A7 X S X U ? : userstell the lie aboutall theanswersfor group1 andtell the truth aboutall theanswers
for group2; theprobabilityfor this eventis

7 �2 H��?x� .
4.
4A7 X S X U ? : userstell the lie aboutall the answersfor both groups;the probability of this event is7 �2 H��? U .

We thenhave thefollowing equation:4 5 7 X S X U ?@8 467 X S X U ?,C�� U + 4A7 X S X U ?DC�� 7 �2 H��? + 4A7 X S X U ?DC�� 7 �2 H��? + 4A7 X S X U ?DC 7 �2 H��? U
Therearefour unknown variablesin the above equation(

4A7 X S X U ? , 4A7 X S X U ? , 4A7 X S X U ? , 4A7 X S X U ? ).
To solve theabove equation,we needthreemoreequations.We canderive themusingthesimilar method.
Thefinal equationsaredescribedin thefollowing:4 5 7 X S X U ?465�7 X S X U ?4 5 7 X S X U ?465�7 X S X U ?

8 $ U C
4A7 X S X U ?4A7 X S X U ?4A7 X S X U ?4A7 X S X U ?

p (5)

where
$ U is thecoefficiency matrix,and

$ U 8
� U � 7 �2 H��?@� 7 �o 3��? 7 �2 H��? U� 7 �2 H��? � U 7 �2 H��? U � 7 �2 H��?� 7 �2 H��? 7 �2 H��? U � U � 7 �2 H��?7 �o H��? U � 7 �2 H��?@� 7 �o 3��? � U

(6)

By solvingtheaboveequations,wecanget
4A7 X S X U ? .

4.4 Thr ee-Group Scheme

To furtherpreserve thedata’s privacy, we canpartition theattributesinto threegroups,anddisguisedeach
groupindependently. Themodelcanbederivedusingthesimilar way aswe did for the two-groupmodel.
Themodelfor thethree-groupschemeis asfollows:465�7 X S X U XKh�?4 5 7 X S X U X h ?465�7 X S X U XKh�?4 5 7 X S X U X h ?465�7 X S X U XKh�?4 5 7 X S X U X h ?465�7 X S X U XKh�?4 5 7 X S X U X h ?

8 $ h C

4A7 X S X U XKh�?4A7 X S X U X h ?4A7 X S X U XFh4A7 X S X U X h ?4A7 X S X U XKh�?4A7 X S X U X h ?4A7 X S X U XKh�?4A7 X S X U X h ?
p (7)

where
$ h is thecoefficiency matrix and
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$ h 8

� h � U 7 �o H��?@� U 7 �2 H��?@� 7 �o H��? U � U 7 �2 H��?@� 7 �2 H��? U � 7 �2 H��? U 7 �2 H��? h� U 7 �2 H��? � h � 7 �2 H��? U � U 7 �2 H��?@� 7 �2 H��? U � 7 �2 H��? U 7 �2 H��? h � 7 �2 H��? U� U 7 �2 H��?@� 7 �2 H��? U � h � U 7 �2 H��?@� 7 �2 H��? U 7 �2 H��? h � U 7 �2 H��?@� 7 �2 H��? U� 7 �2 H��? U � U 7 �o H��?@� U 7 �2 H��? � h 7 �2 H��? h � 7 �2 H��? U � 7 �2 H��? U � U 7 �o H��?� U 7 �2 H��?@� 7 �2 H��? U � 7 �2 H��? U 7 �o H��? h � h � U 7 �2 H��?@� U 7 �2 H��?@� 7 �2 H��? U� 7 �2 H��? U � U 7 �o H��? 7 �2 H��? h � 7 �o H��? U � U 7 �2 H��? � h � 7 �2 H��? U � U 7 �o H��?� 7 �2 H��? U 7 �2 H��? h � U 7 �2 H��?@� 7 �o H��? U � U 7 �2 H��?@� 7 �2 H��? U � h � U 7 �o H��?7 �2 H��? h � 7 �2 H��? U � 7 �2 H��? U � U 7 �2 H��?@� 7 �2 H��? U � U 7 �2 H��?@� U 7 �2 H��? � h
(8)

Similar techniquescan be employed to extend the above schemesto four-group scheme,five-group
scheme,andso on. In this paper, we only describeour resultsfor up to three-groupschemebecausethe
undesirableperformancefor schemesbeyondthethree-groupschememakesthemnot very useful.We will
comparetheperformanceof variousschemesin Section5.

4.5 Building DecisionTrees

Classificationis oneof the formsof dataanalysisthat canbeusedto extractmodelsdescribingimportant
dataclassesor to predictfuturedata.It hasbeenstudiedextensively by thecommunityin machinelearning,
expert system,andstatisticsasa possiblesolution to knowledgediscovery problems. Classificationis a
two-stepprocess.First, a model is built given the input of training dataset which is composedof data
tuplesdescribedby attributes. Eachtuple is assumedto belongto a predefinedclassdescribedby oneof
the attributes,calledthe classlabel attribute. Second,the predictive accuracy of the model(or classifier)
is estimated.A testsetof class-labeledsamplesis usuallyappliedto themodel. For eachtestsample,the
known classlabelis comparedwith predictive resultof themodel.

The decisiontree is one of the classificationmethods. A decisiontree is a classdiscriminatorthat
recursively partitionsthe trainingsetuntil eachpartitionentirelyor dominantlyconsistsof examplesfrom
one class. A well known algorithm for building decisiontree classifiersis ID3 [10]. We describethe
algorithmbelow where y representsthetrainingsamplesand 0{z representstheattributelist:

ID3( y , 0{z )

1. CreateanodeV.
2. If y consistsof sampleswith all thesameclassC then returnV asa leafnodelabeledwith classC.
3. If 0{z is empty, then returnV asa leaf-nodewith themajority classin y .
4. Selecttestattribute(|_0 ) amongthe 0}z with thehighestinformationgain.
5. LabelnodeV with |_0 .
6. For eachknown value ~L) of |_0

(a) Grow abranchfrom nodeV for thecondition|_098^~L) .
(b) Let > ) bethesetof samplesin y for which |_098^~ ) .
(c) If > ) is emptythen attacha leaf labeledwith themajority classin y .

(d) Elseattachthenodereturnedby ID3( >�) , 0{z� �|_0 ).

Accordingto ID3 algorithm,eachnon-leafnodeof thetreecontainsa splitting point,andthemaintask
for building a decisiontreeis to identify anattribute for thesplitting point basedon the informationgain.
Informationgain canbe computedusingentropy. In the following, we assumethereare � classesin the
wholetrainingdataset. X2/=� - E���: 7 yK? is definedasfollows:
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X2/=� - E���: 7 yF?F8^ �
��� S

� ��� ��� � � p (9)

where
� � is therelative frequency of class� in y . Basedon theentropy, we cancomputethe information

gain for any candidateattributeA if it is usedto partition y :

� ~�i�/ 7 y p 0}?F8^X2/=� - E���: 7 yF?, ����� 7�� y
� �� y � X2/,� - E���: 7 y

� ?x? p (10)

where� representsany possiblevaluesof attributeA; y � is thesubsetof y for which attributeA hasvalue
v; � y � � is thenumberof elementsin y � ; � y � is thenumberof elementsin S.To find thebestsplit for a tree
node,wecomputeinformationgain for eachattribute.Wethenusetheattributewith thelargestinformation
gain to split thenode.

Whenthedataarenotdisguised,wecaneasilycomputetheinformationgain,but whenthedataaredis-
guisedusingthemulti-grouprandomizedresponsetechniques,computingit becomesnon-trivial. Because
we do not know whethera recordin thewholetrainingdatasetis trueor falseinformation,andwe cannot
know which recordsin thewholetrainingdatasetbelongto y . Therefore,we cannotdirectly compute� y � ,� y � � , Entropy( y ), or Entropy( y � ) aswhattheoriginal ID3 algorithmdoes.Wehave to useestimation.

0                                 1

Node V

0                             1

1

1

0

0

���
�������

���
���

�¡ 

Figure2: TheCurrentTree

We will show, as an example,how to computethe information gain for a tree node ¢ that satisfies7 0£)¤8¥��?}[ 7 0 � 8¦]�?}[ 7 0£§;8¦]�?}[ 7 0 � 8¦��? . For simplicity, we only show how to conductthese
computationsusingthe three-groupscheme.Without lossof generality, we assume0 ) and 0 � belongto
group1, 0£§ belongsto group2, and 0 � belongsto group3. Let y be the training datasetconsistingof
thesamplesthatbelongto node ¢ (i.e., all datasamplesin y satisfy

7 0 ) 8¨��?F[ 7 0 � 8¨]�?F[ 7 0 § 8©]�?F[7 0 � 8n��? ). Thepartof thetreethatis alreadybuilt at thispoint is depictedin Figure2.
To compute� y � , thenumberof elementsin y , let

9



X S 8 7 0£)ª8^��?D[ 7 0 � 8^]�?X S 8 7 0 ) 8^]�?D[ 7 0 � 8^��?X U 8 7 0£§«8^]�?X U 8 7 0£§«8^��?X h 8 7 0 � 8^��?XKh 8 7 0 � 8^]�?
(11)

4_5�7 X S X U XKh�? , 465�7 X S X U XKh�? , 465�7 X S X U XKh�? , 465�7 X S X U XFh�? , 465�7 X S X U XFh�? , 465�7 X S X U XKh�? , 465�7 X S X U XKh�? ,
and

4 5 7 X S X U X h ? canbe directly obtainedfrom the (whole) disguiseddataset. Feedingthe above terms
into Eq.(7) (when �¬Q8TSU ), we canobtain

4A7 X S X U XKh�? . Hence,we canget � y � 8 4A7 X S X U XFh�?Dm/ , where/
is thenumberof recordsin thewholetrainingdataset.

To computeX2/=� - E���: 7 yK? , weneedto compute
�2®

and
� S first (weassumetheclasslabelis alsobinary

for this example,andtheclasslabelis alsodisguised).Let

X S 8 7 0£)ª8^��?,[ 7 0 � 8^]�?D[ 7x¯6° ~g>�>}8^]�?X S 8 7 0 ) 8^]�?,[ 7 0 � 8^��?D[ 7x¯6° ~g>�>}8^��?X U 8 7 0£§_8n]�?D[ 7x¯6° ~d>�>{8^]�?X U 8 7 0£§_8n��?D[ 7x¯6° ~d>�>{8^��?X h 8 7 0 � 8^��?,[ 7�¯6° ~g>�>{8^]�?XFh 8 7 0 � 8^]�?,[ 7�¯6° ~g>�>{8^��?
(12)

Sometimes,theclasslabelis not sensitive information,andis not disguised.Therefore,theinformation
of the classlabel is always true information. We can slightly changethe above definition of X as the
following:

X S 8 7 0 ) 8^��?D[ 7 0 � 8^]�?,[ 7�¯A° ~g>�>}8n]�? 7 E - ¯6° ~g>�>}8^��?X S 8 7 0£)ª8^]�?D[ 7 0 � 8^��?,[ 7�¯A° ~g>�>}8n]�? 7 E - ¯6° ~g>�>}8^��?X U 8 7 0£§«8^]�?D[ 7x¯6° ~d>L>}8^]�? 7 E - ¯6° ~g>�>{8^��?X U 8 7 0£§«8^��?D[ 7x¯6° ~d>L>}8^]�? 7 E - ¯6° ~g>�>{8^��?XFh 8 7 0 � 8^��?D[ 7x¯6° ~d>�>{8^]�? 7 E - ¯A° ~g>�>}8n��?X h 8 7 0 � 8^]�?D[ 7x¯6° ~d>�>{8^]�? 7 E - ¯A° ~g>�>}8n��?
(13)

Wecancompute
4 5 7 X S X U X h ? , 4 5 7 X S X U X h ? , 4 5 7 X S X U X h ? , 4 5 7 X S X U X h ? , 4 5 7 X S X U X h ? , 4 5 7 X S X U X h ? ,465�7 X S X U XFh�? , and
465�7 X S X U XKh�? directly from the(whole)disguiseddataset.ThenwesolveEq.(7)andget4A7 X S X U XKh�? . Therefore,

�2® 8O±F²´³ u ³ v ³�µx¶ 5¸·¹ º»¹ ,
� S 8¼�½ �2® , and X2/,� - E���: 7 yF? canbecomputed.Notethat4A7 X S X U X h ? wegethereis differentfrom

467 X S X U X h ? wegetwhile computing � y � .
Now supposeattribute 0£¾ , which belongsto group3, is a candidateattribute,andwe want to compute� ~�i�/ 7 y p 0 ¾ ? . A numberof valuesare needed: � y �ª¿ � S � , � y �ª¿ � ® � , Entropy( y �À¿ � S ), and Entropy( y �À¿ � ® ).

Thesevaluescanbesimilarly computed.For example, � y � ¿ � S � canbecomputedby letting

X S 8 7 0 ) 8^��?D[ 7 0 � 8^]�?X S 8 7 0l)m8^]�?D[ 7 0 � 8^��?X U 8 7 0l§«8^]�?X U 8 7 0l§«8^��?XKh 8 7 0 � 8^��?D[ 7 0 ¾ 8^��?X h 8 7 0 � 8^]�?D[ 7 0 ¾ 8^]�?
(14)

We thenapplyEq.(7) to compute
4A7 X S X U XKh�? , andthusobtain � y �mÁ � S � 8 4A7 X S X U XKh�?ml/ . � y �mÁ � ® �

canbecomputedsimilarly.
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Themajordifferencebetweenouralgorithmandtheoriginal ID3 algorithmis how
4A7 X S X U XKh�? is com-

puted.In theID3 algorithm,dataarenot disguised,
4A7 X S X U XFh�? canbecomputedby simply countinghow

many recordsin thedatabasesatisfy X S , X U , and XKh . In ouralgorithm,suchcounting(onthedisguiseddata)
only gives

465�7 X S X U XFh�? , which canbe consideredasthe “disguised”
4A7 X S X U XKh�? because

465�7 X S X U XFh�?
countsthe recordsin the disguiseddatabase,not in the actual(but non-existing) database.The proposed
multi-groupschemeallow usto estimate

4A7 X S X U XKh�? from
4_5�7 X S X U XKh�? .

4.6 Testingand Pruning

To avoid over-fitting in decisiontreebuilding, we usuallyuseanotherdatasetdifferentfrom the training
datasetto testtheaccuracy of thetree.Treepruningcanbeperformedbasedon thetestingresults,namely
how accuratethedecisiontreeis. An importantstepin testingis to usethedecisiontreeto classifya data
item(arecord)from thetestingdataset,thentheclassificationresultis comparedto theactualclasslabelof
therecord.After testingall therecordsin thetestingdataset,anaccuracy scorewill becalculated.

Conductingthe testingis straightforwardwhendataarenot disguised,but it is a non-trivial taskwhen
the testingdataset is disguised.Imagine,whenwe choosea recordfrom the testingdataset,computea
predictedclasslabelusingthedecisiontree,andfind out that thepredicatedlabeldoesnot matchwith the
record’s actuallabel,canwe saythis recordfails the testing?If therecordis a trueone,we canmake that
conclusion,but if therecordis a falseone(dueto therandomization),we cannot.How canwe computethe
accuracy scoreof thedecisiontree?

Wealsousetherandomizedresponsetechniquesto computetheaccuracy score.For simplicity, weonly
describehow to conducttestingusingthethree-groupscheme(sinceone-groupandtwo-groupschemesare
specialcasesof three-groupscheme).We useanexampleto illustratehow we computetheaccuracy score.
Assumethenumberof attributesis

�
, andtheprobability �68J]�W�Â . To testa record

7 0 S 8J� p 0 U 8J] p 0lh68� p 0lÃÄ8Å] p 0lÆÄ8Å��? (denotedby ��]���]�� ), with 0 S and 0 U belongingto group1, 0Kh belongingto group
2, and 0lÃ and 0lÆ belongingto group3, we feed ��]���]�� , ��]�����] , ��]�]�]�� , ��]�]���] , ]�����]�� , ]�������] , ]���]�]�� , and]���]���] to thedecisiontree.We know oneof theclass-labelpredictionresultis true,but don’t exactly know
whichone.However, with enoughtestingdata,wecanestimatethetotalaccuracy score,eventhoughwedo
not know which testcaseproducesthecorrectpredictionresult.

Using the (disguised)testing data set y = y S y U y¡h , we constructother data sets y S y U y¡h , y S y U yÇh ,y S y U y¡h , y S y U yÇh , y S y U y¡h , y S y U y¡h , y S y U y¡h , and y S y U yÇh by reversingthe correspondingvaluesin y S ,y U and y¡h (change] to � and � to ] ). Note thateachrecordin y ) (for i«È©É � p 	 p�Ê�Ë ) is theoppositeof the
correspondingrecordin y ) . We saythat y ) is theoppositeof thedataset y ) . Similarly, we define Ì ) asthe
original undisguised testingdataset,and Ì ) astheoppositeof Ì ) .

Let
465�7xÍ�Í�Í ? betheproportionof correctpredictionsfrom testingdataset y S y U y¡h , 4_5�7 Í�Í�Í ? bethepro-

portionof correctpredictionsfrom testingdataset y S y U y¡h , C�C�C , 465�7 Í Í Í ? betheproportionof correctpredic-
tions from testingdataset y S y U y¡h . Similarly, let

4A7xÍ�Í�Í ? betheproportionof correctpredictionsfrom the
original undisguised dataset Ì S Ì U ÌDh , 4A7 Í�Í�Í ? be theproportionof correctpredictionsfrom Ì S Ì U ÌDh , C�C�C ,4A7 Í Í Í ? betheproportionof correctpredictionsfrom Ì S Ì U Ì h . 4A7xÍ�Í�Í ? is whatwewantto estimate.

Because
465�7�Í�Í�Í ? , 465�7 Í�Í�Í ? , C�C�C and

4_5�7 Í Í Í ? consistof contributions from
4A7xÍ�Í�Í ? , 4A7 Í�Í�Í ? , C�C�C and4A7 Í Í Í ? , wehave thefollowing formula:
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4 5 7xÍ�Í�Í ?465�7xÍ�Í Í ?4 5 7xÍ Í�Í ?465�7xÍ Í Í ?4 5 7 Í�Í�Í ?465�7 Í�Í Í ?4 5 7 Í Í�Í ?465�7 Í Í Í ?

8 $ h2C

467xÍ�Í�Í ?467xÍ�Í Í ?467xÍ Í�Í ?467xÍ Í Í ?467 Í�Í�Í ?467 Í�Í Í ?467 Í Í�Í ?467 Í Í Í ?

(15)

where
$ h is definedin Eq.(8).

465�7�Í�Í�Í ? , 465�7 Í�Í�Í ? , C�C�C and
465�7 Í Í Í ? canbe obtainedfrom testingdatasety S y U y h , y S y U y h , C�C�C and y S y U y h . By solvingtheabove formula,we canget

4A7�Í�Í�Í ? , theaccuracy scoreof
testing.

4.7 Partial Disguise

It is possiblein somecasesthatonly a subsetof theattributesaresensitive, or maybejust oneattribute is
sensitive. In thiscase,disguisingall of theattributesin eachgrouptogethercanbedangerous.For example,
if it is fairly easyto find outwhetherasubjectis maleor female,weshouldnotdisguisethegenderattribute
togetherwith thesensitive attributes,becauseanyonecanderive thevaluesof thesensitive attributesbased
on the valuesof an insensitive attribute if they aredisguisedin the sameway. To solve this problem,we
shouldjust disguisethesensitive attributes.Our describedmethodcanbeeasilyadjustedto dealwith this
situation.

4.8 Extension

In thispaper, weconsiderthecaseswhereeachindividualprovidesasinglerecordto thedatabase,but there
arecaseswhenan individual itself is a databaseowner, andit cancontribute multiple recordsto the new
database.For example,thiscouldhappenwhenseveralcompanieswantto combinetheirdatabasestogether
to form a muchbiggerdatabase,which is thenusedfor datamining computations.Whenthe numberof
collaboratorsis not big, therearesolutionsthatcanproduceaccuratedatamining results[6, 15]. Although
this problemis not our focus,thesolutionto theproblemdescribedin this papercanbeeasilyextendedto
solve theaboveproblem.

Thetechniquesdescribedin this papercanbealsoextendedto otherdatamining computations,where
the computationsare basedon aggregate valuesof data. For example,we can usethe sametechniques
to conductthe associationrule mining on the disguiseddata. Furtherstudieson this extensionwill be
conductedin thefuture.

5 Experimental Results

To evaluatethe effectivenessof our multi-group randomizedresponsetechniqueson building a decision
treeclassifier, wecomparetheclassificationaccuracy of ourmulti-groupschemewith theoriginalaccuracy,
which is definedastheaccuracy of theclassifierinducedfrom theoriginaldata.

5.1 Data Setup

Weconductexperimentsonthreereallife datasets.Weobtainthedatasetsfrom theUCI MachineLearning
Repository3. The first datasetis calledAdult which wasusedin [4]. The original ownersof the dataset

3ftp://ftp.ics.uci.edu/pub/machine-learning-databases
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Table1: TheSummaryof DataSets

DataSetName Adult Breast-Cancer Congressional-Voting
Numberof Attributes 14 10 16
Numberof Records 48,842 786 435

is US CensusBureau.Thedatasetwasdonatedby Ronny Kohavi andBarry Becker in 1996. It contains
48842instanceswith 14 attributes(6 continuousand8 nominal)anda label describingthe salarylevel.
Predictiontask is to determinewhethera person’s incomeexceeds$50k/yearbasedon censusdata. We
usedfirst 10,000instancesin our experiment. The seconddataset is calledBreast-Cancer. The original
ownersareNationalInstituteof DiabetesandDigestive andKidney Diseases.It camefrom Universityof
WisconsinHospitals.The donorof this datasetis Dr. William H. Wolberg. It has699 instanceswith 10
attributes. Predictiontaskis to decidewhethera personis benignor malignant.The third dataset,which
has435 instanceswith 16 attributes,is 1984UnitedStatesCongressional-Voting Records.It wasdonated
by Jeff Schlimmer. Wesummarizedatasetsin table1.

We modified the ID3 classificaitonalgorithm to handlethe randomizeddatabasedon our proposed
methods.Werun thismodifiedalgorithmontherandomizeddata,andbuilt adecisiontree.Wealsoapplied
theID3 algorithmto theoriginaldatasetandbuilt theotherdecisiontree.We thenappliedthesametesting
datato bothtrees.Ourgoalis to comparetheclassificationaccuracy of thesetwo trees.Obviouslywewant
theaccuracy of thedecisiontreebuilt basedon our methodto becloseto theaccuracy of thedecisiontree
built from theID3 algorithm.

5.2 Experimental Steps

Ourexperimentsconsistof thefollowing steps:

Preprocessing: Sincewe assumethat the dataset containsonly binary data,we first transformedthe
original non-binarydatato the binary. We split the valueof eachattribute from the medianpoint of the
rangeof theattribute. After preprocessing,we dividedthedatasetsinto a trainingdataset Î anda testing
dataset 1 . Notethat 1 will beusedfor comparingour resultswith thebenchmarkresults,it is notusedfor
treepruningduringthetreebuilding phase.

We conducttheexperimentsfor threeschemes.In theexperimentsfor theone-groupscheme,we treat
all thedataasonedataset;for thetwo-groupshceme,werandomlysplit thewholedatasetinto two groups;
andfor thethree-groupscheme,we randomlysplit thewholedatasetinto threegroups.

Benchmark: WeuseÎ andtheoriginalID3 algorithmto build adecisiontree|,Ï ; weusethedataset 1 to
testthedecisiontree,andgetanaccuracy score.We call this scoretheoriginal accuracy (or thebenchmark
score).

� Selection: For �Ð8V]�W�] p ]�W�� , ]�W�	 , ]�W Ê , ]�W Ñ , ]�W Ñ � , ]�W � � , ]�W ��� ]�W � , ]�W�� , ]�W�Â , ]�W�Ò , and ��W�] , we conductthe
following 4 steps:

1. Randomization:For theone-groupscheme,we createa disguiseddataset
�

. For eachrecordin the
trainingdataset Î , we generatea randomnumber- from ] to � usinguniform distribution. If -RÓ � ,
we copy the recordto

�
without any change;if -ÕÔ � , we copy the oppositeof the recordto

�
,

namelyeachattribute valueof the recordwe put into G is exactly the oppositeof the value in the
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original record.We performthis randomizationstepfor all therecordsin thetrainingdataset Î and
generatethenew dataset

�
. For the two-groupandthree-groupscheme,we randomlysplit Î into

two or threegroups,andconductthe above randomizationfor eachgroup,finally obtaindisguised
datasetG. Note that the randomnumbersusedfor differentgroupsshouldbe independentto each
other.

2. TreeBuilding: Weusethedataset
�

andourmodifiedID3 algorithmto build adecisiontree|,Ö .

3. Testing:Weusethedataset 1 to test|=Ö , andwegetanaccuracy scorey .

4. Repeating:Werepeatsteps1-3 for 50 times,andget y S p W�W�W p y¡Æ ® . We thencomputethemeanandthe
varianceof these50accuracy scores.
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Figure3: TheResultsOnTheAdult DataSet

5.3 The ResultAnalysis

5.3.1 The Analysisof Mean

Fig. 3(a), 4(a), and 5(a) shows the meanvaluesof the accuracy scoresfor Adult, Breast-Cancer, and
Congression-Voting datasetsrespectively. In eachfigure, we combinethreeschemestogether. We can
seefrom the figuresthat when �×8V� and �×8V] , the resultsareexactly the sameasthe rasultswhenthe
original ID3 algorithmis applied. This is becausewhen ��8Z� , the randomizeddatasetsareexactly the
sameas the original dataset Î ; when �H8Ø] , the randomizeddatasetsare exactly the oppositeof the
original dataset Î . In both cases,our algorithmproducesthe accurateresults(comparingto the original
algorithm),but privacy is not preservedin eithercasebecauseanadversarycanknow therealvaluesof all
the recordsprovided that he/sheknows the � value. Within the samegroupscheme,when � movesfrom� and ] towards ]�W � , the meanof accuracy hasthe trendof decreasingalthoughtherearesomeoutliers4.
When � is around0.5, the meandeviatesa lot from the original accuracy score. For eachrandomization

4Wewill furtheranalysethesepoint in thefollowing.
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Figure4: TheResultsOnTheBreast-CancerDataSet

level � , themeanof theaccuracy decreasewith thenumberof groupincreasing.Fig. 6 provide a snapshot
of the relationshipbetweenthemeanof theaccuracy andthenumberof groupsand � basedon adult data
set. We canseefrom this figure that with the numberof groupincreasingand � approachingto ]�W � , the
meanof accuracy decreases;andwith thenumberof groupsdecreasingand � deviating from ]�W � , themean
of accuracy increases.

Weneedalsopointout thattheresultson theCongressional-Voting datasetis notasgoodastheresults
on theothertwo datasets.Thepossiblereasonis that thenumberof recordsin the Congressional-Voting
datasetis only 435,which is not largeenoughfor achieving accurateestimations.

5.3.2 The Analysisof Variance

Fig. 3(b), 4(b), 5(b)showsthevariancesof theaccuracy scoresfor Adult, Breast-Cancer, andCongression-
Voting datasetsrespectively. We alsocombinethe resultsfor threeschemestogether. Within the same
scheme,when � moves from � and ] towards ]�W � , the degreeof randomnessin the disguiseddatais in-
creased,thevarianceof theestimationusedin ourmethodbecomeslarge.Therearetwo sourceswhichmay
contributeto thevariance.

1. Thewithin-group variancewhich is contributedby thevariancewithin eachgroup. Especiallywhen
the randomizationlevel is different, the within-group variancewill be different. When � is near
0.5, therandomizationlevel is muchhigherandtrue informationabouttheoriginal datasetis better
disguised,in otherwords,more information is lost; thereforethe varianceis much larger than the
casewhen � is not around0.5. This is actuallywhat we have predicted.We usea simpleexample
to illustratewhy this happens.Assumewe have just oneattribute,with Ò�]�� of 1’s and ��]�� of 0’s.
If we choose�Ä8Y]�W � , accordingto our randomizationscheme,the disguiseddatasetwill containÒ�]��J{]�W � + ��]��I}]�W � 8 � ]�� of 1’s andanother

� ]�� of 0’s. If we changethedistribution to ��]��
of 1’s and Ò�]�� of 0’s, we get the sameresults. This meanswhen �Ä8Å]�W � , informationaboutthe
datadistribution is lost. That is why when � closesto ]�W � theaccuracy becomesvery low5, andthe

5Note,0.5is avery low accuracy, becauseif onejust randomlyguessestheclasslabel,1 out2 guesseswill becorrectif wehave
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Figure5: TheResultsOnTheCongressional-VotingDataSet

variancebecomesvery large.

2. Thebetween-groups variancewhich is causedby thevariancebetweengroups.As theresultsshow,
with thenumberof groupsincreasing,thevarianceincreases.Thereasonis thatrandomizationprocess
is conductedindependentlyfor differentgroups.

5.3.3 PrivacyAnalysis

We conductprivacy analysisfrom two aspects:oneis the casewherewe fix the scheme,the other is the
casewherewe fix � value. For thefirst case,when �¬8'� , we discloseeverythingabouttheoriginal data
set.When � is away from � andapproachesto ]�W � , theprivacy level of thedatasetincreases.Our previous
exampleshows that for a single attribute, when � is closeto 0.5, the datafor a single attribute become
uniformly distributed.On theotherhand,when �68J] , all thetrueinformationabouttheoriginal datasetis
revealed.When � is moving toward ]�W � , theprivacy level is enhancing.For thesecondcase,with thenumber
of groupsincreasing,theprivacy level increasessincerandomizationprocessis conductedindependentlyfor
differentgroups.

5.3.4 Summary

Our resultson the threereal life datasetsindicatethat the multi-group randomizedresponsetechniques
canbe utilized for privacy-preservingdecisiontreeclassification. When � is 0 or 1, which providesall
the true information,theaccuracy of the treeis thehighestandtheprivacy level of thedatais the lowest.
When � is away from 0(or 1) andapproachesto ]�W � , the accuracy of the treedecreasesand the privacy
level of the dataincreases.On the otherhand,whenthe numberof groupsincreases,the privacy level of
dataincreasesbut the accuracy of treedecreases.In practice,we canadjustthe privacy level andthe tree
predictionaccuracy level by modifying � valueandthenumberof groups.We needto point out thatwhen

just two classlabels.Thereforeeventherandomguesscanachieve accuracy of 0.5.
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Figure6: TheRelationBetweenAccuracy andTheNumberof Groupsand �
�A8^]�W � , therelatedmodelcannotbeapplied,andothertechniquessuchasrandomizedresponsetechniques
usingtheUnrelated-Question modelmaybeemployed.

6 Conclusionand Futur eWork

In thispaper, wehavepresentedamulti-groupschemefor building decisiontreeclassifiersbasedonrandom-
izedresponsetechniques.Our methodconsistsof two parts:thefirst partis themulti-groupdatadisguising
techniqueusedfor datacollection;thesecondpartis themodified Ù�Î h algorithmfor decisiontreebuilding,
which is usedfor building a classifierfrom thedisguiseddata,basedon our proposedmulti-groupscheme.
Wepresentedexperimentalresultsthatshow theaccuracy of thedecisiontreebuilt usingouralgorithm.Our
resultsshow thatwhenwe selecttherandomizationparameter� from É ]�W ��� p � Ë and É ] p ]�W Ñ � Ë for one-group
scheme,É ]�W�� p � Ë and É ] p ]�W Ê�Ë for two andthree-groupschemes,we canobtainfairly accuratedecisiontrees
comparingto thetreesbuilt from theundisguiseddata.Ideally, we cansplit thedatasetto N groupswhere
N is the total numberof attributesin the whole dataset. As our experimentsshows, with the numberof
groupsincreasing,theaccuracy level decreasesandtheprivacy level increases.In our futurework, We will
applyour techniqueto othertypesof datamining. We will alsoextendour solutionto datasetsconsisting
of non-binarydatatypes.
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