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Abstract

Many security breachesare causedby inappropriate in-
putscraftedby peoplewith maliciousintents. To enhance
the systensecurity we needeitherto ensue thatinappro-
priate inputsare filtered out by the program, or to ensue
thatonlytrustedpeoplecanaccesghoseinputs.In thesec-
ond appmad, we sure do not wantto put sud constaint
on everyinput, insteadwe only wantto restricttheaccess
to the securityrelevant inputs. The goal of this paperis
to investigatehow to identify which inputsare relevantto
systensecurity We formulatethe problemas an security
relevancyproblem,and deploystaticanalysistechniqueto
identify security relevant inputs. Our approad is based
on dependencynalysistechnique; it identifiesif the be-
havior of any securitycritical action dependson certain
input. If such a dependencyelationshipexists,wesaythat
the input is securityrelevant, otherwisg we saythe input
is securitynon-relevant. Thistechniqueis appliedto a se-
curity analysisprojectinitiated by Microsoft\WindowsNT
securitygroup. Theprojectis intendedto identify security
relevant registry keys in the Windows NT opemating sys-
tem. Theresultsfromthis appmoad is provedusefulto en-
hancing®ndowsNT security Our experiencesndresults
fromthis projectare presentedn the paper

1 Intr oduction

To build asecuresystemijt is importantto understandys-
tem behaviors, especiallythosebehaiors that respondto
inputs; to understandhosebehaiors, knowing whether
an input is security relevant is important. The security
relevancy of an input is definedbasedon the definition
of a securitycritical action. A securitycritical actionis
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an action, which, if conductedn a uncontrolledmanney
cancompromisesystemsecurity For example,in UNIX,
syst em() is a securitycritical actionsinceit invokesa
commandwhich could be ary commandf the agument
passedonto syst en{) is not appropriatelycontrolled.
Generallyspeakinganinputis securityrelevantif thedata
from thisinputwill affectthebehaior of atleastonesecu-
rity critical action.A formaldefinitionis givenin section2.
Therearemary differentkinds of inputsto a program.
Themostobviousonesaretheinputfrom users.Lessobvi-
ousonesareinputsfrom files, from network, from erviron-
mentvariablesfrom otherprocessesr from theWindows
NT Registry. Someof thesearecritical to systemsecurity
somearenot. By saying“critical to systemsecurity”, we
meanthatif the input datais validatedincorrectly or the
validationis missing,the systemsecuritycould be com-
promisedby the manipulationof theinputin certainway.
Let ustake Windows NT Registry asanexample.Win-
dows NT Registry is essentiallyan organizedstoragefor
operatingsystemand applicationdata. This datais glob-
ally sharedby differentapplicationsanddifferentcompo-
nentsof theoperatingsystem Pleaseseesection3.1for the
definitionof Registry andregistry key terminology Whena
programgetsdatafrom the Registry, thedatanow becomes
aninput, andsomeof this inputarebenignwhile someare
not. For example,in onescenaridheprogramgetsaninput
from aregistry key andtreatsthisinputasafile name then
displaysto the userthis inputin a messagevindow. Even
if somebodycanarbitrarily manipulatethe data,no harm
will be doneto systemsecurityitself (thoughthe message
canbe changedn sucha way that the useris tricked to
do somethingharmful). In anotherscenariothe datare-
trieved from theregistry key is still treatedasa file name,
but the programproceeddo executethe file represented
by this name,This input now becomes dangerousnput,
which meandeaving the sourceof the input (the registry



key in this case)unprotectedr usingthe input withoutan
appropriatevalidationmightnow leadto a securitybreach.

Consequentlyknowing which inputsarecritical to sys-
tem securityis essentiato enhancingsystemsecurity In
thepreviousWindows NT Registry example knowing that
aregistrykey is critical to systemsecuritywill enableusto
put a protectionon thatkey to preventunauthorizednodi-
fication. However, thereis no easyway to know that. Fur-
thermore,one protectionconfigurationmight becomein-
valid in the new versionof the operatingsystembecause
changego thecodecouldmake a securitynon-criticalreg-
istry key becomesecuritycritical, andvice versa.lt is not
alwaysohviousto identify which partof the configuration
is not valid any more since peoplewho madethe deci-
sion that certainkeys are securitycritical might have left
the compairy without leaving the correspondinglocumen-
tation on why that protectiondecisionwas made. From
discussionsvith NT developerswe have learnedthatthey
are constantlylooking for the reasonswvhy they have put
someregistry keys into protectionmode.Their customers,
afterall, wantto know whetherthey themselesshouldre-
ally put certainkeys underprotectionor not. Sometimes,
they may decideto put lessrestrictionon certainkeys, but
they wantto know how muchrisk thatwould bring to the
system. Moreover, every time developersmadea major
revision on the operationsystemprogram,peoplewantto
know whetherthosereasonstill stand.

Knowing whetheraninputis critical to systemsecurity
is alsoimportantto securitytesting.It canhelptestersallo-
catetheirresourcesvisely. Thekey differencebetweerse-
curesoftwareandotherhigh quality softwareis thatsecure
systemshave to be ableto withstandactive attacksby po-
tential penetrators Whendevelopinga securesystemthe
developersmust assurethat intentionalabnormalactions
cannot compromisehe system.In anotherwords,secure
systemsmustbe able to avoid problemscausedby mali-
cious userswith unlimited resourceqd9]. Knowing that
an input is not critical to systemsecurity testersdo not
needto spendtime in designingattacksagainstthat spe-
cific input; instead they canfocuson thoseinputsthatare
critical to systemsecurity Furthermoreknowing thatan
security critical action dependson the value of an input
provides testerswith more information for security test-
ing cases.If they know, for instance thatthe value of an
input is treatedasa file nameandis subjectto execution,
theirtestcasesvould thusinvolve usingfiles with different
propertiespermissionspwnersetc. We have developedan
ervironmentperturbationtechniquebasedon this knowl-
edgein [4].

Knowing whetheraninputis critical to systemsecurity
is nottrivial. It is not sufficient to just look at the content
of aninput. In the exampleusedbefore,the input data

in both caseare exactly the same(file names),but they
areusedfor differentpurposesthusimplicating different
consequencesiow canwe identify their purposes?

This problemcanbe formulatedasa dependeng prob-
lem [7]. An examplecanhelpillustratethis point. As is
known, in UNIX, syst emactionis a securitycritical ac-
tion, the consequencef which dependson the value of
the actual agumentpassedo this action. If the action
takes the form of systen("rm /et c/passwd"), it
will erasel et ¢/ passwd file, which will causea severe
securityproblem.But, if theactiontakestheform of sys-
tem ("1s"),itwill notdoasmuchharmastheformer
action. Fromthis perspectie, the valueof the actualargu-
mentpassednto the syst emactionactuallydecidesthe
securityconsequence.The valuein the actualargument
canbe affectedby varioussources.If aninputis one of
thesesourceswe saythatthissyst emactiondependsn
theinputandthustheinputis consideredecurityrelevant.
Dependeny relationshipexactly modelsthe correlations
amongvariousvariables.If variablea affectsvariableb’s
value,we sayb dependn a. Thereforeto find outif an
input is securityrelevantto systemsecurityis equivalent
to finding out the dependeng relationshipamongthe pro-
gram’s variables,especiallydependeng relationshipse-
tweenargumentssentto a securitycritical actionandvari-
ablesthatrepreseninputs.

Dependeng analysistechniquehasalreadybeenused
in detectinga variety of anomaliesn program,in testing,
andin programslicing [7]. The work presentechereap-
pearsto bethefirst attemptto detectsecurityrelevangy of
inputs using dependeng analysis. Also presenteds our
experiencewith the applicationof this techniqueto Win-
dowsNT 4.0sourcecode.

In additionto static analysis,anotherpossibleway of
identifying this kind of dependeng relationshipis to de-
rive it from designspecification. By analyzingspecifica-
tion, onecanunderstandhow the programwill usethein-
put data. This, to someextent, cangeneratenore precise
informationaboutthedependeng However, thisis notal-
waysfeasible.In reality, mary inputsarehiddenfrom the
designspecificatiorbecausét belongsto implementation
details.For example,inputsfrom files or from the Registry
arefrequentlyhiddenfrom designspecification,andthus
learningthe securityrelevang of thesehiddeninputsis
impossiblefrom specificatioranalysis.Anotherdravback
via this approachs thedifficulty of automatiorunlessthe
specificatioris written in a strictly formal language.

The remainderof this paperis organizedas follows.
Section2 describeshe dependengandsecurity-releangy
analysis.Section3 presentsheapplicationof the security-
relevang/ analysison windows NT 4.0 sourcecode. Sec-
tion 4 briefly reviews relatedworks in this researcharea.



Finally, section5 draws conclusionsandpointsout future
work.

2 Analysis

This sectiondescribesiependeng analysistechniqueand
baseduponwhich,wewill discusssecurityrelevangy anal-
ysis.

2.1 Dependencyanalysis

Dependeng analysishasbeendiscussedn severalworks
[18], [8], [7], [13], [16]. However, mostof thoseworks
focusonfinding dataandcontroldependengrelationships
amongstatements.We, however, discussa similar tech-

nigueto identify dependengrelationshipamongvariables.

A programP hasa dependenceelation D amongits
variables
D(P):Var & Var

wherea pair (z,y) € D(P) meansthat the value of the
variablez, after executionof P, dependson the value of
y beforeexecutionof P. Eachof suchpair representsa
dependengrelationshipin the programP.

To specifythedependengrelationshigformally, we bor-
row the notationfrom [7]: Representinghe behaior of
programP asafunctionp over somesetof programvari-
abledlike a, b, c, etc.

p:(a,b,c,...) > (a,b,c,...)

we saythat variablez dependn variabley whenthere
aretwo prestates ands’ thataredistinguishableonly in
their y componentsand lead, under P, to corresponding
post-statetaving differentz components:

(z,y) € D(P)iff ds, s'. Vv # y.
slv = s'lvNp(s)|z # p(s")|z.

(Heres|v meanghevalueof variablev in states.) In other
words,z depend®ny if thecomputatiorof z usesy.

A direct dependeng relationshipis a dependeng re-
lationshipderivedfrom a primitive statementwhich could
beassignmenbr proceduresall. A DataDependeng Graph
(DDG) couldbebuilt basedonthe directdependengrela-
tionshipsamongvariables.

A DDG is actuallya directedgraph,the nodeof which
represents variable,and the edgeof which representa
directdependengrelationship.If thereexistsa directde-
pendenyg betweernvariablesA and B, say B directly de-
pendson A4, thenin theDDG therelationships shavn asa
directededgefrom A’s nodeto B’s node.Sincethedepen-
deng relationshipis transitive, with DDG the dependeng
relationshipbetweenwo variablescanberephraseésthe

following: a variablez dependson anothervariabley if
andonly if thereexists a pathfrom y’s nodeto z’s node
in the DataDependeng Graph.Therefore for thepurpose
of capturingdependengrelationship@mongvariablesall
oneneedsto do is to build a DDG. We will use DD(P)
to representirect dependeng relationshipsderived from
programpP.

During the analysiswe will assumehateachvariable,
whetheralocal variable,global variableor formal param-
eter hasa differentidentifier This caneasilybe achieved
by renaming.

Simple dependencenalysis

If two or morevariablesdenotethe samememoryaddress,
we saythat the variablesare aliasesof oneanother The
presencef pointersmakesdata-flav analysismorecom-
plex becauséhey causeuncertaintyregardingwhatis de-
fined andused[18]. In this part of the analysis,we tem-
porarily supposehat no aliasexistsin the program;thus,
eachvariablerepresena distinguishednemorylocation.

Theprimitive statementhatgeneratedirectdependeng
relationshipss anassignmenstatement:

DD(z =y) = (z,y)

A compositestatemengenerateslirectdependengre-
lationshipsin thefollowing way:

DD(if W thenS elseT) = DD(W)u DD(S) U DD(T)
DD(whileW doS) = DD(W) U DD(S)
DD(S;T)=DD(S)uUDD(T)

Now letusanalyzedependengrelationshipamongvari-
ablesacrossdifferentprocedures.As we know, this kind
of relationshipis causedy inter-procedurecall. So,let us
usea generafform of procedureanvocationS: w = f(z1,
Z2,..-Lm). TO simplify the discussionsupposeheidenti-
fier for thereturnvalueof f isr, andtheformal arguments
of fiswvy,va,...0p,.

Sincewe have supposedhatthereis no aliastype, the
dataof actualargumentsarepassewntoformal aguments
via pass-by-alue,i.e. duringtheinvocation,it actuallyhas
asetof assignmenstatementsy; = x;, wherei = 1...m.
Thereforetheresultantdependengrelationshipis:

DD(S) = {(vi,z;), wherei = 1..m} U {(w,r)}

With alias

If two variablesdenotethe samememoryaddressnamely
they arealiasef oneanotherthe analysisbecomesnore
complicatecdhecauséhepresencef pointerscausesincer
tainty regardingwhatis definedandused.An assignment



of *x = *y could causethe dependeng of u andw if z
andy arethealiasesof u andw respectiely.

Thesafestassumptioiis thata pointerp canpointto ary
variablein the program.Thus,a singleassignmenlike * p
= *( causes dependengrelationshipbetweenany two
variables Althougha knowledgeof variablescopecancut
down the numberof dependeng pairs,the assumptioris
still too strongfor dependeng analysisto derive anaccu-
raterelationship.

Several methodsof alias analysisand point-to analy-
sishave beenproposed12, 6, 19, 2, 20]. By usingthese
methods,one can computea points-toset for eachvari-
able. Thepoints-toanalysiss beyondthe scopeof this pa-
per, andwe assumehat a points-tosetfor eachvariables
could be obtainedvia this analysis. The main concernof
this paperis how to usethe points-tosetsto build a Data
Dependeng Graph,andbasedon which, how to conduct
security-rel@ang/ analysis.In the following analysis,we
use¢(a) to representthepoints-tosetof variablea.

With apoints-tosetfor eachvariablesavailable,onecan
computedependeng relationshipsrom the following as-
signments:

DD(xp = xq) = {(z,y)|z € ¢(»),y € ¢(q)}
DD(xp =) ={(z,v)|z € $(p)}
DD(u = *q) ={(u,y)|y € ¢(q)}

2.2 Incomplete program

An assumptiorunderneaththe above analysisis that the
sourcecodefor a programis complete.However, in prac-
tice this assumptionis not alwaystrue. Library routines,
for instanceusuallycomewith no sourcecodes.To solve
this problem,adependengdigestfor eachof thoselibrary
subroutiness manuallycomputed A dependengdigestof
asubroutingepresentthedependengrelationshipamong
its formal parameterandreturnvalue.

Forexamplechar * strcpy(char *sl1, char
*s2) subroutinewill copy the contentspointedby s2 to
thelocationpointedby s1, andreturnthevalueof s1. Thus
thedependengdigestis:

{(xs1,xs2), (xr,*s1), (r, s1)}, wherer is thereturn
value.

Therefore for the statemenS: x = strcpy(a, b),
we have

{DD(S) = {(z,a)} U{(¢(2), $(a))} U {(¢(a), 4(b))}

2.3 Security Relevancy Analysis
Security critical action

Someof actionsconductediy a programcould be benign
while somemight be securitycritical, which meanghatif

thetargetof the actionis not verified correctly the action
could leadto breach,suchasimpairing systemintegrity,
confidentiality accountabilityor availability. Examplesof
suchactionsaresystemcallslikewr i t e( ), unl i nk() .
Takewr i t e() asanexample:if thetargetof thewrite ac-
tion is not appropriatelyalidated,this operationcould be
appliedto anunwantedtarget,thusoverwriting thetarget.

In operatingsystemsuchasWindowsNT, UNIX, ase-
curity critical actionusuallyis representely asystemcall
or by a procedurefrom library that invokes systemcalls.
A securitycritical attribute is associatedvith eachof of
thiskind of procedurendicatingwhetheiits invocationhas
ary potentialconsequencen systemsecurity We definea
variables securityrelevangy basedon thesesecuritycriti-
calactions.

Definition 2.1 (SecurityRelezancyof Variable) A variable
x is securityrelevantin programP (denotedasz € SR(P)),
if oneof thefollowing situationsis true:

1. z is passedhsa parametepassednto function f,
wheref is securitycritical.

2. (v,z) € D(P) andwv is securityrelevant.

After obtainingthedirectdependengrelationship@mong
all variablesof the program,onecanbuild a DataDepen-
deng Graph(DDG). A DDG is actuallya directedgraph,
the node of which represents variable,andthe edgeof
whichrepresents directdependengrelationship.If there
existsadirectdependengbetweervariablesd andB (say
B depend®n A), thenin theDDG therelationshigs shavn
asadirectededgefrom A’s nodeto B’s node.

We will distinguishthosevariableswhich representn-
putsfrom othervariablesby markingeachof their nodes
with an I. We will also distinguishthe variableswhich
arefed directly to securitycritical actionsfrom othervari-
ablesby markingeachof theirnodeswith anS. Therestof
variablesaremarkedwith anO. Now theproblemof deter
mining whetheraninputis securityrelevantis transformed
into the following problemstatement:

Definition 2.2 (SecurityRelezancyProblem)Giventhedi-
rectedgraphG = (V, E), whereV = ITU S U O, and[,
S, O arethreesetsof nodeswith differentpropertiesfind-
ing all securityrelevantinputsis equivalentto finding all
nodes; € I, suchthatds € S, andthereexists at leasta
pathfromi to s,

Proof: SincesetS containsall securityrelevantnodes,
andset! containsall inputnodesijf thereexistsapathfrom
an I nodeto an S node,from the dependeng definition,
we know thatthe S nodedepend®nthe I node.Fromthe
definition of securityrelevang of avariable the I nodeis



a securityrelevantvariable. The inputit representss thus
asecurityrelevantinput.

An intuitive solution to this graphproblemis to first
reversethedirectionof eachedge thento find thecomplete
reachablesetfor eachS node,thencheckwhetherthe set
containsary I node.If so,onecandecidethatthe I nodeis
securityrelevant. A straightforvardimplementatiorwould
havetherunningtime of O(|S| xn), wheren is thenumber
of securityrelevantvariables.In theworsecasewhere|S|
is in the orderof n, the algorithmwould take O(n?) time.

An improvedalgorithmwould (1) reversethe direction
of eachedgelik e the above solution; (2) choosea nodes
from S set,find thereachablesetfor nodes; (3) deleteall
nodesthatarein this reachablesetfrom the graph,aswell
asall the edgesconnectedo thesenodes;(4) choosean-
otherunchosemodefrom S set,andrepeatstep(2) until
thereare no more nodesto choose. Finally, if any node
from I appearsn the union of all reachablesets,we say
thatthenodeis securityrelevant. Sincetheimprovedalgo-
rithm only traverseseachsecurityrelevantnodeonce,the
total runningtime would be O(n), wheren is the number
of securityrelevantvariables.

To further increasethe performanceof the algorithm,
onecould compresghe DataDependeng Graphto some
extent. For example,oncea setof dependeng relation-
shipsfor eachprocedures obtainedall relationship@mong
local variablescould be removed if they are not related
to ary input. Thereby only the dependeng relationships
amongparametergylobalvariablesandinput-relatedocal
variablesare kept. Of course,one cannot simply getrid
of thoselocal variables,since,for example,someformal
parametemight dependon a local variable,which itself
dependson anotherformal parameterThis circumstance
malesthefirst formal parametedependnthesecondne.
The indirect dependeng relationshipsamongformal pa-
rametersand global variablesshould be presered while
thedependengrelationshipsetis reduced.

3 Registry Security Analysis Project

3.1 Background of the Project

TheRegistryin Windows NT 4.0is laid outin a hierarchi-
cal structureof keysandname-valuepairs. This structure
is usedasa centralconfigurationdatabaséor the user ap-
plication, operatingsystemand computerinformation. A

keyis anodeof the hierarchicaRegistry structure.lt con-
sistsof sub-leys andname-waluepairs. A sub-key is the
child of a parentkey. A name-value pair is the holder
of the datawithin a registry key. Eachkey may have ary

numberof sub-keys and/orname-aluepairs[3]. We will

useregistry key/valuein this paperto referto bothkey and

name-aluepairs.

Definition 3.1 Securityrelevantregistrykey: aregistryname-

valueis securityrelevantif a changein its valuein some
way could leadto violation of systemsecurity which in-

cludesconfidentiality integrity, accountability and avail-

ability. A registry key is securityrelevantif ary of its con-
tainingname-aluepairsaresecurityrelevant.

A projectis initiated for the purposeof identifying all
security relevant registry keys in Windows NT Registry.
Thereareseveralmotivationsbehindthis project. First of
all, someregistry keys shouldbe configuredas protected
resourcesvhichnon-priilegedusercannotmakearbitrary
modificationon. Usually the decisionaboutwhich reg-
istry keys shouldbe protectedcomeseither from specifi-
cation,or developers’formal or informal documentations.
As time goeson, however, the specificatiormight become
obsolete;it is hardto keepup with the evolution of soft-
ware. Furthermorepeoplewho madethe decisionregard-
ing which registry keys should be protectedmight have
left. So, from time to time, peoplemight ask: “why is
thisregistry key protectedvhatis theconsequenci | do
not protectit”? To answerthesequestionssoftware ven-
dorshave to turn to the developers,provided that the de-
veloperswho madethe decisionarestill there;otherwise
they have to go throughthe specificationandfind out the
resultthemseles. Specificationcould be obsoleteandin-
completeaswell. yet neverthelessgcomparedvith specifi-
cation,programsourcecodewould provide moreaccurate,
more completeand more up-to-dateinformation. There-
fore, if we can derive the securityrelevang/ information
from the programitself, especiallyif automaticallywe can
keepup with the evolution of the softwareregardingto the
securityrelevantregistry keys.

Secondly various enterprisecustomersor developers
from othergroupswantto know why aregistry key is pro-
tected.Thesecustomersnightwantto build their own soft-
wareon NT or port their softwareto NT. Sometimesthe
softwarerequiresthata non-priilegeduserhave the right
to modify a certainregistry key whichis in the protection
mode. They shouldeithermodify the softwareor remove
the protectionfrom theregistry key. To make theright de-
cisionthey would needto do risk analysison whetherit is
appropriateo just remove the protectionfrom the registry
key. If therisk is nothigh enoughthey mighttradea little
bit of securityfor the costof modifying software. Usually
customerarenot satisfiedwith the specificationghatonly
specifythataregistry key shouldbeprotectedwvithout pro-
viding furtherdetails. Themoredetailsthey have,themore
accurateherisk analysisis.

Thirdly, the projecthopesto identify securityflaws re-
latedto the Registry. Therestill areseveralworld-writable



registry keysaftertheWindows NT 4.0’sfreshinstallation.
Several NT securitybooks[17, 10] have pointedout that
someof the registries should be protected. We hopeto
identify the known one, aswell asuncover the unknovn
onesif ary.

3.2 Designand Implementation

Throughthe projectwe wantto be ableto answerthe fol-
lowing questions:

1. Whichregistry keys/valuesareusedin theprogram?
2. Wherearethey used?

3. Are they securityrelevant?

4. Why arethey securityrelevant?

For the easeof implementationyve divide our taskinto
two differentsteps. In thefirst step,we try to answerthe
first two questionsy gleaningregistry keys/valuesinfor-
mation from the program. The dataitself is quite valu-
able, sinceit givesa global overview of the usageof the
Registry by variouscomponents.For example,from the
datawe collectedfrom Windows NT4.0 SP3sourcecodes,
we found that Winlogon registry key is used256 times
throughout33 different modules,and Lsa registry key is
used190timesthroughout?24 differentmodules.This in-
formationsuggestshatwe shouldbe very cautiousabout
changingthe value,configuration,or the meaningof such
registry keys. Fortunately thesetwo registry keys arepro-
tectedin the default configuratiorandonly Administrators
and systemcan modify them. A datacollectiontool has
beenimplementedor collectingthe Registry usagenfor-
mation. Althoughit is impossibleto resole all the names
of registry keys/valuesthat are usedin a programsince
somenamef thekeys/valuesaredynamicallygenerated,
we have indeedresole 80% of them.

In the secondstep, the dependeng and securityrele-
vang/ analysistechniquesliscussedn section2 areused
for analyzingthe securityrelevang/ of eachinput from the
Ragistry. Withouttheresultfrom thefirst step,onecantell
only whetheran input from a registry key is securityrel-
evantor not without knowing in particularwhich registry
key is securityrelevant. But whenthefirst stepandthesec-
ond stepresultsare combined the securityrelevangy of a
specificregistry key/valueis now ascertainable.

Data organization

The final resultsfrom the above two stepsare storedin a
databas¢hatcontainghefollowing fields:

o Rayistrykey: thisfield recordghenameof aregistry
key usedin a program,or whosevalueis used.

e Rgjistry valuename:if aregistry valueis retrieved,
thefield recordsthevaluename.

e Accesspermissionfor “Everyone” on this registry
key: Sincewe areconcernedvith whetherthekey is
world-readableor world-writable, only the permis-
sionfor “Everyone”group(thisgroupincludesevery
userin thesystem)s recorded.

e Link to sourcefile: this field providesa link to the
sourcefile thatusestheregistry key/value.

e Line number:this field recordswherein the source
file theregistry key/valueis used.

e Securityrelevang: the decisionmadeasto whether
theregistry key/valueis securityrelevant. The deci-
sionis basedn the securityrelevang analysis.

o Criterion: thereasorof why theregistry key/valueis
catgyorizedassecurityrelevant. Suchreasongould
be: theinputis passedsa file nameinto a deletion
function;or theinputis passedsafile nameinto an
executionfunction; or the input is usedascondition
to decideif anetwork connectiorfunctionshouldbe
invoked,andsoon.

Security relevancy analysis

Beforesecurityrelevang analysisis conductedpneques-
tion hasto be answeredwhat consistsof securitycritical

actionin theWindows NT operatingsystem?Thesecurity
actionin the Windows NT is definedat systemcalls and
library calls level, namely systemcalls and library calls
arecateyorizedinto two cateyories(securitycritical actions
and security non-critical actions)basedon the targetsto

which the actionsare applied. Securitycritical actionsin

Windows NT aredescribedn thefollowing, andthey are
catgyorizedby thetargetsto whichthe actionsareapplied:

e Executable thiskind of actionusuallyinvolvesex-
ecutinga program loadinga DLL andexecutingits
procedureinvoking a serviceandetc.

e Permissionor Privilege: this kind of actionusually
involvessettingor modifying a permissioror a priv-
ilegeon atamget.

o File or Directory this actioninvolvesaccessing
file or a directory including reading, writing, and
deleting.

e Raistry. similar to accessindiles, this kind of ac-
tion only involvesactionsof accessingegistry keys
orvalues.



e Network thiskind of actioninvolvesaccessinget-
work, suchas connecting,sendingor receving on
network.

e Environmendariable: sincealot of otherunexpected
actions,whethersecurityrelevantor not, dependon
ervironmentvariablessoachangdo asecurityvari-
ableis consideredecurityrelevant.

e Processand Service changinga processor a ser
vice is securitycritical, sincean actionmight cause
a denial-of-servicgproblemif thetargetis inappro-
priate.

e SecurityPolicy: Securitypolicy, suchaswhetherto
allow somebodyto login, is critical to systemsecu-
rity, soary changeto the securitypolicy is consid-
eredsecuritycritical. However, in the Windows NT
operatingsystem,thereis no standardAPI (Appli-
cationProgrammingnterface)for this functionality.
Sometimesa policy is specifiedin a registry key,
sometimesit is specifiedin afile. It is very diffi-
cult to distinguisha normalfile or aregistry key ac-
cessingoperationfrom the operationsof accessing
securitypolicy. Our approachdependson manual
annotation(eitherby programmershemselesor by
codeinspectors}o identify suchanaction.

Example

An exampleis usedhereto illustratehow theanalysigech-
niguepresentedn section2 is appliedto analyzesecurity
relevangy of registry keys/values.Theprogramusedin this
exampleis thefollowing:

FO{

RegQuer yKey( hkey,
g(input);

i nput)

}

g(char *str){
char nane[ 30] ;
strcpy (nane,
st rcat ( nane,
h( nane) ;

"\\Wnnt\\");
str);

}

h(char *n){
Creat eProcess(n)

}

Figurel shovsthedependengrelationship@mongvari-
ables.BecauseCr eat ePr ocess isasecuritycritical ac-
tion, nodexn in thefigureis markedasan S node,andbe-
causeRegQuer yKey is aninput procedurenodexinput

sinput "Winnt\"

0

*str

*name

*n

Figurel: DataDependeng Graph

is marked as an I node. From the figure, a path from
xinput nodeto xn nodeexists,thereforeaccordingto se-
curity relevangy analysisjnputfrom RegQuer yKey() is
consideredecurityrelevant.

3.3 Results

We have appliedthe datacollectiontool onthewhole Win-
dows NT4.0 (SP3)sourcetree. Thereare 16,009places
where the Registry is accessed. The namesof registry
key/valuesusedin 80% of thoseplaceshave beenresohed.
The reasonthat the namesof registry keys/valuesusedin
the other20% have not beenresohed is mainly because
someregistry key/valuenamesaredynamicallygenerated
during the programexecution;therefore staticanalysisis
impossibleto resohe them.

Amongall thosel6,009entries 48% arejustan“open”
or “close” operationwhich doesnot involve the real data
exchangebetweerthe programandthe Registry. 14% are
“set” operations,which are consideredas output as op-
posedo input. 25% are“query” operationsvhich actually
input datafrom the Registry to the program.Therest13%
consistof otherregistry operationsvhich areof nointerest
to this project. Although“open”, “close” and“set” opera-
tions sometimeshave securityimpacton the system they
arebeyondthescopeof thiswork becauseve areonly con-
cernedaboutthe securityrelevangy of the“input”. For the
“set” operation,if the outputfrom this operationis never
usedasan input, the involved registry key is not security
relevant; if the registry is usedasan input somevhere, it
will beunderthe category of “input”, andwill beanalyzed
in our approach.Therefore,in this project, only the reg-
istry keysinvolvedin a“query” operationwill bethetarget
of our securityrelevang/ analysis.



Basedon the Registry usageinformationwe have col-
lected experimentabnalysisusingthetechniquediscussed
in section2 was conductedon about50 registry keys, 21
of which werefound securityrelevantfor variousreasons.
Amongthosesecurityrelevantregistry keys, 11 areworld-
writable, which meansif the programdoesnot perform
appropriatecheckson the thoseinputs, an unpriileged
usercould be ableto causesecuritybreachesy modify-
ing thoseregistry keys. The restof this sectionpresents
partof theresultsobtainedfrom the analyses.

Oneof theinterestingkeys s - swm sof twar e\M cr osof t \w ndovs
NT\CV\Type 1 Installer\Type 1 Fonts"’ 1. From the nameof the reg'
istry key, it seemghatthis key containsinformationabout
fonts,which areunlikely to causea serioussecuritybreach
evenif somebodycantamperwith it. Thisis probablywhy
thekey is not protected However, theanalysisrevealsthat
adel et e actionon files specifiedby this value. There-
fore, if somebodymakesthe registry key point to anim-
portantfile, this actionwill seriouslyaffectthesystem.

HKLM\ Sof t war e\ M cr osof t \W ndows NT\CV\ProfileList\(sid) (Sid is nota
registry key namei;it is a users securitylD andis userde-
pendent)registry key containsa Pr of i | el nagePat h
value, which is considereda directory nameand will be
appendedvith a string to form a file name. In a module
executedin privilegedcontext, this generatedile nameis
passedntoadel et e action,i.e. thefile representedy
this namewill be deleted. If somebodycan modify this
value,suchasmakingit pointto otherpeoples profile di-
rectory the executionof this modulewill actuallydeletea
undesiredile, thusbreakingsystemintegrity.

The sameregistry key and samevalue are usedto set
the users several environmentvariables.Consideringhat
mary applicationamay dependon thoseervironmentvari-
ablesa corruptionof their valueswill leadto anundesired
or, evenworse,unsecureagonsequence.

HKLM\ Sof t var e\M cr osof t \W ndows NT\Cv\w nl ogon [€JJIStrykey contains
a Pol i cyHandl er value. This valueis treatedasthe
nameof a dynamiclink library (dl | ) and a procedure
nameaswell. Thedl | nameis usedto load the corre-
spondingdynamiclink library into the memory and the
procedurenameis usedto find the correspondingroce-
durefrom theloadedlibrary to beinvokedby the program.
Thus, this value actually points to a piece of code, and
compromisingof this valuewill leadto the executionof
an arbitrarycodeby the Winlogon module,which runsas
a privilegedprocess.Fortunately this registry key is pro-
tectedin the default configuration.

HKLM\ Sof t war e\ M cr osof t \ Net DDE\ Par anet er s \ Gener al r%istry ke)/ con-
tains a DebugPat h registry value. This value contains

1For the sale of corveniencethefollowing descriptionusesHKLMto
represenHKEY_LOCAL_MACHI NE, andCV torepresen€ur r ent Ver -
si on.

the nameof alog file. Our analysisresultdiscloseghat,

in one of modules,the programconductsawr i t e oper

ationto the file specifiedby this registry value. A closer
look at the programrevealsthat the programmerasnot

checledwhethertheregistry valueis trustedor not before
going aheadto write to the specifiedfile. Consequently
animplicit assumptioris madeby the programmeion the

registryvalue.If theregistry valueis not protecteda mali-

cioususercancauseary file to be overwrittenif thatmod-

uleis executedby a privilegeduser

Knowing whatregistry keys/valuesaresecurityrelevant
alongwith the permissionseton eachof the registry key,
it takes just a simple query on the databaseo find out
all registry keys/hvaluesthat are both securityrelevantand
writableto “Everyone”group.Basedontheresultwe have
collected,we have identified 11 suchregistry keys/values,
4 of which are not documentedn ary literaturethat we
areaware of. Theseresultshave beenacknavledgedby
Microsoft Corporation.

As of the writing of this paper only 50 registry keys
have beenanalyzedat theinitial stageof the analysis.We
believe thatwith ananalysisof all of the registry keys the
numberof unprotectedsecurity-releantregistry keys will
be far morethan11. The resultsof this projectare con-
sideredvery useful by Windows NT securitygroup, and
thusare incorporatednto the secureconfigurationof the
Windows NT.

4 Relatedwork

Severalbooks[17, 10] have beenpublishedaboutNT se-
curity, mostof which mentionthat someregistry keys that
shouldbe protectedare not protectedin the default con-
figurationMost of the suggestiongomefrom analyseon
windowsNT operatingsystemfrom specificatioranddoc-
umentationpr purelyfrom experience Oursanalysispro-
vides anotherperspectie, which takesinto consideration
thefinal versionof the sourcecode.We thereforeavoid the
potentialproblemscausedy inaccurateor obsoletedocu-
mentation.

Staticanalysistechniquehaslong beenusedasa tech-
nigueto enhanceg@rogramsecurity Althoughthesestudies
arevery similar in the way to deploy the technique they
deploy thetechniqueo achieve differentgoals.

BishopandDilger studiedoneclassof thetime-of-check-
to-time-of-usg(TOCTTOU) flaws [1]. A TOCTTOU flaw
occurswhen an applicationchecksfor a particularchar
acteristicof an objectandthentakessomeactionthatas-
sumeghecharacterististill holdswhenin factit doesnot.
This approachfocuseson a source-codédasedtechnique
for identifying patternsof codewhich couldhave this pro-
grammingconditionflaw.



Fink andLevitt employ application-slicingechniqueo
testprivilegedapplications [5]. This staticanalysistech-
nigueis usedfor theprogramslicingaccordingo thecrite-
ria derivedfrom the specification OrbekandPalsbeg [14]
have introducedtrust analysisfor high-orderlanguages.
Trustanalysisencouragethe programmeto make explicit
the trustworthinessof data,andin returnit canguarantee
thatno mistaleswith respecto trustwill be madeat run-
time. The similar staticanalysistechniqueis usedin this
paperto analyzethetrustworthinesof data.

Thedifferencebetweerour work andthoseotherworks
thatusesstaticanalysistechniquein enhancingsystemse-
curity are the following: First of all, mostof thosetech-
niguesfocus on detectingsecurityviolation, whereasour
work focuseson pointing out the dependeng relationship
betweeninputs andthe programs critical actions. While
this dependeng doesnot necessarilyindicate a security
vulnerability in the programiit revealsthataslong asthe
inputis not protectedpr theinputis not correctlychecled,
a securityvulnerability is possible. This informationmay
not leadto the discovery of a securityvulnerability, but it
indeedhelpsthetesterdook in theright placefor the pur-
poseof securitytesting;it alsohelpsthe developersmake
theright decisionaboutwhetheror not to put extra efforts
into validating an input. Secondly sometechniquese-
quire the modificationof sourcecode,suchasannotating
a sourcecode. With the annotationof the code,analysis
techniquecould collect more informationfrom the code,
thusleadingto a more powerful analysis.However, given
suchalarge systemasthe Windows NT, it is infeasibleto
modify the sourcecodesbeforeanalysis.

Penetratiortesting[11, 15] is anothemway of discover
ing whetheraninputis securityrelevantor not by demon-
stratingthat certaininputs could causesecuritybreaches.
In the casewherethe sourcecodeis not availablethis is
an effective approactbecausall that needsto be doneis
to comeup with a differentinput andfeedit to the system
to seewhetherthe systemsecuritywill be compromised?
The disadwantageof this approachs thatonehasto seea
securitybreachedo believe thatan input is securityrele-
vant. If anexecutionpathis never covered,it is difficult to
determinewhetherthe input relatedto thatpathis security
relevant. In addition, devising a test caseitself could be
difficult.

5 Summary

We have aguedanddemonstratedhat knowing the secu-
rity relevangy of inputsis importantto enhancingprogram
security In addition, we have presentedh techniquethat
revealsthe securityrelevang of aninput. This technique
is basedon theinsightthatfinding whetheraninputis se-

curity relevantis equivalentto findingthedependengrela-
tionshipbetweerthe inputandary securitycritical action.

We have also conductedexperimentalanalyseson the
Windows NT 4.0 sourcecode. Theresultsnot only reveal
the securityrelevangy informationof registry keys/values,
but alsopoint out several vulnerabilitiesin the configura-
tion of the Registry. Theseresultsdemonstratéhat secu-
rity relevangy analysisis a usefultechniquein enhancing
programsecurityby pointingoutthe existing andpotential
vulnerabilityin theprograms.
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