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$ docker-compose build # HE T ABE&H%K
$ docker-compose up # B R
$ docker-compose down # XHAEH

// E# Compose 4ty 5l 4

$ dcbuild # docker-compose build Kyl 4
$ dcup # docker-compose up Q@%W%
$ dcdown # docker-compose down ] fl| 4

TR AAEEIG G157 BAEAAS bisfran s, WAVEEF LRGN Shell o HEFHFEMH
docker ps A HZARN ID |, SR/5MHIH docker exec FEiXZA R /g Shell . FATCATE .bashrc
SR A A1 T4

$ dockps // docker ps --format "{{.ID}} {{.Names}}" i jl| %
$ docksh <id> // docker exec -it <id> /bin/bash # j| &

[/ TEHBFERTHAAEZN C AHAFE Shell
$ dockps

b1004832e275 hostA-10.9.0.5

Oaf4ea7a3e2e hostB-10.9.0.6

9652715c8e0a hostC-10.9.0.7

$ docksh 96
root@9652715c8e0a: /#

/] E: WwE—4% docker A FEXE ID, KAFE
// MANEAN ID FHE, RECANAERAREY $
// ER—T_t, MABMNMINFHREST .
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bk 0. 28] Firefox XYW Z%M% "DNS over HTTPS" Hjfie JiASE: HiiY Firefox ) Vi 284 BRiA 2 A "DNS
over HTTPS" Mjfit. ExMIX T, 4 R4 (DNS) bl fe A 4al 4kl DNS filt 55455 /etc/hosts
SO ELEARSLER R, IR ARG A . PEA Setting, siili"Privacy & Security"
iR %] "DNS over HTTPS" &M, SRJGik#E off.

R 1. Wb Firefox ) DNS ZEfglff]: AT b DNS mapvefE], Firefox JYE#AF23224F DNS
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60 Fbo o TikSLIR T FRATHE A )R 2 10 FPEEE D FEH P ALY Firefox W Y%i#s ) URL 7B
I about:config, il —EE T 5, FRATRAE B —2LE preferenc ZF5 M HAH . ##% dnsCache,
ENA T & HIF B E rE:

network.dnsCacheExpiration: (X E #10 (BiAF W T £60)

SERBEHE, FATVIRH Firedox PSR HE, ANMEHUARSERL.

SBUE 2. B %t/etc/hosts. A TFEEAE/etc/hosts AP EHMPA RSB AT www.seedIoT32. com
Ve B IR 45 21 24 %, e TP #iidil>h 192.168.60.80 . FEHLd HIAB I ALK SR A& vl i Sef: (fiff
H sudo):

192.168.60.80 www.seedIoT32.com
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.

http://www.seedIoT32.com
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TR AL DNS HR 55 2535 B AT e e & S (/etc/resolv. conf) HY%— nameserver 4% H 5L
W MR, BRSNS FEYRCEL (DHCP) SRR ERCE S50, i TP Hilk, 7 DNS
k%5#%% . DHCP & Fimex Hl DHCP R45 #5425 8855 /etc/resolv. conf (fF,

— PR R AE /etc/resolvcont /resolv. conf.d/head A HIRMPATAH (FERRATHY R E
H1, 10.9.0.53 @AM RGE (DNS) 5y IP Huhl):
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nameserver 10.9.0.53

XA head U N2 RF 450N N2 B A B REST AR BC B SCAF IR K o XSSO Ak WA —1 ke
(the comment in/etc/resolv.conf comes from this head file), FfTHEMWG, FAIFEIBITA FMmd
PASH B B A 3

$ sudo resolvconf -u
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T E R P ERNLG, i dig 415 www.attacker32.com £/l ns.attacker32.com [ IP
Hiht . R IZ 24> AS%] 10.9.0.180 Fl 10.9.0.153, WHEARIAMEAEX A A, IBABIHIR
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AIREC LS BN R G TP Mok FTPA, WUERAVREA F B WU B & MG, 5V %K /etc/hosts 3L
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URL 1: http://www.seedIoT32.com

URL 2: http://www.seedIoT32.com/change
URL 3: http://www.attacker32.com/change
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Click the button to set the temperature to 99 °C
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= (b) http://www.seedloT32.com:8080/change and
http://www.attacker32.com:8080/change

(The pages in these two URLs are identical)
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www.attacker32. com X4~ Web R4 #3470 (E .,
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Mz 55 g AR A1 PR , & R RE5 ] — A 95 58 EL . IR B FRATTRFAUAS Y 26 —4T M\ http: //www . seediot32.
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let url_prefix = 'http://www.attacker32.com'
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SEMIBHZ G, BREGEER) Web [R5 42548 (B35 T ar47), HEAEM P R ERH i,
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$ docker ps
78359039627a attacker-www-10.9.0.180

$ docker container restart 7835

g 2: 37 DNS #8E.  Ff18) JavaScript [Uig4 &% HTTP 53K 3| www.attacker32.com,
R R R B B F LAY, XA RRATEEN, FRATEZN R KA ES] ToT k454, X7]
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WO AT PAFE /ete/bind SCEFJe bR B . AR SCHFRINES o 55— TR0 M i BROIAFETG TE] TTL (B2
fir: #), BPmmAE DNS ZefE i a] DAGR B 2 K if[a] . X ME ] BERR 2B M.

$TTL 1000
@ IN SOA ns.attacker32.com. admin.attacker32.com. (
2008111001
8H
2H
4w
1D)
Q IN NS ns.attacker32.com.
Q IN A 10.9.0.22
WWW IN A 10.9.0.22
ns IN A 10.9.0.21
* IN A 10.9.0.22

TERPRSCP AT, 24T PAT fir Kbk 44 i 55 B R B 1T Jm i ie &

# rndc reload attacker32.com

BT Z P ATRIMESS, www.attacker32.com ) DNS Mti i £ AHl DNS IR #8217 1, HE
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// 7 R HDNS R 4 25 75 2% AT
# rndc flush
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UNRAZAT 55 WX P A2 BRAR IR 52 0, B2\ www . attacker32. com A ULTHI il change $#41l, fF
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