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$ cat filel file2 > file3

2.3 fE55 3: HJRWIAA I MDS5 WAy ity A7 301k

TEMAT S5, BATRLAL TR C AP . ARME 55 25 TZAR P R SR R A, ENTH) xyz
WA AR, (BT AT SR A (B AN A ] 1

#include <stdio.h>

unsigned char xyz[200] = {
/* The actual contents of this array are up to you */

};

int main()
{
int i;
for (i=0; i<200; i++){
printf("%x", xyzl[il);
}
printf ("\n");
}
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unsigned char xyz[200] = {
0x41, Ox41, 0x41, Ox41, 0x41, Ox41, Ox41, Ox41, Ox41, 0x41,
0x41, Ox41, O0x41, O0x41, Ox41, Ox41, Ox41, Ox41, Ox41, 0x41,
0x41, Ox41, 0x41, Ox41, 0x41, Ox41, Ox41, Ox41, Ox41, 0x41,
. (omitted) ...
0x41, Ox41, 0x41, Ox41, 0x41, Ox41, Ox41, Ox41, Ox41, 0x41,
}
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A 128-byte region
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$ head -c 3200 a.out > prefix
$ tail -c 100 a.out > suffix
$ tail -c +3300 a.out > suffix
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AN R, WPATIEFAE. B0, SETSE A, HS0AT -

Array X;
Array Y;

main()
{
if(X's contents and Y's contents are the same)
run benign code;
else
run malicious code;
return;

}

FATAT DAGE ] — LRI AG AL AL X A Y X SE(E R] DARE B A THE —dE ] nl A7 S0 R B AT
WAL AT LA B BOX PR A A, X AEEATRT AZE RGPS [ 9 2054 R [R) MD5 I 7
HIRCA . FE—AHAT, XY ByNAEMR, RS TESEE. E5—MAd, XY fNEAR
A, P TERARD . FROTATUARE BT 4 3 i B AR scBle Aoz, 1 [ s 7w
e R

Prefix (multiple of 64 bytes) Suffix (the rest of the program)
N

r A\ r

_l—|_
|

P and Q are generated to / t t

cause collision Array X Array Y

ii>

Pl e A AT R AN ] (EL G (A ] O R

M o, ATV RSB P R Q, SEAS RSO PE MR MD5 18 7.
AR, R X R Y P, TS AR, M AR . B, TR0
R R R AL P, T 0 S R

3 Submission

PR BBy AT AT Y R SE IR A A R R AR P ) TARAI R B B B G AR T 2R —
YOAER S NS GOR AT RE o 3 (] IR ) T ) AURS BB AR . JUR My B b e - ACHS
AIVATEREA 2 3RA5407 -



	绪论
	实验任务
	任务 1: 生成两个不同但有相同 MD5 哈希值的文件
	任务 2: 理解 MD5 的性质
	任务 3: 生成两个有相同 MD5 哈希的可执行文件
	任务 4: 让两个程序有不同的行为

	Submission

